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SWIFT issues core security standards and
assurance framework for the community
At yesterday’s opening plenary, SWIFT Chairman Yawar Shah and CEO Gottfried
Leibbrandt reminded delegates that SWIFT’s Customer Security Programme is
designed to support ‘you, your counterparts, and your community’.

W

ith the intention of
supporting ‘you’ – referring
to customers’ own efforts
to secure their local environments – SWIFT has released a set
of core security standards that will become
mandatory for all SWIFT customers.
Applying these standards will raise the
security bar for customers on the SWIFT
network and further support customers
in their efforts to prevent and detect
fraudulent use of their infrastructure.
Implementation of these standards will
also increase security awareness and
education in the on-going fight against
cyber-related wire fraud.

Core security standards
In July, SWIFT issued expanded security guidance for its Alliance interfaces,
outlining minimum controls recommended
for customer implementation. Building
on this security guidance, a core set of
requirements has been developed in
consultation with industry experts.
This core set of requirements will
apply to all SWIFT customers and
are based around three objectives
and eight principles (see box right).
Sixteen mandatory and eleven advisory controls that will underpin the eight
principles have been published today on
www.swift.com/csp.
The full documentation on the controls
will be made available by the end of
October and will be followed by a

Gottfried Leibbrandt and Yawar Shah opened Sibos yesterday and announced SWIFT’s
plans to introduce core securities standards for all its customers.
two-month period of customer validation
from 1 November to the end of the year.
SWIFT will be engaging with its community and specifically its National Member
Groups during this period to collect feedback. In Q1 2017 the final control descriptions will be published.
“Whilst we will mandate the application
of these controls to customers’ local SWIFT
infrastructure, they are good security
practice which applies equally to all
systems across the end-to-end transaction chain,” says Stephen Gilderdale, head
of the Customer Security Programme at
SWIFT. “If only the local SWIFT environment is secured, attackers can continue
to exploit vulnerabilities in the back office
or elsewhere in the chain.”
To ensure adoption, SWIFT will start
requiring customers to provide detailed

Visit www.swift.com for more information about SWIFT and its portfolio.

Secure your environment
1 restrict Internet access;
2 segregate critical systems from the
general enterprise IT environment;
3 reduce attack surface and known
vulnerabilities (for example, by
ensuring timely security updates);
4 physically secure the environment.
Know and limit access
1 prevent the compromise of credentials;
2 manage identities and segregate the
privileges of local infrastructure users.
Detect and respond
1 detect anomalous activity on
systems or transactions records;
2 plan for incident response and share
information.
continued on page 2
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self-attestation against the mandatory
controls from Q2 2017. Enforcement of
mandatory requirements will start from
January 2018, including inspections from
internal and external auditors conducted
with samples of customers to check quality.

Ensuring compliance
In order to enforce compliance with the
mandatory controls, Gilderdale explained

SWIFT’s intention to increase transparency. “The detailed compliance status of
each customer will be made available to
their counterparties (for example, via the
KYC Registry), providing transparency on
their self-attestation and inspection results
and allowing other users on the network
to apply risk-based decision-making to
their counterparty relationships.”
In addition to the practical benefits
for the customers of implementing the
controls themselves, Gilderdale believes

the programme will help raise customer
awareness of the diverse nature of
cyber-attacks.
“This is an ongoing challenge,” says
Gilderdale. “We see both cyber-fraud
and cyber-threats evolving and becoming
increasingly sophisticated. Our guidance
is therefore likely to evolve in the future
to keep ahead of the criminals. It is in
everyone’s interests that we join forces
as a community to fight against fraud and
cyber-crime.” □

Early results from the SWIFT gpi pilot
Since the launch of the SWIFT gpi initiative, participants in the pilot programme have
been busy readying their institutions for the new functionalities.

T

wenty-one global transaction
banks have upgraded their
systems to pilot the SWIFT gpi
initiative and are now ready
to share the first results of testing. A
SWIFT Auditorium session this morning
at 9:30 will provide an outline of the pilot
programme and a glimpse of progress to
date. Following an explanation of the pilot,
a panel of pilot participants, representing
banks from Europe, Asia and North
America, will discuss their own experiences with the programme.
Key to progress so far has been the
successful integration of the new ‘unique
end-to-end transaction reference (UETR)’
into the banks’ payments workflow. This
unique identifier allows for end-to-end visibility on a payment’s progress through the
transaction chain.
While a number of participants have
chosen to wait for the availability of the
SWIFT gpi payments tracker, others
were keen to make sure that they could
adapt their systems to gpi workflow
requirements and comply with the requisite business rules.
At the start of the year, these pilot
participants began work on their internal
preparations, followed by exchanges
with SWIFT as a testing partner. This
phase is followed by group testing, which
is currently in progress with most of the
pilot participants. “We recently completed
our one-on-one testing with SWIFT –
the so-called ‘sparring partner’ testing,
and have now started the group testing
phase,” says Edmund Esch, managing
director and head of USD clearing product
management for BNY Mellon Treasury
Services.
“SWIFT has allocated four or five participants to each group,” he explains. “Ours
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is very diverse, with representatives from
Singapore, Tokyo, London and Brussels,
but then this is a global business by definition.” BNY Mellon is testing with each
group member consecutively. “The more
test cases you have, the better off you
are in exercising all the options possible in
gpi, but also in finding anything that may
need to be reworked,” says Esch. When
conducting bilateral testing with SWIFT,
BNY Mellon covered over 40 different
testing scenarios, each of which was
closely tracked and reviewed. “We will not
have completed group testing by Sibos,
but we expect to have some very good
information coming out of this phase
that we can share,” says Esch, adding,
“SWIFT gpi is very important to the future
of cross-border payments and we’ll
continue to work with our clients to meet
their timeliness and transparency needs.”

Unique identifier
“Testing of the UETR is also an important
part of the pilot,” adds Esch. “As every
link in the chain processes the payment
and then passes it on by MT 103 to the
next bank, it also generates an MT 199;
an information-only message that is sent
back to the previous bank. At the end of
the lifecycle of a gpi payment, the originating bank will have both comprehensive
information on all the intermediaries in the
chain and the length of time for payment.”
Going forward this process will be very
much simplified as the SWIFT gpi tracker
will keep track – thanks to the UETR –
of the transaction’s progress along the
end-to-end payments flow, making this
information available to all banks involved
in the transaction.
Michael Pavkovic, vp, payment and
trade operations, RBC, is equally upbeat

SWIFT gpi is very
important to the
future of cross-border
payments and we’ll
continue to work with
our clients to meet
their timeliness and
transparency needs.
Edmund Esch, BNY Mellon

about the gpi pilot testing programme. “We
were one of the first banks on board and
are the only Canadian bank in the pilot,”
he says. “So far, it’s been a positive experience across the board. Everything has
gone according to plan.”
Pavkovic sees the addition of transparency and predictability to the client
experience as the key driver for RBC’s
participation in the initiative. “For 2016,
the milestone for RBC will be to complete
end-to-end testing and then go live with
one of our corporate clients in 2017,”
he says. “The end-game is very clear; to
create a network of gpi-enabled banks.
The more players in the ecosystem, the
more value for all.”
Live testing will begin in November along
with testing of the gpi payments tracker,
which will provide end-to-end visibility on
the status of a payment transaction, from
the moment it is sent until it is confirmed.
Panellists will also be looking ahead to
accelerate engagement with gpi among
the SWIFT community. “During the pilot,
SWIFT focused on the banks’ readiness,”
continued on page 3
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says Mauro Pernigo, product manager,
international cash management, Intesa
Sanpaolo. “The question now is how to
encourage market participants, corporates, third-party systems and market infrastructures to become part of the initiative.”

For Pernigo, diffusion of gpi capability
among banks remains key to its success. “If
the majority of banks are gpi-enabled, it will
simplify decisions for corporate treasuries
with multiple bank relationships,” he says.
“Corporates need certainty; they want to be
sure that everyone is reachable via SWIFT

gpi payments. In the end, our aim is quite
simply to reshape correspondent banking
and cross-border payments.”□
To find out more about SWIFT gpi, download our SWIFT gpi App from the App Store
and join us in the SWIFTLab for a preview of
our new SWIFT gpi payments tracker.

Twenty-one banks launched the SWIFT gpi pilot in early 2016

Keeping track of intraday liquidity
Today, SWIFT focuses on intraday liquidity, specifically industry collaboration to
address the BCBS’s intraday monitoring tools.

T

he subject of efficient liquidity
monitoring, management and
reporting will permeate many
Sibos discussions, as delegates
explore the implications of accelerated
payment initiatives and new regulatory
reporting requirements.
In 2013, the Basel Committee on
Banking Supervision, (BCBS) issued a
paper (BCBS 248) detailing seven intraday
liquidity monitoring tools and four stresstesting scenarios with quantitative metrics.
The paper requires implementation by
national regulators by January 2017.
Although the reporting requirement is
essentially retrospective, an increasing
number of regulators also require banks to
demonstrate effective management of their
intraday liquidity, says Catherine Banneux,
senior market manager, banking market,

SWIFT. “They want the banks to produce
that evidence,” says Banneux. “Additionally, an increasing number of banks have
initiated strategic real-time liquidity management implementation projects to grasp both
the related substantial financial benefits and
to better serve their customers.”
A large number of these, however, still face
challenges to collect and normalise real-time
‘timed’ data at a transactional level.
“There are two parts to this afternoon’s
session,” says Banneux. The first part
relates to how SWIFT can help banks at
an individual level to be compliant. “Here,
we will explain our four-step approach:
This starts with helping banks understand
their intraday liquidity flows at currency,
correspondent or market infrastructure
level,” she explains. The second step
involves an onsite exercise to identify the

An increasing
number of banks
have initiated
strategic real-time
liquidity management
implementation
projects.
Catherine Banneux, SWIFT
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data gaps banks have and how these
can be addressed. “We use banks’ own
data, going beyond SWIFT flows, looking
very broadly at the issues and proposing
solutions to progress the project,” says
Banneux.
The third step involves helping with the
implementation of an appropriate data
collection process, notably in the area of
data centralisation, to ensure that data at
entity level can be captured at headquarter
central level. The fourth step focuses on
the data integration, implementation of a
data repository and development of monitoring and reporting dashboards.
Both of these implementation steps
are covered by the new SWIFT Scope
for Intraday Liquidity Reporting, which
offers an ‘on-premises’ solution providing
end-to-end implementation of the BCBS
248 metrics. Integration services include
SWIFT message parsing, data storage
and the development of an enhanced
data model. SWIFT Scope’s project also
includes the development of ‘near-real-time’
liquidity position monitoring dashboards as
well as monitoring dashboards for BCBS
248 metrics updated on a daily basis.
“The second part of the session will
focus on the collaborative work that SWIFT
has initiated with the Liquidity Implementation Task Force (LITF) in the context of the
SWIFT gpi initiative, to drive and accelerate
continued on page 4
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adoption of the LITF Global Market Practice Guidelines,” says Banneux. The LITF
Guidelines are designed to help banks
with timely compliance, whilst reducing
their implementation costs.
The LITF is looking at translating its

existing guidelines into a tight multilateral
service level agreement (SLA) for banks to
help them with timely compliance, whilst
reducing their implementation costs.
The SLA would include a number of
business rules and technical specifications that participating banks have to

comply with, ensuring the same level
of quality data from their counterparts.
“In the longer term the re-use of the gpi
central collaborative platform – including
payment tracking capabilities – will help
banks achieve liquidity optimisation,” says
Banneux. □

Deutsche Bank GTB signs for SWIFT Scope
Deutsche Bank Global Transaction Banking (GTB) recommends SWIFT Scope to its financial institutions customers as its preferred
solution for intraday liquidity reporting. “The Basel Committee on Banking Supervision requirements aim to enable banking supervisors to monitor a bank’s intraday liquidity management and risk, and our clients are looking for data to support active liquidity
management. SWIFT Scope provides an excellent Intraday Liquidity Management solution to meet these requirements,” says
Andreas Hauser from Institutional Cash Management, GTB at Deutsche Bank. SWIFT Scope is a tailored, modular solution that
can comply with the BCBS 248 reporting requirements and enable banks to analyse the data collected for liquidity management
purposes and other requirements. “We are delighted to work with GTB at Deutsche Bank and to support its financial institution
clients with their intraday liquidity reporting and other business intelligence requirements,” says Michael Formann, head of SWIFT
Germany & Central Europe.

Starting out with compliance
Financial crime compliance is critical to every SWIFT user. SWIFT is evolving its
compliance portfolio to meet both changing regulations and the need for interoperable
processes along the customer relationship life-cycle.

E

xpanding its compliance services
suite is one of three pillars in
SWIFT’s 2020 strategy. As regulations change, so do the requirements of SWIFT’s customers.
“We continue to see a move beyond mere
‘box-ticking’ to embedding compliance
firmly in institutions’ business practices and

cultures,” says Brigitte De Wilde, head of
financial crime intelligence and services
at SWIFT. “SWIFT’s vision is to provide a
cohesive suite of services that address the
compliance requirements of financial institutions throughout the customer lifecycle.”
For ease of presentation, De Wilde
divides the life cycle into two stages:

Clients worldwide
use Bankers World
Online to prospect for
potential commercial
counterparts that
fit the risk profile
they want.
Bart Claeys, SWIFT

customer onboarding; and the ongoing
customer relationship. A range of compliance processes must take place during
both stages in line with the bank’s risk
appetite and regulatory obligations.
Prior to onboarding a new correspondent, a bank will typically identify
and perform initial risk assessments on
a number of prospects. At this stage,
Bankers World Online, part of the SWIFTRef portfolio, offers a useful starting
point for client identification information.
Bankers World Online focuses primarily
on payments processing data, SSI information, as well as risk and credit ratings.
“Typically, clients worldwide use Bankers
World Online to prospect for potential
commercial counterparts that fit the risk
profile they want,” says Bart Claeys, head
of KYC compliance services at SWIFT.
Once a potential counterpart has been
continued on page 5

Pick up SWIFT’s Reinventing Banking
brochure on the SWIFT stand (G40) or
in the SWIFT Auditorium!
Visit the SWIFT stand or SWIFT Auditorium to also pick up our brochures on
Financial Crime Compliance, Market Infrastructures and Focus on the Core.
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Certifying compliance effectiveness
Banks operating in New York State will soon be required to comply with new regulations which require them to test, ensure and certify that their transaction monitoring
and filtering programmes are operating effectively. The new regulation has four main
components. Banks need to:
• Maintain an appropriate transaction monitoring programme
• Maintain a watch list filtering programme
• Perform tests and ongoing analysis to ensure that systems are working correctly
• Submit an annual board resolution or senior officer compliance finding stating
that the bank’s transaction monitoring and filtering programmes comply with the
regulation.
While the regulation specifically applies to financial institutions operating in New
York State, it has implications for banks headquartered in other markets. The new
rules, which take effect on 1 January 2017, could also indicate the direction which
other regulators may take in the future.

Sanctions testing
Banks can use SWIFT’s Sanctions Testing product to test, fine tune and understand
their sanctions filters and list data. Unlike tests which focus only on a subset of data,
Sanctions Testing takes a comprehensive approach to assurance and coverage
testing by incorporating every dimension of the relevant messages. This gives greater
confidence that all necessary data has been looked at.
Sanctions Testing enables banks to improve filter efficiency by identifying ways to
reduce false positives, and establishes a baseline from which to measure the impact
of subsequent tuning iterations on the institution’s risk appetite.
Detailed reporting demonstrates the impact of changes to filter settings and
enables banks to document filter performance to management and overseers. As
such, Sanctions Testing gives banks the confidence needed to certify compliance
with Section 504.3 of the new DFS regulation.
continued from page 4

selected, performing client identification
and Know Your Customer (KYC) activities
is essential to ensure that the counterpart
does indeed meet the risk parameters set
by the bank and that individuals associated with it. Here banks can count on
The KYC Registry, SWIFT’s centralised
repository of standardised due diligence
information about correspondent banks,
funds distributors and custodians.
The KYC Registry provides an efficient,
shared platform for storing, managing
and exchanging standardised KYC data.
SWIFT has worked with the world’s largest
correspondent banks to define a set of
data and documents that addresses KYC
requirements across multiple jurisdictions.
Bankers World Online has been integrated with The KYC Registry to provide
easy access to an even broader, more
granular set of KYC information.
“Industry adoption of The KYC Registry
has been tremendous,” says Claeys. “The
Registry is being used by more than 2,800
correspondent banking and funds institutions to reduce the cost and complexity of
KYC activities, and increase the effectiveness of their KYC programmes.”
For banks in higher-risk markets, the
Registry presents a golden opportunity
SWIFT at Sibos I Tuesday edition 2016

to demonstrate transparency and compliance and safeguard their connections to
banking services and the global economy.
In an environment where ‘de-risking’ is
increasingly seen by many large transaction banks as a necessary process to
meet their own compliance goals, the
Registry provides a line of defence for
smaller banks, enabling them to demonstrate transparency and that they have
their own robust checks in place.
Another important onboarding step
is screening customer names. SWIFT is
launching a new Name Screening service
to screen individual names as well as
client, supplier and employee databases.
Such screening helps banks avoid business relationships with individuals and
entities on international watch lists, and
enables them to implement the proper
due diligence for higher-risk customers.
“As a hosted service, Name Screening
will provide a powerful screening solution that’s as simple to use as a search
engine, along with the ability to automate
database screening as part of business
as usual AML processes,” says Nicolas
Stuckens, head of sanctions compliance
services at SWIFT. “Name Screening,
together with Sanctions Screening, Sanctions Testing and new list management

Nicolas Stuckens, SWIFT
services, will form a cohesive Sanctions
Utility that delivers tools our customers
need in order to better manage sanctions
compliance across their organisations
and throughout customer relationships.”
A final step in onboarding is the setup
of SWIFT’s Relationship Management
Application (RMA) and RMA Plus. These
SWIFT-mandated authorisations let users
specify which types of messages they are
willing to exchange with specific counterparts, and blocks any traffic not meeting
those criteria. As such RMA is increasingly
seen as a compliance control. Indeed,
some regulators require banks to do full
due diligence on their correspondents
whenever an RMA is present, regardless
of whether a business relationship is actually in place. □

Wednesday’s edition of
SWIFT at Sibos will explore
the compliance processes
needed to support ongoing
customer relationships.
Compliance SWIFT
Auditorium Sessions
Two auditorium sessions today will
outline related elements of the compliance journey. At 13:00, Foster your
Sanctions, KYC and AML compliance processes leveraging SWIFT
Compliance Analytics will explain how
Compliance Analytics helps financial
institutions engaged in correspondent banking monitor trends, spot
anomalies and detect (potential) policy
breaches in their payment flows.
Institutions wanting to test and
enhance filter effectiveness and efficiency should join the 15:30 session:
Are your sanctions filters working?
Sanctions Testing helps you gain
assurance, insight and validation of
your watchlist filtering environment.
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Early stage collaboration
SWIFT has long encouraged collaboration to address common problems. With the
Industry Challenge programme, Innotribe is taking this philosophy one stage further.

M

onday’s opening session
at Innotribe provided an
opportunity to introduce the
Industry Challenges – a new
Innotribe initiative designed to identify and
validate innovative, utility-based solutions
to the most pressing challenges faced by
SWIFT’s member organisations.
The Industry Challenge is modelled
around five phases: Define; Discover;
Zero-to-Test; Collaborative Development;
and Go-to-Market.
The objective of the first phase is to
identify a common problem that needs to
be tackled. The Discovery phase involves
the identification of key stakeholders who
should be included in the challenge: SWIFT
Business and IT representatives; member
institutions; external providers; partner
institutions; and carefully selected startups.
This year, after consulting with
SWIFT community members, Innotribe
confirmed the themes of the first two challenges: Distributed Ledger Technology
(DLT) for securities, as well as Customer

Due Diligence (CDD) and Enhanced Due
Diligence (EDD) for compliance solutions.

participating member banks.
Feedback from the Industry Challenge
for Securities was overwhelmingly positive. “The creation of SWIFT was one of
the greatest examples of collaboration
among competitors ever accomplished
in the financial industry,” said one global
bank innovation lead. “What I’ve seen over
the last few hours is the most impressive
example of collaboration among competitors I’ve seen within SWIFT since its
inception.”

Securities

Compliance

The Industry Challenge for Securities challenges participants to build the lifecycle
of a short-dated bond on Blockchain.
In April, a group of experts and vendors
met in London to commence the Zero-toTest workshop. For two days the group
engaged in demos, use-case discussions,
proposal development and pitching. Three
startups were selected to progress their
Proofs of Concept in the next 12-week
phase with support from SWIFT and

In July, the SWIFT Compliance team and
Innotribe worked closely together to help
shape the challenge, select the startups
and bring customers and representatives
from major banks to participate in a collaborative workshop in London.
At the end of the two days, as with the
Securities challenge, two startups were
chosen by attendees to further develop
their concept for a three-month period,
in collaboration with Innotribe and SWIFT,
with funding, coaching and direct contact
with SWIFT member institutions.
Introducing the event, Kevin Johnson,
head of Innotribe innovation programmes at
SWIFT, set the scene, stressing how participants were chosen “not for their impressive
products but for their technology.”
Johnson adds, “We want to explore
how we can use this technology to the
advantage of our customers, as we
believe that technology can help develop
new solutions and products, and we can
do this not only for our customers but with
our customers.”
“The initial Industry Challenges have
gone well and we going to do more,”
says Johnson. “As financial technologies
evolve, Innotribe will continue to play a
vital role in bringing the startup ecosystem
and financial services expertise together.
This is not about us going out and finding
solutions to recommend. This is about
the customer saying, ‘here’s my problem’
– to which we can respond ‘here are the
potential FinTechs who can help’.”
In consultation with SWIFT’s customers
and member institutions, the Innotribe
team is creating a portfolio of different
challenges for the years ahead, drawing
on SWIFT’s global network to bring
together the most relevant participants for
each event. □

Innotribe will continue to play a vital role in
bringing the startup ecosystem and financial
services expertise together.
Kevin Johnson, SWIFT

Participants gather for Innotribe’s Industry Challenge for Securities
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The challenge of open APIs
A SWIFT Institute session tomorrow will explore the likely impact of open APIs on bank
business models and revenue streams.

T

he vision of the SWIFT Institute
is to bridge the gap between
financial
practitioners
and
academia and to support the
development of a body of academic
research that is accessible and relevant to
the SWIFT community.
A subject that is clearly on the radar
of banking executives and FinTech
entrepreneurs alike will be explored
tomorrow at 16:30 in the SWIFT Institute’s
amphitheatre: the role of open APIs in
transforming banking business models.
An open API is a means of accessing
data based on an open standard. It is
essentially a public interface. “The IT
personnel within financial institutions
are certainly knowledgeable about the
concepts involved in open APIs, but what
everyone is struggling with is the impact of
open APIs on the banking business,” says
Markos Zachariadis, assistant professor
of information systems management and
innovation, Warwick Business School,
University of Warwick, and a speaker at
the session.
Much of the initial engagement by financial services firms has been driven by regulators promoting open APIs for banking.
When the first EU Payment Services
Directive (PSD1) was introduced in 2007

There is certainly
some level of fear
about how open
banking will affect
revenues and how
relationships will be
managed with third
parties.

Generally speaking, bank executives can
envision how open APIs could be used, but
are uncertain about the consequences for
their business models.
Markos Zachariadis, Warwick Business School

needed for these services to operate. The
revised Payment Services Directive (PSD2),
due to come into effect across Europe in
2018, further encourages competition,
particularly in the areas of payment initiation and account aggregation.
In early February this year, the Open
Banking Working Group (OBWG) in the
UK, established in 2015 at the behest of
HM Treasury in the UK, released a report
recommending the creation of an Open
Banking Standard to facilitate the secure
sharing of banking data via open APIs.
Questions remain, however. What
changes, for example, will APIs bring
to banks’ competitive position in the
market? A SWIFT Institute funded study
by Zachariadis and his colleague, Pinar
Ozcan, associate professor of strategic
management, Warwick Business School,
involved field interviews with incumbent
and challenger banks and outlines the
challenges banks are currently facing in
this area.
“There is still a fair degree of uncertainty
at the moment about how the financial services industry will approach the

challenge in practice,” says Zachariadis.
“Open is, after all, a generic word. Generally speaking, bank executives can envision how open APIs could be used, but
are uncertain about the consequences for
their business models.”
Open systems can, by their nature,
challenge business models by giving
companies the opportunity to interact with
an institution’s customer accounts. “There
is certainly some level of fear about how
open banking will affect revenues and how
relationships will be managed with third
parties, whether start-ups or other banks,”
says Zachariadis.
On the other hand, if customers choose
to open up some of this information to third
parties, they may be able to take advantage
of services or solutions that fit their particular requirements. “A simple example might
be a single phone app that provides aggregated access to accounts at different financial institutions,” Zachariadis explains. “In
our presentation, we will be discussing how
big banks, challenger banks and FinTech
start-ups alike are reacting to the situation
and explore what the future holds.” □

Markos Zachariadis,
Warwick Business School

with the aim of creating a single market,
payment service providers emerged to
allow clients of online merchants to initiate
payments from their bank accounts rather
than by credit card.
At the same time, concerns arose about
the sharing of customer access credentials
SWIFT at Sibos I Tuesday edition 2016
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What’s new for CSDs
SWIFT is enhancing its value proposition for CSDs and their participants by developing
a community offering, which includes standards, products and services combined with
competitive commercial conditions.

C

SDs are undergoing fundamental transformation, triggered by new business models,
new regulatory requirements
and regionalised initiatives as well as
the adoption of ISO 20022. Historically,
SWIFT’s market share of CSD messaging
has varied widely. “There is no CSD that
uses SWIFT exclusively,” explains Nadine
Limbourg, senior marketing manager,
market infrastructures, SWIFT. “They
always maintain two messaging channels
as a minimum. There are several CSDs
around the globe where SWIFT has the
bulk of messaging activity, but we are
never the only option.”
Tomorrow’s session will cover both the
adoption of a SWIFT channel and the
appropriate implementation of ISO standards, both in ISO 15022 and 20022. “We
aim to provide a SWIFT solution for every
CSD, taking into account the specifics of
the market, such as those countries in the
T2S area,” says Limbourg.

Adopting ISO 20022
Over the next few years, Limbourg anticipates that most CSDs will be ready to
adopt the ISO 22022 standard. But given
the flexibility inherent in the standard,
implementation will need to be managed
to support those banks interacting with
multiple CSDs in order to avoid numerous
tweaks and adaptations.
Like all market infrastructures, the majority
of CSDs have a three-to-five year development plan, says Limbourg. As each one of
these comes up for renewal, a move to ISO

We aim to provide
a SWIFT solution
for every CSD that
takes into account
the specifics of
the market. There
will, for example,
be adaptations for
countries in the
T2S area.
Nadine Limbourg, SWIFT

20022 is likely to be incorporated.
Patrik Neutjens, director, ISO 20022
programme at SWIFT, offers the example
of the Nordic markets. CSDs in these
markets will, for different reasons, be
reviewing their messaging platforms
during the same 36-month period.
“All of them have decided to use this as
the opportunity to prepare for ISO 20022,”
he says. “Their first objective is to get rid
of domestic standards. Some of them
want to move to ISO 20022 as quickly
as possible, whilst others will offer ISO
15022 and ISO 20022 side-by-side. We
can help them onboard their community
to the selected standard. In the process,
we want to create a level playing field for
everyone. The community offering will be
a strong incentive as it will essentially take
into account message usage by the CSD
community as a whole.”
The ISO 20022 Harmonisation Charter,
unveiled at Sibos in Singapore, will play a
central role in helping to ensure consistency of implementation. “An effective

community approach needs to be consistent and transparent with a clear understanding of best practice,” says Neutjens.
“The charter provides value in making that
dynamic a reality.”
Both Limbourg and Neutjens stress
that this new approach does not involve
an all-or-nothing decision by a CSD
and its community. “There will always
be smaller participants that are not on
SWIFT, who will continue to use the
CSD’s proprietary channel,” says Neutjens. “But we want to attract those who
are SWIFT-enabled to use our platform to
their best advantage.”□

The Community Offering will be a strong
incentive as it will essentially take into
account message usage by the CSD
community as a whole.
Patrik Neutjens, SWIFT
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SWIFT promotes integration in the ASEAN region
The ASEAN region is reported to be one of the world’s fastest growing and most
dynamic, accounting for some 9% of the global population.

T

he IMF estimates that, by 2019,
the economic growth of the
ASEAN region will reach USD
3.6 trillion in GDP – five times the
size it was a decade ago.
To achieve this, the 10 member states
of the ASEAN Economic Community
(AEC) have aligned on three strategic
objectives: financial integration; financial inclusion; and financial stability; with
three cross-cutting areas of payment and
settlement systems, capital account liberalisation and capacity building.
ASEAN states are currently reviewing
and implementing modernisation plans
across the region for payment and settlement systems, promoting standardisation, developing settlement infrastructure
for cross-border trade, remittances, retail
payment systems and capital markets.
The resultant momentum is enabling
an environment that promotes regional
linkages, supports deeper integration of
SMEs and corporates from the ASEAN
region in global value chains, boosting
regional and international trade, while
increasing treasury function efficiency
and speed of payments.
AEC recognises a strong need for
harmonisation of standards and market
practices with international best practices
to foster stability and efficiency within, as
well as outside, the region. To support the
above objectives, ASEAN countries are
reviewing models for regional payments
integration along with the adoption of a
common standard, such as ISO 20022,
as a strong enabler.
With a consistent focus on harmonisation and automation, SWIFT is committed
to supporting the AEC in achieving these
community objectives of financial market
infrastructure modernisation and regional

integration based on ISO 20022 standards.

Regional harmonisation
with ISO 20022
As the registration authority for ISO 20022,
SWIFT plays an active role in various market
practice groups and initiatives to promote
best practices and facilitate integration. For
the past three years, SWIFT has engaged
broadly with the ASEAN financial community, including central banks, commercial banks and other agencies such as
banking associations, in working towards
this common goal.
Through its member-owned cooperative
structure, market presence, expertise and
tools, SWIFT is well positioned to provide
operational and cost-efficient assistance
to participating market infrastructures in
the region, in their effort to create regional
payments and securities infrastructure.

Regional payments
infrastructure
SWIFT is a strong advocate and supporter
of regionalisation initiatives to further financial market development. Given that the
ASEAN region is not a common market
in the European sense, regional payments
integration still requires a solution that
provides harmony, whilst preserving the
inherent diversity of the region.
“A priority for regional integration will be
for banking groups with operations across
ASEAN to transmit payment instructions
across borders,” says Bernard Wee,
executive director, Monetary Authority of
Singapore. “The success of ASEAN financial integration therefore requires active
industry collaboration and participation.”
Today, approximately 1,000 financial institutions in the ASEAN region, including
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commercial banks and central banks,
are users of the SWIFT network. With
the necessary infrastructure and connectivity to each other in place, the process
of establishing a payment scheme for the
ASEAN region can be relatively fast and
efficient, reusing the SWIFT infrastructure
in which they have already invested.
This includes a number of Real-Time
Gross Settlement Systems (RTGSs) and
Central Securities Depositories (CSDs)
that are already operating on the SWIFT
messaging platform. SWIFT also connects
corporate entities to banks and other
financial institutions, supporting their
efforts in deriving the benefits of regional
payments integration initiatives and standards harmonisation. SWIFT remains
committed to supporting the ASEAN
community objective of regional payment
infrastructure integration.

Regional securities
infrastructure
Among other regional initiatives that have
progressed over the past year, the ASEAN
Trading Link, the ASEAN + 3 Multi-currency Bond Issuance Framework and the
Cross-Border Settlement Infrastructure
Forum (CSIF) linkages all aim at further
developing financial market integration
across ASEAN and beyond, to China,
Japan and South Korea.
The consensus among CSIF members
is to adopt the CSD-RTGS Linkage
Model to enable local bonds in one
country to be settled by delivery-versuspayment (DVP), using the central bank
money of another participating country.
“Confidence in the underpinnings of
cross-border securities transactions
is essential for volumes to grow,” says
Friderica Widyasari Dewi, president
director of PT Kustodian Sentral Efek
Indonesia, Indonesia’s CSD.
SWIFT has a presence in all ASEAN +
3 member countries at some level, either
at the RTGS, CSD or both. ASEAN + 3
member countries, whose RTGS and CSD
operators are existing SWIFT members,
will be able to reuse their existing SWIFT
infrastructure to establish the required
cross-border CSD-RTGS linkages in an
operational and cost efficient way. Leveraging existing infrastructure could also
contribute to time saving efforts during the
implementation process. □
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Actionable insights from Business Intelligence
Over the past decade, SWIFT’s BI portfolio has expanded to address the needs of a
broad range of client segments as they look for actionable insights from traffic flows.

L

aunched in 2005, SWIFT’s
Business Intelligence (BI) portfolio
encompasses a suite of intuitive
tools including analytics, insights,
consulting services and economic indicators. This morning’s Auditorium session
will provide an overview of recent developments in the BI portfolio. The newly
enhanced Watch Banking Analytics
Premium tool will feature strongly in the
session. Additional BI solutions such
as SWIFT Scope for Intraday Liquidity
Reporting, Watch for Securities, FX
Insights and the gpi Observer, supporting
the overall SWIFT gpi initiative, will be
covered in other Auditorium and SWIFTLab
sessions throughout the week.
One feature recently added to Watch
Banking Analytics Premium is access to
the previous month’s daily traffic flows.
This allows subscribers to more accurately analyse payment shifts and market
reaction to specific events, such as the
recent Brexit referendum vote in the UK. A
second enhancement is statistical analysis
of currency correlations and substitutions,
initially focusing on payment messages.
“This will help customers to see how
different currencies in specific corridors
are affecting each other,” says Astrid
Thorsen, head of Business Intelligence
Solutions at SWIFT. For example, does
growth in use of the renminbi reflect
growth in the market as a whole or is it
because it substitutes the use of other
currencies? “This is just one example
of what can be done with SWIFT BI
solutions,” says Thorsen. “We are moving
from a purely descriptive approach to
enable more sophisticated analysis for
informed business decisions.”

SWIFT Scope
The SWIFT Scope platform is part of the
BI
portfolio,
providing
end-to-end,
‘on-premises’ solutions for specific business needs across multiple market
segments. “This ‘on-premises’ solution
opens up a number of opportunities for
more advanced analysis. It allows our
customers to work with their own data
at a transactional level, with access to a
larger number of message fields in nearly
real-time mode,” says Thorsen.
SWIFT Scope currently has four use
cases. SWIFT Scope for Intraday Liquidity
Reporting shields customers from the
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We will provide banks
with performance
indicators showing
where they are doing
well.
Astrid Thorsen, SWIFT

complexity of calculating intraday liquidity
positions, as well as associated BCBS
metrics across accounts, currencies and
jurisdictions.
SWIFT Scope for Central Banks
increases effectiveness of regulatory
reporting by enabling central banks to
access accurate real-time financial information without imposing any extra burden
on financial institutions. “We can automatically copy FIN messages to central
banks. This means central banks have the
information they need in an accurate and
timely manner, saving commercial banks
time and money by reducing efforts linked
to reporting,” says Thorsen. Aside from
reducing reporting costs, SWIFT Scope
can also help commercial banks with
business development. SWIFT Scope for
Global Transaction Banks allows financial institutions to gain insights into their
customer’s activities in cross-border
transactions. Finally, SWIFT Scope for
Cash Reporting provides a single source
of accurate information on daily cash positions across countries, corporate entities
and accounts. The ensuing analysis is
made available to business users through
a series of visual dashboards and reports
that SWIFT has built into the SWIFT Scope
platform.

Securities
At Sibos last year, SWIFT BI launched its
Watch for Securities offering. As with other
solutions in the Watch portfolio, it is hosted
by SWIFT in the cloud and provides information on SWIFT traffic in one web-based
tool. “We monitor certain non-confidential,
non-sensitive information in the message
– mostly operational data – that are indicators of efficiency or inefficiencies,” says

Thorsen. “Because the information is
centrally located, we are in a unique position to provide users activity share, as well
as a market benchmark against which to
compare their operations and efficiency,
whether at country or regional level.”
Watch for Securities focuses on key
activities in the post-trade information
flow; settlement and reconciliation and
corporate actions. “We took advantage of
last year’s platform upgrade to introduce
a number of enhancements to Watch,”
says Thorsen. “Customers want to easily
monitor certain indicators of efficiency
and excellence and Watch for Securities
provides two ways to achieve this.”
SWIFT has a dominant position in the
FX market representing around 80% of
the global market, and nearly 100% of
the electronic confirmation market. As a
result, this year SWIFT has launched FX BI
Services derived from these confirmations
flows. Business heads are always keen to
see how they perform relative to their peer
group and track this on a monthly basis.
Understanding ranking and/or activity
share by currency pair, product, region,
and client category loss brings a great deal
of value.

SWIFT’s gpi initiative
The BI team at SWIFT is also contributing to
SWIFT’s gpi initiative, by developing the gpi
Observer. “There are specific business rules
related to speed, transparency and charges
the banks will need to follow for certain
payments messages,” Thorsen explains.
“We will provide banks with performance
indicators showing not only where they are
doing well in meeting these rules but also
those areas where they could improve.”
Data in the gpi Observer will be available on
a monthly basis. □
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SWIFT traffic highlights
Total SWIFT
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+4.7%
-7.5%
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EMEA region
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5,045,310
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-4.3%
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T

he last FIN traffic peak day was
recorded on 30 June 2016,
strongly linked to the volatility
in the markets related to the
Brexit announcement; with 30,392,943
messages in one day, the 30 million
barrier was crossed for the first time.
All markets are growing by around
5 to 6%, only Trade messages show a
decrease of 7.5%. EMEA, Americas and
UK regions show a growth of 5%, Asia
Pacific records the highest growth with
10%, fuelled by the strong securities
growth of 18%. □

SWIFT FIN Traffic year to date

Jan-15

Last Friday, 23 September
2016, 23.8 million FIN
messages were exchanged
over the SWIFT network.
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SWIFT FIN daily traffic evolution
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Strengthening
community
security
Driving community initiatives
that deliver change effectively
and securely
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See more real world change
at www.swift.com/sibos2016
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SWIFT at Sibos picture gallery

Chairpersons from across SWIFT’s global community gather to discuss priorities ahead
The SWIFT Chairpersons Meeting on Sunday provided a valuable opportunity for the community to consult face-to-face on key
issues. Read the full report in the SWIFT at Sibos Wrap Up edition, available at the end of October.

SPD Bank provides global cash management services to corporates via SWIFTNet
SPD Bank, as a member of the Bank Readiness Certification Programme, is promoting global cash management services to corporate
clients in China.
Left to right: Dong Zhang, Shanghai Pudong Development Bank (SPD Bank); Feng Lin, SPD Bank; Jianxin Wang, SPD
Bank; Haiyan Xu, SPD Bank; Eddie Haddad, SWIFT; Daphne Huang, SWIFT; Stella Lim,SWIFT; Wei Dong, SPD Bank;
Yiqun Lu, SPD Bank.

Northern Trust subscribes
to SWIFT KYC Registry
SWIFT’s KYC Registry was developed in
collaboration with major global banks and
provides a streamlined, global centralised
repository and data sharing platform for
KYC compliance information.
Left to right: Paul Taylor, SWIFT;
Justin Chapman, Northern Trust,
Global Head of Market Advocacy &
Innovation Research; Felina Solomon,
SWIFT.
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Santander UK goes live with SWIFT for
Corporates

Banco Santander signs for Compliance
Analytics

Santander UK has successfully implemented the SWIFT for
Corporates offering which has brought added value to their C2B
portfolio.
Left to right: Juan-Carlos Botran, SWIFT; Alberto Gonzalez,
Santander UK plc; Gema Montoya, SWIFT.

Banco Santander has signed up for Compliance Analytics, a
SWIFT service that helps financial institutions mitigate financial
crime risk and cost.
Left to right: Thierry Chilosi, SWIFT; Stéphanie Rodriguez
Aniorte, Santander UK plc; Gema Montoya, SWIFT.

ICBC enhances data analytics with
SWIFT’s Watch portfolio

BNP PARIBAS successfully adopts AMH
platform for messaging

ICBC has implemented the entire SWIFT Watch portfolio of
solutions to analyse the bank’s traffic across its network.
Left to right: Yanheng Wang, ICBC; Daphne Huang, SWIFT; Harry
Newman, SWIFT; Hua Peng, ICBC; Jun Jiang, ICBC.

Left to right: Alain Drese, SWIFT; Alban Lapeyronnie, BNP
Paribas; Saskia Devolder, SWIFT; Ahmad Abdallah, BNP
Paribas; Axelle Wurmser, BNP Paribas; Jean-Loup Fabbro,
SWIFT.

BNY Mellon participates in SWIFT’s gpi
initiative pilot programme

Unicredit participates in SWIFT’s gpi pilot

Left to right: Edmund Esch, BNY Mellon; Michael
Bellacosa, BNY Mellon; Anthony Brady, BNY Mellon
Treasury Services; Wim Raymaekers, SWIFT; Felina
Solomon, SWIFT.
SWIFT at Sibos I Tuesday edition 2016

Left to right: Erika Toso, SWIFT; Claudio Camozzo,
UniCredit; Cristina Del Mastro, UniCredit; Stanley Wachs,
SWIFT.
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– reinventing banking
SWIFT’s gpi initiative to deliver a new standard in cross-border payments has captured the imagination of Sibos participants. On
Monday an opening session on gpi in the SWIFT Auditorium drew a capacity crowd, while the number of community members
signing up to join the initiative continues to grow apace.

China Merchant Bank

Mizuho

Budapest Bank

ABSA Bank

Left to right: Shaobing Sun, China Merchants Bank H.O.;
Andrew Burlison, SWIFT; Daphne Huang, SWIFT.

Left to right: Marjan Delatinne, SWIFT; Gyula Szegedi,
Budapest Bank; Judit Baracs, SWIFT; Stanley Wachs,
SWIFT.

Erste Bank

Left to right: Michael Moon , SWIFT; Wim Raymaekers,
SWIFT; Kouji Kawase, Mizuho Bank Ltd; Yuji Takei, SWIFT.

Left to right: Stanley Wachs, SWIFT; Richard Neil
Hillmoor Southey, Barclays; Sean Mouton, ABSA Bank
Limited; Mike von Fintel, Barclays.

Left to right: Back row: Manfred Piringer, Erste Group Bank; Eric Weinberger,
Erste Group Bank; Manfred Neuwirth, Erste Group Bank; Christian Wolf, Erste
Group Bank; Michael Formann, SWIFT; Front row: Marjan Delatinne, SWIFT;
Judit Baracs, SWIFT; Christina Linzer, Erste Group Bank; Stanley Wachs,
SWIFT; Tanja Peic, Erste Group Bank.
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Commonwealth Bank of
Australia

Left to right: Bill Doran, SWIFT;
Satinder Singh, Commonwealth
Bank of Australia ; Stanley Wachs,
SWIFT.
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BNY Mellon subscribes to
SWIFT Banking Analytics
Premium
BNY Mellon extends its SWIFT Watch
Banking family of business intelligence and
analysis services by subscribing to Banking
Analytics Premium.
Left to right: Astrid Thorsen, SWIFT;
Ana Sancho, BNY Mellon Treasury
Services; Michael Bellacosa, BNY
Mellon; Felina Solomon, SWIFT.

Competing together in the Sibos Quiz
The SWIFT Institute’s 2nd annual Sibos Quiz brought together academia and financial industry practitioners in a friendly competition.
Left to right: Michael Cole-Fontayn, BNY Mellon; Bruce Weber, Lerner College of Business & Economics, University of
Delaware; Jette Simson, EBA Group; Peter Ware, SWIFT; Julia Streets, Streets Consulting Ltd; Brian Bonar, ANZ; Damian
Pettit, RBS; Michael Mainelli, Z/Yen Group.

Supporting
market
harmonisation
Simplifying
the complex
world through
common
standards

See more real world change
at www.swift.com/sibos2016
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What’s on today
SWIFT
Auditorium

SWIFTLab

SWIFT
Institute

Innotribe

09:30 - 10:15
Eagerly awaited: The first results
from the global payments
innovation initiative pilot

09:30 - 10:00
Get insights into SWIFT products:
Latest methods to secure the link
between applications and Alliance
interfaces

15:30-16:00
Divergence in finance - Big bang
blockchains or boring lowly
ledgers?

09:00-09:30
Innotribe day opening and
Startup Challenge for Africa

10:30 - 11:15
Business Intelligence that gives
you the edge in an evolving
market
13:00 – 13:45
Foster your Sanctions, KYC and
AML compliance processes
leveraging SWIFT Compliance
Analytics

09:30-11:15
Organise for complexity
10:10 - 10:40
Discover R&D@SWIFT: Recent
security evolution of SWIFT’s
Interface

12:45-13:45
FinTech hubs - EMEA

10:45 - 11:15
Get insights into SWIFT products:
Combining Alliance Lite2 with
SWIFT Sanctions Screening

15:30 - 16:15
Are your Sanctions Filters
working? Sanctions Testing
helps you gain assurance,
insight and validation of your
watchlist filtering environment

13:00 - 13:30
Talk over lunch: Digitising
your organisation, a way to
incentivise innovation? Come
and hear the NEXEN initiative
carried out by BNY Mellon

16:30 - 17:15
SWIFT’s intraday liquidity
offering, a key service to comply
with BCBS 248 and to optimise
your liquidity

15:15 - 16:15
Discover R&D@SWIFT: Bringing
alive the SWIFT gpi payments
Tracker and Observer

15:15-16:45
Situational awareness maps
17:00-17:30
Innotribe day closing
(Organisation, Day 2)

16:30 - 17:00
Get insights into SWIFT
products: Business Intelligence
(Watch) for Banking

Don’t miss the
Standards Forum
today

The Compliance
Cocktail

SWIFT’s MI Forum
Magazine now
available!

Join the
conversation

09:30 - 10:00
On the drawing board – The role
of standards in disruption, with
Professor Michael Mainelli

17:30 at Villa Sarasin
The best compliance and
business networking opportunity
at Sibos!

Find your copy of the MI Forum
Magazine on the SWIFT stand,
for dedicated coverage of all
the latest Market Infrastructure
topics and sessions running
at Sibos.

Follow our SWIFT LinkedIn
company page and @
SWIFTcommunity Twitter handle
for all our Sibos updates. On
LinkedIn, you can have the
daily news from SWIFT at
Sibos delivered right into your
news feed. We encourage
everyone to follow or join the
online conversation by using
the #Sibos hashtag. For more
information about SWIFT, visit
www.swift.com.

15:00 - 15:45
Standards governance and
mechanisation
The full Standards Forum
programme is available in
Sibos Issues.
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