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Abstract:

In Information Statecraft, states employ legal and technological methods to acquire data to
map behaviors and expose the illicit economy and networks of political violence. Yet, because
financial institutions (FIs) possess that data, governments must depend on their cooperation.
Financial data is both commercial and a source of intelligence and is governed by two often opposing
legal regimes.

A comparative analysis of US and EU AML/CTF and data protection laws illuminated issues
within 19 compliance areas that will challenge multinationals as they integrate privacy into
AML/CTF operations. The EU’s 4™ Anti-Money Laundering Directive (4AMLD) promotes
enterprise-wide compliance programs with data protection across the group, and US law restricts
data due to confidentiality concerns and does not require privacy in compliance programs, which
created risks at every point in the study. Other areas of high regulatory (and reputational) risk for
multinational financial institutions lay in local authority data requests; sensitive data collection and
transfers involving politically exposed persons and their families; vendor compliance with the US-
EU Privacy Shield; the prohibition of KYC data use for commercial purposes for EU data subjects;
and the practice of profiling and monitoring client relationships using semi-automated and automated
software. Profiling deserves special attention since the EU General Data Protection Regulation
(GDPR) gives data subjects the right to object to profiling, to understand the legal outcomes of
computer-aided decision-making, and the right to challenge these decisions (applicable to de-
risking), but with restrictions according to Member State law.

Data privacy programs benefit AML/CTF compliance because they create accountability
trails, help FIs produce better data to authorities, and lend reputational currency. Despite the
regulatory conflicts, the financial services have an opportunity to contribute to data
privacy/AML/CTF solutions that fit their operations as the GDPR invites private associations to
create codes of conduct. The private sector should develop these codes in tandem and in cooperation
with Member State efforts to create technological and operational data safeguards that will be written
in the next two years. Firms should prepare for these changes by conducting data inventories,
mapping data flows, creating integrated AML/CTF, information technology, and privacy compliance
teams, or incentivizing cross-disciplinary training for their employees so they can implement
multidisciplinary and trans-jurisdictional policies and procedures.
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1. INFORMATION STATECRAFT
Information Statecraft’ - the attempt to influence, through law and technology, the

acquisition, control, or presentation of data, information, or knowledge — empowers governments to
extend their political, social, security, and cultural policies across issues and borders. Financial data
is of special interest to states as it can help track illicit economic flows and networks of political
violence.

However, the borderless nature of financial data means that its ownership changes according
to national views of privacy, which affects the state’s ability to access it and use it. And as private
companies hold much of the data that states desire, governments need the cooperation of financial
institutions to acquire it. The financial system’s global reach makes financial data a valuable power
resource.

For financial institutions (FI), this data helps create business strategies, empowers trading
capacity, protects banks from predatory competitors and bank runs, determines client and market
behaviors, can produce profits if used effectively, and has even been monetized itself. The industry
is bound to sovereign laws, so it must provide data to law enforcement or regulatory authorities, but
due to a lack of standardization in regulations and reporting methods banks still have a lot of control
over what they report.

Thus, financial data exists in a duality — it is both commercial and a source of actionable
intelligence for governments.* Anti-Money Laundering (AML) and Counter-Terrorism Finance
(CTF) presents a conundrum for states and market actors alike because the duality of financial data
means that it is governed by two sometimes opposing regimes: AML and CTF laws that seek to
protect the financial system from fraud, crime, and political violence; and data protection and privacy
laws that seek to protect an individual's identity and choices from government and private abuse.
Hence, a study of data protection or privacy law is essential to understand data control and use.
National differences among these laws and their conflict with AML/CTF requirements can create
serious issues for states trying to acquire financial intelligence, and for the multinational financial

institutions (MFIs) expected to provide it.

® This paper is part of a manuscript project entitled Information Statecraft: States, Financial Institutions, Individuals and
the Politics of Counter-Terrorism Data. Information Statecraft is not limited to the financial sector. All data exists in this
duality as it can be used beyond its initial purpose. | will address technology in subsequent works.



1.1: Structure of Research

While Information Statecraft is applicable to all types of information since all data can be
analyzed and used beyond its primary intent, this research set out to examine financial data’s role in
US and EU attempts to combat the illicit economy and political violence, and how privacy law
affects those efforts. It quickly became apparent that the financial services have actively
implemented AML/CTF requirements, but they have just begun to approach integrating data privacy
into these operations due to the uncertainties of a newly evolving legal landscape. In fact, only in the
past year has EU-driven legislation emerged, specifically within the Fourth Anti-Money Laundering
Directive (A4AMLD) and the General Data Protection Regulation (GDPR), that commit multinational
companies to these practices in their operations across the globe. This analysis assesses the potential
issues the financial services will encounter as they try to comply with (often) contrasting regulatory
requirements.

The study chose 19 AML/CTF compliance areas from the Financial Action Task Force’s
(FATF) 49 Recommendations and then compared US federal and EU-level AML/CTF laws with
federal and regional data privacy laws,” and calculated how inconsistencies among them may affect
implementing data protection and privacy into AML/CTF compliance.® Theoretically, the empirical
study shows how Information Statecraft contributes to international relations theory by illustrating
the interactions and interdependencies among governments and financial institutions in the pursuit of
the illicit economy and political violence. Narrowly, the analysis demonstrates how dissimilar data
privacy regimes in the US and EU, and conflicts among AML/CTF requirements, create regulatory
risks for the financial services, and how this may undercut authorities’ abilities to gather actionable
intelligence.

The demands of this topic exceed the aims of one paper, and as this exercise is intended for a

larger volume on the subject, some clarifications are in order.

® See bibliography. US State and EU Member State laws sometimes provided to illustrate legislative complexity.
¢ The author conducted 30 formal interviews in the US and Europe in 2015 as a Fulbright-Schuman Scholar, and in 2015-
16 under the support of the SWIFT Institute grant. Additional insights gathered through participation in AML and
privacy conferences, and via email and verbal contact with members of I1APP, ACAMS, and ACFCS. Due to the
sensitive nature of the topic, all interviews were given on condition of anonymity and only cited when not quoted.



This paper does not,

1) represent a comprehensive analysis of the AML/CTF and privacy issues or players.
For example, it does not discuss data transfers between authorities or international
organizations; sanctions, virtual currencies, information security, encryption; or
designated non-financial businesses and professions (DNFBPs), Money Services
Businesses (MSB), and non-profit organizations (NPOSs).

This paper does,

1) use the term financial institutions (FIs) to reference multinational banks and
depository institutions as they handle natural person’s data and are therefore most
susceptible to data protection regulation in AML/CTF,;

2) target AML/CTF compliance professionals, but provides an overview of transatlantic
privacy laws to inform knowledge gaps;

3) present a comparative transatlantic legal analysis of 19 privacy and AML/CTF issues
to highlight conflicts that will challenge implementing data privacy into AML/CTF
practices that will affect government attempts to gather data and employ Information
Statecraft.

2. PRIVACY LAW & FINANCE

2.1: Data Protection/Privacy/Data Privacy

To understand how MFIs collect data and why this data is important to states to track illicit
flows, one must examine data governance through privacy laws and regulations, which are the
strongest state determinants of data ownership. Privacy and data protection are used interchangeably
throughout this text, but their meanings change depending on the geographical and cultural locations.
In the transatlantic context Europeans typically speak of privacy as an individual’s human right or
social condition with data protection acting as its legal safeguard. For the US, data protection and
privacy are used reciprocally.

The regulation of trans-border data flows seeks to: make sure the private and public sectors
do not circumvent national laws, guard against risk for data managed in other states, implement
rights abroad and lastly create or maintain individual or consumer trust.> The globalization of the

world economy, encouraged by corporate and government actors, has contributed to a web of



interests and laws that have shaped the national and transnational governance of financial data,
which has not made these aims easy to achieve.

This work focuses on the commercial private sector, and analyses intergovernmental data
transfers as they affect Fls. Therefore, the reader should understand the organization of privacy
laws, which target certain actors and certain types of data.® For example, EU 95/46/EC and now the
General Data Protection Regulation (COM/2012/0011 or GDPR) regulates commercial data transfers
- private entity to private entity. Once that data was delivered to state or supervisory authorities,
applicable laws change. EU Council Framework Decision 2008/977/JHA governs cross-border data
transfers among Member State authorities, but it does not apply to private companies. In the US, the
Privacy Act of 1974 governs access to individual’s personally identifiable information held in federal
records, and under the Freedom of Information Act (FOIA) individuals can petition for disclosure of
executive branch records, regardless of citizenship. Neither apply to records held by private

companies, but controversies surrounding these laws may still affect Fls.

2.2: Financial Privacy in the EU

In the EU, data ownership is vested to the individual, no matter what entity - government,
another person, bank, etc. - possesses that data. Although there are exceptions, European law
upholds the right of the individual to consent to its collection and usage. As a result, Europe has
some of the most comprehensive rules-based data protection laws in the world, with an eye to
technologies that have made it easier to spread information, and harder for individuals to maintain
their control over it.

Europe has a long history of anchoring privacy to the individual.* Data regulation originated
in France and Germany to protect the dignity of the nobility from media intrusions. Germans were
the first to codify these principles as the right to personality, or Personlichkeit, and link individual
liberty and freedom to information self-determination, or the right to control and create one’s image
in society.® After the Second World War, Personlichkeit became ingrained in Europe’s privacy
ethos.® The 1950 European Convention on Human Rights (ECHR) defined the parameters of
privacy in “family life” “home” and “correspondence” and noted exemptions- “...in accordance with
the law and is necessary in a democratic society in the interests of national security, public safety or
the economic well-being of the country, for the prevention of disorder or crime, for the protection of

health or morals, or for the protection of the rights and freedoms of others.”



During the 1960s, governments, telecommunications providers, and banks began to collect,
transfer, and store large amounts of data so some European states enacted legislation for health,
education, and benefits information.” The asymmetrical legal coverage prompted steps towards
regional harmonization and in 1981 the Council of Europe (CoE) Convention 108 adopted the
Organization for Economic Cooperation and Development’s (OECD) 1980 recommendations to
standardize the collection and processing of data with a focus on automation, storage, accuracy,
confidentiality, and disclosure from both private and public sources.

European states were slow to adopt these principles, which necessitated Directive 95/46/EC
that applied “to data processed by automated means and data contained in or intended to be part of
non-automated filing systems.” For the most part of the Directive’s life, AML/CTF has been
included in derogations for the processing of data in the “public interest.” ® In December 2015, the
EU agreed to the GDPR® which replaces 95/46/EC and aims to eliminate Member State differences
and harmonize privacy law across Europe. The Regulation preserves the legality of processing in the
public interest, but it does not fully exempt AML/CTF and requires Member States to enact certain
safeguards in these circumstances. Data protection’s inclusion in the 2015 4™ Money Laundering
Directive (4AMLD) means that the financial services can no longer rely on these exceptions.

95/46/EC’s transformation to a Regulation was partially motivated by its confinement to the
governance of commercial data. When the 95/46/EC was enacted under the Maastricht Treaty,
European integration was organized into three legal Pillars; 1) economic, social, cultural,
immigration and borders; 1) common foreign policy and security; and Ill) police and judicial
cooperation in criminal matters. 95/46/EC fell under Pillar I to protect individuals from private
intrusions, but did not cover data involved in national security and criminal proceedings. In 2009,
the Lisbon Treaty abolished the Pillar system and the EU has been working to eliminate these
derogations and apply standardized data protection rules across issue areas.

For years, EU law, and multinationals, have struggled with the duality of financial data that
meant abiding by Pillar | privacy protections, but existing under a separate legal regime where their
data was of interest in Pillar 1l and 11l operations like AML/CTF. The inclusion of data protection
into 4AMLD is part of the Lisbon’s reconciliation process. The GDPR attempts to remove intra-
European discrepancies and strengthen and deepen its reach in criminal and judicial matters,
including AML/CTF. Recital 40 seems to acknowledge financial data’s operational duality by
recognizing that data collected for commercial use can be further legally processed for related
purposes like AML/CTF.

? The following citations refer to the GDPR as of 15 December 2015. The final articles and wording may change.



Indicating possible criminal acts or threats to public security by the controller and
transmitting the relevant data in individual cases or in several cases relating to the same
criminal act or threats to public security to a competent authority should be regarded as being

in the legitimate interest pursued by the controller.

This does not help Fls identify their data protection duties within AML/CTF operations, but
the EU’s attempts to harmonize data protection law may make it easier for firms to establish group-

wide rules that will lower the cost of implementing 4AMLD’s privacy requirements.®

2.2a: Controllers, Processors & Technical and Organizational Measures

The legal analysis below places 95/46/EC and the GDPR in the context of specific
compliance issues, but it is helpful to understand some of the basic terminologies components of EU
privacy law.'® Chart 1 summarizes areas not covered in this narrative, but may affect MFIs.

EU law does not distinguish between the citizenship of the data subject and the origin of the
data — European protections govern the data wherever it may be located.’* Unlike the 95/46/EC,
where controllers were solely held accountable, the GDPR holds both controllers and processors
liable for data processing. A data controller is “natural or legal person, public authority, agency or
any other body which alone or jointly with others determines the purposes and means of the
processing of personal data.” The Regulation introduces joint controllers where several entities
determine the means and purposes of processing.*? Processors are “natural or legal person, public
authority, agency or any other body which processes personal data on behalf of the controller.”*?
Controllers and processors must implement “appropriate technical and organizational measures to
ensure and be able to demonstrate” compliance with the Regulation for any service they perform.**
In MFI environments, many companies manage employees and customer databases within central
systems. Parent companies (either in or outside of the EU) must clearly define their subsidiary and
affiliate data relationships and the extent to which the parent company or the local entity determines
the means and purpose of their data processing.

The phrase technical and organizational measures is used throughout the text*® and the GDPR
invites the development of industry best practices or “codes of conduct” so controllers and
processors can prove compliance. The Regulation allows the European Data Protection Board
(EDPB) and Commission to create codes, and the GDPR specifically encourages “associations and
other bodies” of controllers to “amend or extend” these codes. After approval by supervisory



authorities of the Member State of main establishment (central authority), the EDPB, the
Commission, make the codes public.*® Here, the financial services may find a way forward for best
practices to solve many of the AML/CTF and privacy conflicts in Section 3.

Processing is lawful when data subjects give their “freely given, specific, informed and
unambiguous” consent; when necessary in the course of establishing a business relationship; in
accordance to a legal obligation; to protect the vital interests of the subject; or the public interest and
“legitimate interests” of the controller.’” Data should only be collected for explicit and legitimate
purposes, adequate and relative purposes, kept up-to-date, and with security measures (as

appropriate) such as encryption and privacy enabled technologies.*®

Table 1: The General Data Protection Regulation & Issues for MFIs

Personal data (PIl) | “any information relating to an identified or identifiable natural person ‘data
subject...who can be identified, directly or indirectly. (Art. 4) Includes location
data and on-line identifiers, such as IP addresses.

Consent “freely given, specific, informed and unambiguous indication of his or her wishes
by which the data subject, either by a statement or by a clear affirmative action,
signifies agreement to personal data relating to them being processed” (Art. 4)
Controller and processor bear burden of proof.

Sensitive Data Consent must be “explicit.” Only processed under the control of official authority
or when authorised by Union law or Member State law that provides adequate
safeguards for the rights and freedoms of data subjects. (Art. 9(a))

Establishment Firms with more than one location can designate a “main establishment” where
central administration (or other) makes the decisions as to the purposes of
processing. Location determines lead supervisory authority. Processor main
establishment will be its administrative center. Controllers outside EU must
appoint a representative to act on behalf of controller and interact with
supervisory authorities. (Art. 25)

Lead Authority Firms that have multiple establishments will have a single SA in main
establishment Member State that will act as a “One Stop Shop” to supervise
processing in EU. (Rec. 97)

Data Protection Required when operations require “regular and systematic monitoring of data
Officer subjects on a large scale.” A group may appoint one DPO if they are accessible
to each establishment. Can be a member of firm already as long as other duties
do not conflict. (Art. 35 & Art. 36 for duties)

Data Protection Obligatory (under mandate from supervising authority) for profiling and
Impact Assessment | automated processing operations, criminal conviction data, when not required
under another law (Art. 33).

Privacy by Default/ | Implement mechanisms so personal data is processed only for intended purposes.
Design Must build privacy into new technologies, products, and services. (Recs. 61, 83,
Arts. 23, 43)




Enforcement & Creation of European Data Protection Board (EDPB). (Art. 64) Member States
Consistency determine procedures for National Supervisory Authorities (SAs) SAs can force
Mechanism controllers or processors to provide information and ban processing. SAs will
consult with other affected SAs and in some cases the EDPB. Includes: multi-
jurisdictional enforcement; BCRs, Model Clauses, Codes of Conduct (Art. 38)
and Certification (Art. 39). (Arts. 46, 47, 48, 49, 51, 51(a), 52, 53)

Data Subject Data subjects can sue SAs to act on complaints. (Art. 73) Firms, individuals can
Redress & appeal SA actions in national courts. (Art. 74). Right to remedy against controller
Compensation or processor and obtain compensation for damage suffered (Art. 75, 76, 77).

Penalties & Fines Fines “effective, proportionate and dissuasive” to the discretion of SAs (Denmark
and Estonia excepted). Depending on offense, administrative fines to 10,000,000
€ or 2% of total worldwide annual turnover or to 20,000,000 € or 4% of total
worldwide annual turnover, whichever is higher. (Art. 79) Fines on individuals
taking into account “general level of income” (Rec. 120)

2.2b: Exceptions & Data Transfers: Binding Corporate Rules & Model Clauses

Like 95/46/EC, the GDPR authorizes the European Commission to determine if a third
country provides an “adequate” level of data privacy protections for transfers of EU data.’® In cases
without an adequacy Decision, the GDPR carries over 95/46/EC’s exemptions for Member States to
restrict “obligations and rights” when data processing pertained to national security, defence, public
security, criminal investigations, economic or financial interests, and regulatory duties related to
these issues, which includes AML/CTF.?®’ Unlike the Directive, the Regulation requires “any
legislative measure” that deals with this data to include “specific provisions at least, where relevant”
that outline the purposes and categories of processing and type of data, scope of restrictions,
safeguards for unlawful transfers, storage periods, risks to rights and freedoms and that data subjects

be informed of the restrictions.?

Member States will likely interpret and enforce these exceptions
and their safeguards differently.

GDPR Article 44 states that even without an adequacy Decision or appropriate safeguards,
Member States can allow transfers to third countries or international organizations when a data
subject has consented and been informed of the risks, when necessary for the performance or
conclusion of a contract, and for reasons of public interest.?> Article 44(h)?* does not permit bulk
transfers for commercial or marketing purposes, but authorizes bulk flows for AML/CTF compliance

[emphasis added];

Where a transfer could not be based on a provision in Articles 41 [Adequacy Decision] or 42
[Appropriate Safeguards], including binding corporate rules, and none of the derogations for a
specific situation pursuant to points (a) to (g) is applicable [the reasons listed above], a
transfer to a third country or an international organisation may take place only if the transfer
iS not repetitive, concerns only a limited number of data subjects, is necessary for the
purposes of compelling legitimate interests pursued by the controller which are not



overridden by the interests or rights and freedoms of the data subject, where the controller has

assessed all the circumstances surrounding the data transfer and based on this assessment

adduced suitable safeguards with respect to the protection of personal data...

Article 44 appears to omit AML/CTF compliance from data protection, but this view is
superficial. In their review of 4AMLD, data protection authorities believe exceptions should be
applied narrowly and should not pertain to the large and regular data transfers that are the reality of
the financial system or AML compliance. While the GDPR may shield intra-firm bulk transfers
when carried out for AML/CTF purposes, the Regulation stipulates that Member States set “suitable
safeguards” when doing so. Both the Regulation and 4AMLD allocate the power to limit transfers
and set safeguards, and the GDPR does offer a broad outline about how technical and organizational
safeguards should be applied in these cases.

The commercial and potentially criminal duality of financial data also creates difficulties for
relying on the Article 44 exception. Although compliance teams will breathe easier knowing they
can share data among the group (See Section 3.10) to carry out their duties, it is less clear when the
commercial nature of financial data begins and ends, and thus where the exception begins, and ends.
In 2013, the EDPS recognized this problem noting that ““...the collection of data for anti-money
laundering purposes takes place at the same time as the collection of data for commercial purposes.”

Where data must be transferred to states without an adequacy decision, the Regulation retains
Binding Corporate Rules (BCRs) and Standard Contractual Clauses (SCCs), also known as Model
Clauses. BCRs or SCCs already in place will be honored after the GDPR goes into effect, but subject
to “on-going” review.*

BCRs are internal and legally binding rules of conduct for multinational companies
(controllers and processors) % that have entities located in states that do not have adequate level of
privacy protections. They have been one of the few legal avenues for US-EU private data transfers
within a group. Under 95/46/EC, BCR requirements were set by Working Party 29 (WP29)°
standards, but the Regulation now enumerates their conditions in Article 43. Firms choose data
categories (i.e. human resources transactional, or client data), their purposes, map data flows,
describe storage periods, measures for data security and so on. Before, the process took anywhere
from 1-2 years to complete and the costs reached the millions depending on the number of DPAs
involved and the size of the company, which made them unpopular. The Regulation creates a more
streamlined process under the consistency mechanism where national authorities and a new

European Data Protection Board will coordinate approvals.

¢ The Article 29 Working Party (WP29) is a body of experts, DPAs, the EDPS, and European Commission that promote
95/46/EC’s uniform application. The European Data Protection Board will assume its duties under the GDPR.



Standard Contractual Clauses have been used to transfer data to controllers and processors
(intra-company and external) outside the EU." Under 95/46/EC the Commission provided four types
of SCCs — two from controller to controller transfers and one for controller to processor transfers.
The Regulation retains the Commission’s power to lay down SCCs, but also allows supervisory
authorities to develop them in accordance with the consistency mechanism and with Commission
approval.?® The clauses must provide safeguards with enforceable data subject rights and legal
remedies. The Directive required all affected DPAs to approve SCCs, but the Regulation does away
with this obligation.

European interviewees stated that US companies preferred to forego SCCs, which forced
European firms “try to include something that protects us regardless” noting that American
corporations “don’t trust them.” US companies had the choice to use SCCs or become Safe Harbor
certified, which favors the self-regulatory US privacy rules, and may explain the hesitation. In light
of Safe Harbor’s invalidation, SCCs became the favored option, while the industry awaits further

details on the US and EU Privacy Shield arrangement (See Section 2.4).

2.3 Financial Privacy in the US

In the US, data is typically the property of the holder so ownership depends on the entity that
possesses it. The Constitution does not explicitly mention privacy, but the Supreme Court has ruled
that the Bill of Rights created “zones of privacy” within several Amendments including the 1%
(freedom of speech), 3 (privacy of the home), 4™ (privacy of the person and possessions
unreasonable searches and seizures), 5" (self-incrimination) and 9" (protecting rights not covered in
other Amendments). As a result, the US regime has been developed by case law, in the form of torts,
usually arising from civil complaints seeking damages to protect against invasions from the state on
their person and property to preserve liberty - freedoms of expression, the prohibition of quartering
soldiers, and the right to bear arms, and so forth.*’

Most legal scholars recognize Warren and Brandeis’s 1890 Harvard Law Review article “The
Right to Privacy” as the origin for America’s property-based privacy identity.?® Written in response
to a media account of a dinner given at Warren’s home, the authors defined privacy as the “right to
be let alone.” They referred to European ideas of honor and reputation, but did not cite precedent for
the violation of one’s person through insult in US case law. Regardless, some academics have argued

that the article suggests a US right to personality in the European tradition.

" The European Economic Area, or EEA is party to many of these laws. It includes the 28 member States of the EU and
Iceland, Liechtenstein and Norway who are part of the European Free Trade Association (EFTA).
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Although Europe was the first to implement privacy law, the US was the first to create a
template of Fair Information Principles (FIPs) in 1973.*° The tort-heavy development of privacy
rights produced a sectoral approach to data governance based on FIPs, which has been designed to
inform individuals about the use of sensitive data.*! For example, student education records in the
1974 Family Education Rights and Privacy Act (FERPA), medical records under the 1996 Health
Insurance Portability and Accountability Act (HIPAA), or consumer communications records such as
the 1966 Telecommunications Act, and the 1984 Cable Television Privacy Act. The sectoral model
favours self-regulation and corporate control. Advocates say it is cost-effective and guards against
regulatory burden for sectors outside these areas.>

Perhaps unsurprisingly due to the sensitive nature of wealth and money in US society,
financial data has been among the most regulated types of information. Legislation targets
maintaining accurate records and client access, corporate transparency, use control (with
restrictions), and technological requirements to guard against breaches. Enforcement falls to a host
of government entities. ** The property-sectoral model gives the financial services a lot of control
over their terms of service, and subsequently the ability to dictate the uses of customer data.
Individuals have limited power over their data once they sign-up for services, a contrast to EU model
that bestows data ownership to the individual. Generally, the US operates on an “opt-out” rule —
individuals and their data are “in” unless they inform the company otherwise. US businesses must
inform individuals of their rights (including that data is collected for AML/CTF purposes and may be
reported) and any changes to company policies.

Thus, US privacy law is business friendly, flexible, and gives the financial sector data
ownership rights, but it also promotes overlap and legislative gaps. This adds to the risks and costs
of doing business since firms answer to multiple regulatory bodies that change according to product
lines and geographic location. It can also lead to inconsistent applications of the law and muddled
enforcement. A recent study of over 6,000 financial institution privacy notices showed huge
variances in privacy policies, many companies offering conflicting information, and some failing to
uphold the legal rights of consumers. Carnor et. al. recognized how the law could confuse “opt out”
provisions noting, “GLBA's Financial Privacy Rule applies to the sharing of consumer financial
information with non-affiliates, the FCRA restricts sharing consumer report information between
affiliated companies, and FACTA limits when consumer report information shared between affiliates
may be used for marketing.”%*

Like the EU, there is legal diversity at the US State level. Ten State constitutions — Alaska,
Arizona, California, Florida Hawaii, Illinois, Louisiana, Montana, South Carolina and Washington —

explicitly mention privacy rights in some form.*> Twenty-six States have data destruction
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requirements, and many legislatures have enacted or are currently considering data breach
notification laws.*

All US financial privacy laws contain disclosure and access restrictions for data collected,
accessed, and used in criminal or national security investigations.®” Unlike the EU, US AML/CTF
law (e.g. the Bank Secrecy Act and US PATRIOT) does not explicitly require financial institutions
to implement privacy protections in their compliance operations, with the exception of guarding
against data breaches (including rules against disclosure).

In 2012, just after the EU announced its plans for the GDPR, the White House released a
framework for consumer data privacy aimed at increasing “global interoperability” to provide
individuals with more control over their data, more transparency in data usage with a respect for the
context in which it is used, better information security, rights for access and accuracy, and an
emphasis on focused collection and accountability. The Framework was predicated on the FTC’s
Fair Information Practice Principles (FIPPs) which granted it, and the State’s Attorney’s Generals,
enforcement duties. The Obama Administration produced a discussion draft Bill in 2015 entitled the
Consumer Privacy Bill of Rights Act, which maintains the US’s property-based and corporate data
ownership, exempts existing financial privacy laws and maintains police and national security
access. Although the Bill makes strides to create some standards for how private enterprises manage
consumer data, and lends individuals more control in certain circumstances, it has little bearing on
how the financial services deal with AML/CTF data in the US.*®

Table 2: US Financial Data Privacy Legislation

1970 Fair Credit Accurate and relevant data in credit reports, sets notice requirements, allows
Reporting Act individuals to access and correct data, requires agencies to investigate
(FCRA) disputed information, and limits use. Must be able to opt-out of

communication between affiliates about creditworthiness.®

1978 | Right to Financial | Confidentiality of personal financial records under 4™ Amendment. Requires
Privacy (RFPA) appropriate written requests for information by authorities through
subpoena, warrant, etc. Emergence of National Security Letters. Does not
apply to state or local authorities, but some states have enacted laws to
protect individuals from state investigations.*’

1999 | Financial Services | Title V. Businesses “significantly engaged” in financial activities must
Modernization Act| provide privacy notices, opt-out, and cannot sell pin or account numbers.
(Gramm-Leach- Standards for security and record confidentiality. Governs “nonpublic
Bliley, GLBA) personal information” (NPI) — data not generally publicly available that is
provided to the FI by the consumer, results from a transaction in the business
relationship, and when an FI obtains the data in connection with providing a
service. Fls cannot forward this data to unaffiliated third parties, but there
are exceptions. US States can adopt stricter measures.
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2003 Safeguards | Requires security controls for financial institutions to protect paper and
Rule electronic records with “administrative, technical and physical safeguards”

2002 | Sarbanes Oxley Concerned with financial accountability and standards and accuracy of
(SOX) financial statements.

2003 | Fair and Accurate | Amended FCRA to further restrict affiliate data-sharing. Designed to protect
Credit customers from identity theft; access to 1 free credit report annually;
Transactions Act | separated medical data from financial information and requires patient’s
(FACTA) consent for insurance enquiries. Prohibits sharing customer information for

marketing and opt-out opportunity.
2005 Disposal Requires appropriate measures to dispose of sensitive information derived
Rule from consumer reports.
2007 Red Flags Development, implementation of identity theft prevention programs for
Rule creditors; FTC Sentinel database of consumer complaints41
2008 Affiliate Affiliates may not use consumer report information received from an
Marketing Rule affiliated company for marketing unless consumer has been notified and
given the opportunity to opt-out.*

2010| Consumer Created CFPB to oversee credit agency reporting under FCRA, GLBA,
Financial RFPA and FPA. Regulates accuracy, reporting, and data security.
Protection Act
(Dodd-Frank)

2.4: Safe Harbor and the Privacy Shield

For 15 years, the Safe Harbor arrangement governed transatlantic commercial data flows.
Because the US did not fit 95/46/EC’s adequacy standards, a Commission Executive Decision
(2000/520/EC) created the Safe Harbor program that bridged EU human rights-based and US
property-based privacy views. Safe Harbor did not apply to financial institutions as they are not
regulated under the Department of Commerce (DoC), the Federal Trade Commission (FTC), or the
Department of Transportation (DoT). Though it did not directly regulate financial data, Safe Harbor,
and its successor — the Privacy Shield — do affect MFIs’ risk relationships with third party vendors
that provide and process data for them, which necessitates the arrangement’s inclusion in this study.
The European Commission did attempt to negotiate a financial Safe Harbor in 2004, but the effort
failed due to a lack of political willpower within the Commission leadership and disagreements over
the nature of US regulations.** US negotiators argued that the Gramm-Leach-Bliley Act, which
required companies to issue privacy notices to customers and the option to opt-out of certain data
sharing, already provided adequate protections for financial data.** Commission officials rejected
this argument since individuals cannot control information-sharing with affiliates, third party service
providers, or marketers.”> Since then, financial institutions have relied upon on SCCs, BCRs, or
operated under 95/46/EC’s exceptions, but vendors do utilize the Safe Harbor scheme to legalize the
collection, transfer, and processing of EU data (See Section 3.7a).
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The program enabled companies regulated under the FTC or DoT to voluntarily submit to
yearly certification after implementing seven principles including; notices to data subjects of the
specified use and purpose of their data; the choice to opt out to data disclosure to third parties or to
any use of their data that is “incompatible with the announced purpose”; safeguards for the transfer
of data to third parties; individual access to data to correct, delete and amend it for inaccuracies;
protection from “loss, misuse and unauthorized access, disclosure, alteration and destruction”;
guidelines for relevant use; and finally a dispute resolution system for clients.*® In 2013, after years
of criticisms, the EU was pressured to revisit Safe Harbor’s terms due to public pressure from
Edward Snowden’s disclosures of the National Security Agency’s (NSA) PRISM surveillance
program.*” The EU offered 13 conditions for reform under four areas — Transparency, Redress,
Enforcement, and Access by US authorities. All of these had been settled by the summer of 2014, but
officials demanded that EU citizens enjoy redress rights under the US Privacy Act, due to concerns
about transfers between private companies to the American government,*® which may be resolved
with the Judicial Redress Act making its way through Congress.*

More threatening to Safe Harbor’s survival was the outcome of the Schrems v. Ireland case,
where an Austrian law student filed suit against Facebook (which has offices in Ireland) alleging that
Safe Harbor did not protect EU users from government surveillance in the US. The Irish DPA said it
had “no duty to investigate” and the complaint was referred to the Irish High Court, which asked the
Court of Justice of the European Union (CJEU) to clarify. In October 2015, the CJEU rejected the
Decision on the grounds that American privacy law does not offer European citizens protection
against US government intrusions.>® The Court’s decision was controversial as critics believed that
the CJEU decision ignored recent US reforms that have curtailed US surveillance. And, as Member
State national intelligence agencies are not covered under EU privacy law, some have argued that the
ruling has exposed a double standard — forbidding transfers to the US for protections that EU citizens
do not have in their own countries.™

Facing the possibility of fines and litigation, the US and EU reached a zero-hour agreement in
February 2016. The new Privacy Shield maintains the DoC’s oversight and monitoring duties for US
companies, with enforceable accountability to protect EU data under US law. The most significant
changes appear in the form of transatlantic cooperation between the FTC and DPAs, the creation of a
“dedicated new Ombudsman” to address EU data subject complaints, and US government promises
to “clear safeguards and transparency obligations” for data requests. US agencies’ access to data will
be regularly monitored and reviewed jointly by the DoC, the EU, national intelligence experts, and

DPAs. There are, however, exceptions for mass surveillance that accommodate both US and EU
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national security interests: where targeted surveillance is not “technically or operationally possible;

or if a “dangerous new trend” emerged that demands it.>

3. COMPARATIVE ANALYSIS OF US & EU AML/CTF & PRIVACY LAWS

While the US and EU differ on privacy, transatlantic approaches to AML/CTF share greater
symmetry because they were developed as part of a Group of Seven (G7)? initiative to combat
money laundering in the drug trade. Since its inception in 1989, the Financial Action Task Force
(FATF) has set 40 Recommendations that constitute the backbone of national and industry efforts to
combat the illicit economy and terrorist financing.>® FATF rule-making involves consultations with
government members and industry experts. Like any attempt to create globally implementable
standards, inter-state differences and divergences among market practices have necessitated broad,
rather than narrow, norms. As a result, FATF Recommendations have produced variances among
national legislation, so it is of little surprise that industry practices shift constantly to keep in tune
with local demands.

In the US, the Bank Secrecy Act and Title Il of the US PATRIOT Act constitute the main
pieces of AML/CTF legislation. They are primarily overseen and directed by the US Financial
Intelligence Unit, the Financial Crimes Enforcement Network (FIinCEN), within the Department of
the Treasury. Like the US privacy regime, the US AML/CTF regime is dispersed in rule-making and
enforcement. Fls are governed by regulatory authorities (with accompanying statues and rules) that
shift depending on the FlIs functions (i.e. The Federal Reserve (FED), Office of the Comptroller of
the Currency (OCC), Federal Deposit Insurance Corporation (FDIC), Securities & Exchange
Commission (SEC), and National Credit Union Administration (NCUA).

The Europeans have a slight advantage because 4AMLD sets some regional legal and
definitional baselines for compliance across the region. However, a Directive requires the Member
States to transpose these requirements which invites national interpretations, which force
multinational firms to tailor compliance to local expectations. Furthermore, as the GDPR allows
Member States to set limitations and determine appropriate safeguards for data protection in

compliance, firms will also have to implement privacy at the national level in some capacity.

9 G7: United States, United Kingdom, France, Germany, Italy, Canada, and Japan. See Frasher, 2013 for the policy-
making dynamics within the Group in monetary affairs.
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Table 3: Transatlantic AML/CTF & Privacy Conflicts
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Although US and EU firms contend with AML/CTF regulatory multiplicities, the FATF
produced shared operational and definitional foundations whose differences are trivial compared to
those found among transatlantic privacy regimes.

This section presents an analysis of 19 compliance areas from an appraisal of US federal and
EU-level AML/CTF and data privacy legislation, which illuminated strengths, weaknesses, and risks
within, and between, both regimes. Chart 3 summarizes the results, with bars filled to various
degrees of black to indicate the severity of MFI risk due to conflicts between data privacy and
AML/CTF legislation, or where there are noticeable gaps in either US or EU AML or privacy
requirements. Because US AML law does not require data privacy, this alone created legal discord
and operational risk at every point in the study. For these reasons, and because exposures shift
according to each institution’s role and function, the analysis broadly evaluates the degree to which
privacy may impact and institution’s AML/CTF and privacy efforts. Icons on the left and right flag
legal issues with US law and EU legislation.

As neither EU privacy law nor 4AMLD help the financial industry identify privacy
obligations within their AML/CTF operations, this omission compounds multinational regulatory
risk, but also creates an opportunity for Fls to instigate best practices. The exercise is meant to help
those efforts move forward and demonstrate areas that represent legal barriers that create operational
difficulties between US and EU compliance to advance an understanding of the challenges involved

in implementing privacy programs within AML/CTF operations.

3.1: 2012 FATF Recommendations; Illicit Economy Threat; Risk-Based Approach (RBA);
Data Protection

The US and EU have committed themselves to the FATF Recommendations recognizing that
the illicit economy and transnational political violence are a threat to their economic well-being and
national security. Within the BSA,* Title 1l of the US PATRIOT Act, and 4AMLD, the
transatlantic partnership has adopted a Risk-Based Approach (RBA) rather than a rules-based

17



approach for compliance that helps multinational financial institutions (MFIs) create more consistent

enterprise-wide programs. The FATF explains the RBA,

When assessing ML/TF risk, countries, competent authorities, and financial institutions
should analyse and seek to understand how the ML/TF risks they identify affect them; the risk
assessment therefore provides the basis for the risk-sensitive application of AML/CFT
measures. The RBA is not a “zero failure” approach; there may be occasions where an
institution has taken all reasonable measures to identify and mitigate AML/CFT risks, but it is
still used for ML or TF purposes.®

In the RBA, governments believe that finance “knows its business best” and the method gives
MFIs control over reporting, but it also serves as the origins for many of the legal and operational
conflicts described below. RBA allows regulatory authorities to engage in their own assessments of
how well FIs determine these risks, which opens corporate practices to various levels of scrutiny.
The legal and operational uncertainties of the RBA such as, “am | under reporting or over
reporting?” can expose firms and compliance officers to fines, litigation, and reputational damage
when regulators do not agree with the appropriateness of their methods. In some cases, this results in
a “technology or methodology race” where regulators pit the methodologies of one institution against
each other in the course of their assessments (intentionally or not). One senior compliance officer
explained, “Sometimes regulators will compare our processes with others and ask “Well, X is doing
this and using this technology, why aren’t you doing the same?””">" Several members of consultancy
firms support these anecdotes, noting that their clients frequently ask “What is everyone else doing?”
during their consultations. It seems that even as the industry does not often openly collaborate on
their methods, it inadvertently creates standard responses, albeit in an informal and piecemeal way.®

There are few legal differences between US and EU RBA strategies, which denotes RBA’s
low risk position in the chart. But the legal conflicts rise substantially when one places the EU’s
rules-based data protection regime within AML/CTF risk-based operations. Furthermore, EU
privacy law is meant to be applied with limited exceptions, which cause problems with RBA
methods that involve collecting and analyzing volumes of personal data to determine risk. This
dichotomy, and the fact that the US does not require data protection controls (beyond information
security) to be implemented in AML/CTF compliance guarantees legal and operational conflicts in

nearly every issue area.
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3.2. MFI Cooperation with Financial Intelligence Units (FIUs) & Law Enforcement
Authorities (LEAS); FIU to FIU SAR Sharing; FIU & LEA Data Requests; Data Transfers to
Third Country Authorities

ool FIU 8 LEA Data Requests__ Jloeoflon

Close ties between public and private bodies ensure successful AML programs and valuable
information to authorities that enable better interstate FIU cooperation. Good relationships, and
strong legal incentives to comply (usually fine-based), have been essential tools for states to employ

Information Statecraft to gather data from the private sector.

Section 314(a)> of the PATRIOT Act enables authorities to acquire “lead information”
which is “not a substitute for a subpoena or other legal process.®® The Section allows US federal,
state, local, and foreign LEAs (since 2010) to submit information requests to FINCEN, which
determines if the information is related to ML/TF, and then notifies Fls (about every two weeks) to
check a secure Internet web site. Participation is mandatory and Fls are required to conduct a one-
time search for client accounts in the past 12 months and transactions within 6 months, and respond
within 2 weeks only if they find positive matches. If LEAs want to access the information associated
with a match they must apply appropriate legal means. Requests are confidential and cannot be
shared with a foreign branch office or affiliates. According to sources familiar with § 314(a)’s
making, it was supposed to encourage “two-way” data-sharing among LEAs and the private sector,
but has “fallen short of expectations.” (“We expected more feedback about investigations so we
could improve reporting.”)

Subjects are only “reasonably suspected” based on “credible evidence” of engaging in
terrorist acts or money laundering” and FIinCEN advises FIs not to file SARs based on these
enquires. Interviewees monitor these accounts a little more closely and then decide whether to file a
SAR based on risk. However, unlike Office of Foreign Assets Control (OFAC) alerts and its
Specially Designated Nationals (SDN) list that notify Fls of natural or legal entities restricted under
US and other sanctions, § 314(a) lists are “...not updated or corrected if an investigation is dropped,
a prosecution is declined, or a subject is exonerated.” The one-time search and the requirement for

documentation puts § 314(a) at least partially in line with EU privacy concerns, which favors case-
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by-case, rather than bulk, requests. Yet, the presence of a suspected subject’s name on outdated
government to FI lists, “some names were on § 314(a) for years, and the distribution email lists
weren’t always kept current,” and the broad nature of what could be considered lead information
would raise eyebrows in the EU since § 314(a) challenges European data collection, retention,
deletion, purpose limitation, or access requirements.

In Europe, 4AAMLD Recital 57 and Article 42 obligate MFIs to “respond fully and speedily to
enquiries from their FIU or from other authorities, in accordance with their national law.” Some
Member States only allow FIUs to make additional data requests from Fls that have already filed
reports, when responding to a foreign FIU request, or through court authorization. The discrepancies
among national laws complicate data collection for authorities, and complicate compliance for MFIs
who must be aware of what can and cannot be shared with authorities depending on the jurisdiction
in which they report and operate. In the wake of the November 2015 Paris attacks, France has called
attention to this problem. A French Embassy document cites 4AMLD Articles 32 and 33 and FATF
Recommendation 29 as legal grounds to harmonize FIU data collection and right of disclosure to
include Fls that have not directly filed STRs,” but may have valuable information in order to
strengthen the ability of European FIUs to track terrorist finances across the region.®

95/46/EC and the GDPR do not have jurisdiction over LEA and FIU data collection within
the Member States. The Regulation says that public authority requests “should always be written,
reasoned and occasional and should not concern the entirety of a filing system or lead to the
interconnection of filing systems,”®? but it does not cover that data once it is in LEA hands. The
management of LEA and FIU data is guided by Council of Europe Recommendation R (87)15,
(influenced by the standards set forth in Council of Europe Convention 108), which asks Member
States to treat police data to the same conditions as personal data. The “(Role of Law) Police Uses of
Personal Information Across Europe,” or PUPIE project, sponsored by the Council of Europe found
that while R(87)15 had been widely applied within Member State law and practice, there was a need
for better enforcement and harmonization across the region.®® Inter-EU LEA and FIU exchanges are
governed by Council Framework Decision 2008/977/JHA, but it does not apply to data collection
inside the Member States. In tandem with the GDPR, the EU has agreed upon a Police Data
Directive (PDD) will help cover data protection gaps within Member State laws and better
synchronize criminal and LEA data processing. Hence, the PDD may help firms develop more

consistent policies when complying with EU LEA requests.®®

" FIUs require Fls to submit many types of reports pertaining to financial transactions that were completed or attempted
where compliance professionals feel that there is a risk of ML or TF. Their names, when to file, and data required,
change according to the jurisdiction. Examples include; Suspicious Transaction Reports (STRs), Suspicious Activity
Reports (SARs), Unusual Transaction Reports (UTRs), and Currency Transaction Reports (CTRs).
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4AMLD prohibits FIUs and LEAs from directly requesting data from FlIs external to their
jurisdictions and to use official channels when they need information held by a FI in another state.
As 4AMLD requires EU-based institutions operating in the US (and the globe) to implement
enterprise-wide SAR and data-sharing programs with EU AML/CTF standards in place, EU data
stored or accessible in the US is subject to acquisition by US authorities via subpoenas under the
Electronic Communications Privacy Act, Foreign Intelligence Surveillance Act (FISA) requests,
National Security Letters (NSLs), Executive Order 12333, and PATRIOT 8§ 702, 703, 704, among
others.®® MFIs are prohibited from acknowledging the existence of these requests as well as SAR
investigations or filings (and protected from civil suits).®® Individuals outside immediate compliance
circles and the data subjects themselves would not be alerted to these actions, and privacy advocates
are concerned about US “onward transfer” data sharing to allies or other entities as well.®’

Europeans also complain that US authorities extend their data collection reach on foreign
accounts through PATRIOT § 319(b). Section 319(b) enables the Attorney General or Secretary of
Treasury to “issue a summons or subpoena to any foreign bank that maintains a correspondent
account in the US for records relating to such accounts, including records outside the US relating to
the deposit of funds into the foreign bank.” FlIs have 120 hours to deliver the requested
information.®®

Again, authorities in the US and EU are careful to specify that LEAs and FIUs should not
approach Fls in other jurisdictions directly and to only communicate on investigations or share SAR
data via appropriate official networks like the Egmont Secure Web or, within Europe, the EU
FIU.net.®® Egmont Group guidelines state that FIUs should establish Memorandums of
Understanding (MOUSs) that outline the nature of FIU to FIU cooperative relationships that include
data-sharing.” Since 2010, the US and EU have negotiated an “Umbrella Agreement” (UA) to cover
data transfers from EU authorities to US authorities, but critics note that the present text contains
broad allowances for transfers and further processing beyond LEAs to national security groups and
no “human rights” clause to protect individuals from errors or misuse. Private companies should
note that the Umbrella Agreement will not protect European US branches from EU scrutiny over
these kinds of requests, but US law requires that they comply accordingly.”

The UA (yet to be adopted) was contingent on the US Congress passing the Judicial Right to
Redress Act (HR1428).”> The Act, which was finally passed and signed by President Obama in
February 2016, provided EU citizens redress rights for data held by US authorities. Before this,
American citizens enjoyed these rights in the EU, but EU citizens could not exercise these rights
under US law.” The measure gives a “covered” country’s citizens the right to civil action against

the US federal government in accordance with the Privacy Act of 1974, but only in “respect to
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disclosures intentionally or willfully made” that are “contained in a system of records” (with
exceptions) when the federal agency refuses access or rejects an individual’s right to request
amendment.”*  The Act designates “covered” countries, or “regional economic integration
organizations” as entities that have “entered into an agreement with the United States that provides
for appropriate privacy protections for information shared for the purpose of preventing,
investigating, detecting, or prosecuting criminal offenses.” The Senate amended the text to stipulate
that a covered country must “permit commercial data transfers with the United States and may not
impede the national security interests of the United States.” The Attorney General with the
concurrence of the Secretaries of State, Treasury and Homeland Security, may remove the
designation if the country “impedes the transfer of information (for purposes of reporting or
preventing unlawful activity) to the United States by a private entity or person.”” but what
constitutes an impediment is not defined. The Act prohibits the disclosure of *“classified
information” and allows for a one-sided court review, “in camera and ex parte any submission by the
agency in connection with this subsection,” which suggests that data relating to AML is not
applicable since it cannot be disclosed. If an investigation or the presence of a SAR is
unintentionally disclosed, the court and agency are the only parties that can review the document in
court. This is comparable to EU law since 4AMLD does not allow individuals to access SARS.

A caveat on Member State national security and intelligence agencies — they are not subject
to the GDPR, 2008/977/JHA, R (87)15 or the new Police Data Directive.”® This omission
contributed to the Safe Harbor invalidation controversy, and critics of the CJEU decision have
pointed out that the Member States themselves do not provide the kinds of protections demanded of
the US. Because the AML/CTF regime demands a close working relationship with the criminal
justice and national security communities on both continents, the legal ambiguities involving

national intelligence gathering and third country transfers make it difficult for MFlIs to avoid risk.

3.3: Customer Identification Program (CIP) & Customer Due Diligence (CDD)
@

Know-Your-Customer (KYC) begins with a Customer Identification Program (CIP) that
gathers enough data to identify a client”” or potential client.
CIP data is placed in context of other information to help FIs determine the customer’s risk profile,

which is monitored throughout the course of the relationship.
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FinCEN’s 2014 proposed rule focuses on four core CDD elements; 1) identification and
verification of customers, and (2) beneficial owners and legal entities, 3) the nature and purpose of
those relationships, and finally 4) ongoing monitoring.”® US 31 CFR § 1020.220 outlines CIP data
for depository institutions that must be collected during the onboarding process — name, date of birth,
residential or business address, taxpayer, passport or government ID number.”® Existing customers
are exempt if the FI has a “reasonable belief” that it knows their true identities, but it depends on the
bank’s risk assessment of the account. In US privacy law, individuals can access, verify, and correct
some account data under FCRA, but FCRA, the BSA and its accompanying regulations impose
access limitations on Fls for AML processing. Unlike the GDPR’s provisions on profiling safeguards
(See Section 4), FCRA access would not cover a FIs BSA required monitoring practices in the US.

For ID verification, 31 CFR § 1020.220 instructs banks to use documentary and non-
documentary methods for verification, due to the “availability of counterfeit and fraudulently
obtained documents.” FIs can collect multiple documents and compare them with data “obtained
from a consumer reporting agency, public database, or other source; checking references with other
financial institutions; and obtaining a financial statement.”® Many banks use vendor databases for
this function, which pose their own data protection risks (See Section 3.7a).

4AMLD requires identifying information but the Directive offers limited guidance on what
types of information should be mandated in national law.®* While some Member States specify what
data should be collected, others simply ask Fls to be able to adequately identify the customer, and

many times criteria are left to the FI’s discretion “on a risk sensitive basis.”?

Identity verification
under both regimes is subjective and neither US law nor 4AMLD provide Fls with standards to
confirm an individual’s identity. The EU asks Member States to warrant “reasonable measures” but
admits these may change according to the “risk profile” of the customer (e.g. location of client,
market, type of product) so additional data collection may be necessary.®® Verification is also left to
FI discretion as it does not need to “establish the accuracy of every element of identifying
information obtained” as long as it has a “reasonable belief” (not defined) to know the “true” identity
of the customer.

The AML Directive limits individual access to the processing of data to protect FI
compliance obligations and to ensure SAR confidentiality. Article 41 allows Member States to
restrict “...in whole or in part, [emphasis added] the data subject's right of access to personal data
relating to him or her to the extent that such partial or complete restriction constitutes a necessary
and proportionate measure in a democratic society with due regard for the legitimate interests of the
person...” Instead, Recital 46 and Article 41 allows supervisory authorities to act as a go-between

and contact Fls, LEAS, or other supervisory authorities to access an individual’s data in the course of
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AML/CTF processing to determine the “legality” of the processing.®* Under 95/46/EC and the
GDPR, customers have the right to access to check the accuracy of their account data, contest it, and
make corrections to data utilized for commercial relationships. It is unclear where legislators and
regulators would draw the access line between CIP and CDD.*°

Because firms want to make sure that they can prove adequate due diligence, the quality (and
sometimes quantity) of data an FI possesses on an individual or entity is vital part of what constitutes
a strong CDD and EDD program. US Fls are required to notify customers of their AML/CTF data
collection obligations, which is also the case in Europe. However, firms can decide to ask for
information beyond these requirements such as the purpose of the account, the source of funds,

additional sources of income, occupation, and the details of other banking relationships.

3.4: Politically Exposed Persons (PEP) & Enhanced Due Diligence (EDD)

In an effort to detect and halt money-laundering, tax evasion, bribery, or terrorist financing
for those in political leadership positions, the FATF request national governments conduct EDD on
clients acting in both domestic and foreign public roles.

The definition of a PEP changes according to the jurisdiction. The US considers a “senior
foreign political figure” in any branch of government, elected or not elected, their immediate families
and close associates a PEP. US law places greater compliance measures on foreign officials when
they want to open accounts in US banking institutions. There is no official definition of a domestic
PEP. FIinCEN has chosen to place domestic political officials in the context of a FIs CDD practices
and leave it up to the bank whether to impose additional measures based on a client risk assessment.
FinCEN notes that the definition “must remain sufficiently flexible” so that banks can monitor those
who may be in the position to gain from the proceeds of corruption.

4AMLD defines PEPs, but Member States can expand these criteria and compose national
lists of leaders (e.g. some states and FIs list football players as PEPs). Monitoring is not limited to
PEP themselves, which places FIs in the position of delving quite deeply, and sometimes
embarrassingly as interviewees recounted, into the personal lives of their political clients. Family
members, including children and their spouses, are included and the FATF suggests that “close
associates” or persons “(known) (sexual) partners outside the family unit (e.g. girlfriends, boyfriends,
mistresses) ...” should be included in the risk profile. 4AMLD does not define close associates in

this detail, instead choosing to use the language “equivalent of a spouse.” In the US, the FFIEC BSA
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Manual refers to close associates as “a person who is widely and publicly known to maintain an
unusually close relationship” with a PEP.®” Probing the personal relationships of PEPs and their
families to the extent that MFIs are chronicling their sexual lives dips into the sensitive data
categories protected by the GDPR in Article 9 because such information denotes one’s sexual
orientation or sex life and requires explicit consent (Section 3.8). The EDPS and WP29 expressed
concern about PEP requirements believing it an invasion of privacy beyond what is necessary for
AML compliance.®® Their worries regarding the proportionality of data collected, profiling,
discrimination and data retention are salient as there are no limitations to the length of time one can
be designated or monitored as a PEP. Since PEPs require constant monitoring and their profiles will
contain sensitive data, this further qualifies the need for a data protection officer under the GDPR’s
terms.

Fls must be aware of, and frequently check, government issued lists when available, as well
as keep tabs on any changes in a PEP’s status. A 2015 ACAMS/Dow Jones survey indicated that
this has become a common practice with 75% screening for domestic PEPs and 90% looking for
local level leaders. Measuring PEP risk should involve a two prong approach that accommodates
FATF foreign and domestic PEP requirements. MFIs should assess PEPs via national risk profiles
that examine the prevalence of corruption within their state, the level of organize crime and
governmental transparency, and the type of political system (e.g. autocratic systems typically operate
on patronage relationships). Then, they should place PEPs in an international context to determine
whether the country is or the FATF’s blacklist, which designates states with less stringent AML
legislation and enforcement, or under UN sanctions.®

There is debate about how long to keep PEPs are PEPs to cover IFI risks since it is difficult to
keep track of when PEPs enter and leave office to maintain bank records- “Once a PEP always a
PEP.”® Furthermore, 4AMLD requires banks to maintain EDD for at least 12 months after public
service, but Member States can extend this time.” Family members are not included in the 12-
month observation period, which leaves the possibility that former officials can just reroute funds to

relative after the expiration. The US, however, leaves PEP duration up to the bank’s risk assessment.
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3.5: Beneficial Ownership & Registries

ITUS Beneficial Ownership & Registries @

CIP, CDD, and EDD are essential to determine Beneficial Ownership (BO). BO refers to a
person or group of persons who benefit from financial accounts that include natural persons, legal
entities, trusts, and unincorporated associations.

BO rules are aimed at promoting transparency to certify that these persons and groups are not
engaged in hiding dirty money or acting as vehicles to move funds for terrorist organizations.

Both 4AMLD and FinCEN’s proposed rule set a 25% minimum interest on a natural person
or corporate entity when determining ownership in a company. Europe does allow Member States to
set the bar lower.*® When no single individual meets those criteria, the bank must maintain CDD of
the company’s senior management, which may be determined, inter alia, by 2013/34/EU®* where for
example “a shareholder agreement between a 20% and 10% shareholder leads to control senior
management as Ultimate BO is a last resort.”® FinCEN has proposed a two prong method to
determine BO. The first prong determines ownership for each entity with 25% minimum interest
(maximum of 4). The second prong determines control, such as a manger or executive officer,
where one person must be listed. An entity with 25% ownership and 25% control can be recorded
under both prongs. Some have criticized thresholds believing that criminals can simply structure a
company so no one meets the minimum. In these cases, it is left to the Fls risk assessment whether
to list those with less than 25% interest which places more responsibility upon the compliance
program, and leaves FIs open to subjective regulatory measures.

Identity validation in BO is also an issue for Fls. 4AAMLD mandates “reasonable measures”
with “reliable and independent source[s]” to verify documents before taking on the relationship and
to constantly maintain these records.®” For US banks, the risk of establishing a BO relationship upon
fraudulent information is greater than the EU since the proposed FinCEN rule would allow the use of
a standardized form, which requires the individual opening the account to certify that the information
provided is “true and accurate to the best of their knowledge.” The proposed FinCEN rule only
requires that Fls verify identities, not the status of the BO.%® Banks are not obligated to follow-up
unless they determine that the client is a risk, which again leaves them vulnerable to regulators. The
rule noted that there were no limits on how supervisory authorities might judge a FIs CDD and BO
requirements and interviewees remarked that regulators do inquire about verification methods during

gxaminations.
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While the US and EU agree that determining BO is important,®® they have taken different
approaches to the transparency of this data. 4AMLD requires Member States to host BO data in
central national registries that can be directly accessed and updated by MFIs, or by supervisory
authorities. MFIs will have to establish relationships in each jurisdiction that reflect the method
chosen by each Member State. The US initially decided not to create a central storehouse for BO
data, but is now reconsidering this in the wake of the Panama Papers scandal that exposed hundreds
(thus far) of individuals who attempted to use shell companies to hide corporate and personal
investments and profits. '

Member States may decide to create publicly accessible databases or limit access to persons
with a “legitimate interest,” is left to the discretion of national law. In its early reviews of 4AMLD’s
draft, the EDPS advocated for the right to access to correct inaccuracies. The EU took these concerns
into account, especially pertaining to the protection of minors and beneficiaries of trusts, permitting
exemptions “where such access would expose the beneficial owner to the risk of fraud, kidnapping,
blackmail, violence or intimidation, or where the beneficial owner is a minor or otherwise
incapable.”*® The GDPR permits data transfers to registries with appropriate safeguards, but still
does not define what constitutes a legitimate interest for access.'%?

Interviewees in US firms suggested that European-based companies may enjoy less liability
for identity validation because there is the possibility to share responsibilities with Member States in
managing the registries. Advocates say that state-managed registries heighten the danger of security
breaches, while supporters claim central registries would help uncover shell companies,

anonymously held, which are prohibited in the FATF Recommendations.

3.6: Financial Institution Data Retention

ITUS Financial Institution Data Retention ITEU]

MFIs must create secure data systems with adequate storage to quickly locate® and deliver
information to LEAs and FIUs, and to conduct enterprise-wide KYC, transaction monitoring, and if
necessary, investigations. Data retention demands carry tremendous technological and staffing
resource burdens to store client data, transaction data, SARs, investigation analysis, and
communications with authorities.

US and EU data retention requirements for Fls are comparable. The EU requires data to be
held for 5 years with a possible extension of another 5 years, but limits retention to a total of 10
years. 4AMLD also requires Member States to assure that FIs have “specific safeguards” in place to

“ensure the security of data and should determine which persons, categories of person or authorities
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should have exclusive access to the data retained.”*** It does not provide technical guidelines and
administrative measures for data retention or breaches, but other pieces of legislation and industry-
led standards fill these gaps.’® The data retention demands are consistent with GDPR requirements
that data is not kept longer than necessary and that there be internal procedures for data rectification,
storage, and erasure with periodic review. AML/CTF data retention periods cannot be shortened by
the GDPR’s “right to be forgotten” (erasure) provisions because it is saved for “legal obligations”
and “reasons of public interest.”% However, the Regulation does oblige firms to notify supervisory
authorities of a data breach “not later than 72 hours after having become aware of it” and to data
subjects especially when their rights and freedoms may be compromised.**’

On the US side, FI data retention is typically 5 years but can be extended to 6 years or longer
if requested by the Secretary of Treasury. In addition to SARs, transaction data, KYC, CDD, EDD
data, the US requires banks to retain SAR acknowledgements for 30 to 60 days, Alerts for 30 days,
and Track Status Data for 5 years. US PATRIOT § 326 requires Fls to hold account data (copies of
IDs and other documentation) for 5 years after the account is opened, and credit card data for 5 years
after the account is closed or dormant.*®

FIs must employ technological and administrative processes to maintain records to
accommodate storage durations which will change on the location of their client and operations,
which will increase costs. They should also consider the location of their servers and the data
protection requirements associated with storing EU citizen data or claims by authorities in one

jurisdiction to data held abroad by US-based firms.**

3.7: Third Party Reliance for CIP & CDD'

3rd Party Reliance for CIP & CDD

Colloquially, a third party refers to a variety of players. It can denote members of the financial
services covered under AML regulation, federations of Fls, and vendors that support AML/CTF or
privacy operations.

Legally, and for the purposes of this Section, 4AMLD defines third parties as obliged

entities*

and federations of obliged entities that apply CIP and are supervised under an EU
regulatory authority. Article 25 of the Directive dictates that Member States permit Fls to rely on

third party Fls for CIP, and notes that “the ultimate responsibility for meeting those requirements

"t is beyond the scope of this paper to address all types of third party outsourcing. Vendors play diverse roles and their
relationship with data protection laws will be unique.
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shall remain with the obliged entity which relies on the third party.” Like privacy controllers and
processors in the GDPR, the FI handling the relationship is ultimately held accountable for the
security of that data. Under the Regulation, an FI must notify potential customers and current
customers that their KYC data may be shared in this manner and make appropriate arrangements for
these transfers depending on the locations of these relationships. These inter-firm transfers may fall
under the GDPR’s exceptions for the performance of a contract, necessary under law, or for national
security investigations. It is unclear how Member States will interpret these transfers or apply the
GDPR’s safeguard requirements.

For compliance, 4AMLD’s third party blessing can be helpful to create consistent and
thorough KYC processes across groups and among the financial services. To avoid having the
customer repeatedly provide customer identification, the US and EU authorize a FI to use data from
other institutions if they are part of the same group and subject to the same AML rules. The EU
includes affiliates and subsidiaries in third countries (with responsibility resting on the obliged entity
to make sure that requirements have been fulfilled), but 4AMLD does instruct Member States to
prohibit obliged entities “from relying on third parties established in high-risk third countries.”
There are exemptions only “where those branches and majority-owned subsidiaries fully comply
with the group-wide policies and procedures.” In contrast, there are no explicit exceptions in US law
for high-risk or AML equivalent states, but since the US does not recognize foreign branches under
BSA it suggests that all foreign branches are high-risk (even in the EU) since domestic entities
cannot legally rely on KYC conducted overseas, which also causes problems for US branches
overseas (See Section 3.10b).

US firms can use another domestic financial institution, including affiliates, to collect data
and verify customers if they are subject to AML rules under 31 USC § 5318(h)*** and are under a
federal functional regulator; if the customer already has an account at either institution; if it has a
contract with a third party; and finally, if the “reliance is reasonable under the circumstances.” In the
event that they use the “reliance provision,” including having third parties manage records, the bank
must make sure that the third party is not under enforcement actions that might undercut their
reliability. Similarly, for commercial financial data, there are no restrictions for sending customer
data abroad for third party processing. Under the Gramm-Leach-Bliley Act, FIs do not have to
disclose these practices but they are legally responsible to ensure that joint service providers
“maintain the confidentially” of that information abroad.’*? As the US law does not prohibit Fls
from using KYC data for commercial purposes, and there are no privacy provisions in US AML law,
EU client data may be forwarded to these service providers without European-level protections

unless the firm has SCCs in place for that data.
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3.7a: Outsourcing Relationships

Outsourcing Relationships

4AMLD considers third party vendors “outsourcing relationships” or “outsourcing service
providers” whose interactions with Fls are set by contractual agreement. Their legal status is
separate from third party Fls described above.® Again, US and EU Fls are accountable for the
actions of outsourced services, whether or not the services are directly regulated under AML law.
AML support vendors are a multibillion dollar industry - auditing, payment processing, transaction
monitoring, fraud detection, KYC registries, customer identity management systems, databases of
client-oriented information used for CDD and EDD onboarding and maintenance, PEP status
monitoring, matching individuals to sanctions lists, information security, and data storage to name a
few. Developing data provider capabilities is cost-prohibitive for Fls so there is a heavy dependency
on these services. This dependency carries AML and data protection risk.

4AMLD allows Member States to authorize vendor and outsourcing relationships with legal
responsibility for data protection and AML compliance resting upon the contracting institution.
Using service vendors to process data is consistent with 95/46/EC** and the GDPR, and these
companies must implement technological and organizational safeguards.  The provision that
controllers must make sure that processors do not subcontract work and that they are also legally
accountable adds another layer of vendor management to the AML/CTF data equation.*™

Among the most prominent examples of third party AML services are vendors who offer
databases of open-sourced customer information that banks use for non-documentary (in BSA
parlance) CIP verification. A 2015 ACAMS/Dow Jones survey showed that 70% of respondents
depended on outsourced data providers, and more than 55% used multiple vendors. '

Companies that collect open-source data for KYC databases used in CDD or PEP monitoring
individually identify a client and the purposes for which they use the financial system. Commonly
understood, open-source data refers to “data that is publicly available” including newspapers, books,
broadcast or reports, which are written by many kinds of authors — academics, citizens, governments,
journalists for example. Open-source data is not immune from data protection as the law is at its
most potent as it applies to Pll, and there are some notable cross-Atlantic privacy ambiguities.

Directive 95/46/EC and the GDPR take a broad approach in defining PI1.**" Open-source data
is subject to data protection when it becomes personal data — when it can identify and individual or

his/her behaviors — and then becomes protected under data protection law.**® The GDPR text adopts
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this view and applies to “any information concerning an identified or identifiable natural person” and
specifically references “one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity or that person.”*® The designation of the economic indicator
indicates an awareness of the impact that financial practice, and compliance, may have on an
individual’s fundamental rights.

Identification is not the only concern; using open-source research methods also raises the
possibility of inaccuracies. Industry polls reveal that data accuracy consistently ranks among the
highest concerns for AML/CTF data vendor outsourcing.*?® “It’s not a question of the technology,
it’s the content, the data, that matters, and that’s where clients [and banks] focus.”*?* Under EU law,
individuals have the right to access these services and correct inaccurate data, and these rights may
be enforced by the GDPR (See Section 4) where persons are affected by legal decisions taken by
automated and semi-automated processing. The Regulation also requires controllers to notify data
subjects “where personal data have not been obtained from the data subject,” the type of data and
processes involved, and when there may be the possibility of onward data transfers to third countries
and whether those countries have adequacy decisions.??

The US approaches PII in several ways; a) tautological (law that indicates data specifically
“identifies a person”); b) non-public (privacy law that excludes any information that is publicly
accessible); and c) specific types (laws that enumerate exact types of data to be protected).*®® These
distinctions are important because where the EU protects data that identifies, or has the potential to
identify a person directly or indirectly, the US does not. For example, if one defines PII in
accordance with the GLBA’s description of non-public information — “then publicly accessible data”
is excluded from US protections. However, the GLBA does not apply to third party vendors as they
are not considered financial institutions. Database providers are susceptible to FCRA regulation
though. Even as they do not provide the same types of information as credit reporting authorities to
individuals, they do furnish such information to insurance companies and banks which may decide to
deny services based on this information.

Many of these services were certified under the invalidated Safe Harbor program and
currently depend on SCCs until the new Privacy Shield goes into effect. Although an IAPP/EY
survey of privacy professionals showed that 85% of respondents working in the banking industry had

a vendor management program, MFIs should examine vendor policies and legal protections.'**
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3.8: Criminal Reporting & Sensitive Data

Criminal Reporting & Sensitive Data ITEU @

The GDPR Article 9 defines “special” categories of data as “personal data revealing racial
origin, political opinions or religious or philosophical beliefs, trade-union membership, and the
processing of genetic data, biometric data in order to uniquely identify a person concerning health or
sex life and sexual orientation shall be prohibited.”**® Article 9(a) cites criminal data as a special
category and specifies that its processing must be “kept under control of an official authority” which
does not address data that might be collected in the course of a FI’s AML/CTF compliance or
garnered through a vendor’s CIP databases.*?

ML and TF employ many methods to raise, collect, hide, and transfer funds, and national
laws identify a multitude of predicate offenses that FIs must monitor for SARs and other reports. US
law criminalizes a host of “unlawful activities” that include tax code violations, fraud, terrorism,
identity theft, bribery, embezzlement, murder, kidnapping, robbery, extortion, destruction of
property, sexual exploitation, child pornography, trafficking, smuggling, assassination, violence at
international airports, drug trade, arms control violations, and even environmental crimes.*?’

4AMLD’s list of applicable “criminal activities” limits data collection that refers to terrorist
offenses, narcotic drug manufacture, transport, cultivation and sale, criminal organizations,
corruption, misrepresentation of financial interests in documents, fraud, and tax crimes. In addition,
MFIs are required to share these suspicions within the group to promote cohesion in reporting so
some of this data may reach the US through affiliates and subsidiaries of EU firms.*?

The exhaustive list of criminal offenses allows a wide net for US data collection within the
AML regime, which not only adds to the costs of compliance, but causes MFIs to violate EU
proportionality principles and edges compliance’s function creep — acquiring data for use beyond its
intended use for ML and TF prevention and detection.’” The collection and possible transfer of
criminal conviction data may violate Member State rules. Unfortunately, 95/46/EC did not address
this issue and the GDPR covers “commercial sector organizations,” their need to process criminal

data to combat financial crime, and third party vendor data,™*

through vague language that allows
processing “authorized by Union law or Member State law.” The GDPR stipulates that criminal data
must be protected by “adequate safeguards.” However, the exact nature of these safeguards, as well

as the exceptions for the “public interest” will vary across the Member States.
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3.9: Prohibition of AML Data for Commercial Use

Commercial Use of AML Data Prohibited @

The EU’s prohibition on using AML data for commercial purposes presents one of the
highest risks to FIs because AML/CTF data is a treasure trove of information that banks could use to
identify markets, new products, to tailor services to clientele, and many other uses not related to ML
or TF. However, marketing and other uses is not the intended purpose for collecting KYC data and it
is expressly prohibited under Recital 43 and Article 41 of 4AMLD.**" The GDPR supports these
restrictions, known as purpose limitation, in Article 5(1b) specifying that data cannot be processed in
a way incompatible with the purposes for which it is collected.

For US Fls, there is no legal requirement to separate AML/CTF from commercial data use.
FinCEN makes distinctions for AML/CTF data for the non-disclosure of SARs and data shared under
§ 314(b) among domestic financial institutions that can only use the data gathered from others for
AML purposes, but does not seem to address its use internally to an institution or within a group.
Therefore, US firms operating in the EU or dealing with European clients, must monitor their
employee access and use.

One EU-based compliance officer stated that while there were policies in place barring
marketing access, personal relationships within the firm meant that it was “fairly easy” to call an
officer to gain the information they needed. IT experts questioned how one might engineer database
structures to accommodate this requirement and how the financial services could separate the
business from compliance completely. Data tagging (notations to alert FIs to possible data
protection violations) is not enough, but pseudonymization might offer a solution. Pl data should be
restricted to compliance personnel and access to this data controlled through user-specific logins and
technological means (e.g. access permissions, firewalls, or separate servers). As KYC data is
collected for commercial and AML/CTF purposes, the duality of financial data, are the gravest

technical and administrative challenges to implementing privacy in compliance.**

3.10: Enterprise (Group)-wide Sharing — SARs & Supporting Data

Enterprise (Group)-wide Sharing @

The conflict between US and EU views on enterprise-wide SAR and underlying data-sharing
ranks among the greatest obstacles to implement a cohesive AML compliance strategy across an
organization. Interviewees believed data-sharing constraints heightened the risks of doing business
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and opened firms to regulatory scrutiny not only from data protection authorities, but from AML
regulators who expected their programs to operate at enterprise levels. Data-sharing constraints curb
an MFI’s ability to follow the money and undermine the effectiveness of the FATF regime. When
foreign branches, subsidiaries and affiliates cannot access and share enterprise data they cannot see
client, transactional, or behavioral links across their businesses, which can create repetitive or
incomplete reports to national authorities. Despite widespread industry perceptions that EU data
protection requirements posed the greatest constraint to group-wide data-sharing, the research found
that both US and EU laws impose legal controls that inhibit data flows.*®

3.10a: Europe

4AMLD requires a group-wide AML program accompanied by a group-wide privacy
program. Article 3 defines “group” as “a group of undertakings which consists of a parent
undertaking, its subsidiaries, and the entities in which the parent undertaking or its subsidiaries hold

a participation...”*%

and requires all members of a group to participate in system-wide AML
compliance that includes the sharing of SARs and underlying data. Fls are required to implement
and train all staff on appropriate data protection procedures across the group. The Directive does not
prevent disclosure with obliged entities and entities from third countries that are part of the group. As
long as they are part of “the same professional category and are subject to obligations as regards
professional secrecy and personal data protection” data-sharing is permitted.

In Article 39, 4AMLD prohibits disclosure to customers that “information is being, will be or
has been transmitted” or that a “money laundering or terrorist financing analysis is being, or may be,
carried out” which preserves the confidentially usually required of criminal and national security
reporting and investigations. 95/46/EC protected the confidentiality of SARs and underlying data
noting that “tipping off” individuals through notification or access is not allowed when data is
processed in the “public interest” which includes ML and TF.** The AML Directive deals with the
problem of SAR confidentially and an individual’s right to access by allowing supervisory
authorities, or the EDPS, to investigate the “lawfulness of the processing.” 4AMLD gives little
indication how Member States, or MFIs, might implement or enforce access requirements inside or
outside the EU, but many European companies have policies and procedures for dealing with DPAs
and these can be expanded to include compliance.

A 2009 European Commission study on AML compliance by cross-border banking groups
examined how national laws under the 3" Money Laundering Directive (3MLD) affected group-wide

implementation for intra-EU multinationals. Since these same laws must accommodate 4AMLD’s
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group-wide requirements, it is worth noting its findings. EU AML prevention is based on the
territoriality principle. FIs must comply with the Member State law where that office is located,
which means that an MFI group can be subject to many national AML laws.™*® At the time of the
study, 18 Member States required MFIs to assess AML prevention across their business lines and
geographic locations. While this coincided with the Basel Committee’s AML risk management
standards (updated in 2014), the report noted that the territoriality-based AML regime maintained the
Member State’s regulatory power, which perpetuated policy and procedural variances across the
group.®® It is therefore not surprising that European firms preferred to conduct transaction
monitoring locally and validate policies and procedures with the parent bank and avoid regulatory
liabilities at the national level. Thus, despite 4AMLD’s group-wide AML provisions, compliance
operations will continue to be significantly influenced by local demands.

Inconsistencies among Member State AML/CTF are mirrored by 95/46/EC’s equally
territoriality-based national data protection. The GDPR will allow data-sharing among “a group of
undertakings or institution affiliated to a central body,” but the exceptions for defense and national
security explained in Section 2.2b permit Member States to impose access limitations, set different
standards for technical and administrative safeguards, and decide how stringent they will be in their

enforcement. 4AMLD reinforces the GDPR’s exceptions in Article 41,

...adopt legislative measures restricting, in whole or in part, the data subject's right of
access to personal data relating to him or her to the extent that such partial or complete
restriction constitutes a necessary and proportionate measure in a democratic society with due
regard for the legitimate interests of the person concerned to: (a) enable the obliged entity or
competent national authority to fulfil its tasks properly for the purposes of this Directive; or
(b) avoid obstructing official or legal inquiries, analyses, investigations or procedures for the
purposes of this Directive and to ensure that the prevention, investigation and detection of
money laundering and terrorist financing is not jeopardized.

At this time, it is too early to determine how

the Member States may approach these issues
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EU, and for data flowing to third countries such as the US. 4AMLD stipulates that FIs must notify
supervisory authorities (not defined as DPAs in the text) when operating in a country with
inadequate privacy protections and put measures in place to “the extent the third country so allows.”
If authorities are unsatisfied with these actions they can impose penalties or request that the company

cease operations in that state.

3.10h: The United States

Motivated by disclosure and confidentiality, the US restricts SARs and underlying data-
sharing at home and abroad in some capacity. As illustrated in Figures 2 and 3, FInCEN does not
allow US based multinational financial (depository) institutions to share SARs across the group.*®
Domestic FIs may share a SAR with head offices and controlling companies if they are domestic or
foreign, but not with its foreign branches and affiliates. Regulations permit foreign branches to share
SAR and underlying data only with its US head offices and controlling company.'*® Foreign
branches, Edge and Agreement corporations, are not under BSA jurisdiction, but the law does
require foreign branches to implement US-level AML systems and comply with local standards,
although US authorities may not have the ability to do on-site inspections of foreign operations.'*°

In 2006, FINCEN recognized the need for head office involvement in SAR processes and
allowed sharing from the bottom up only with confidentiality agreements in place,*** but fell short of
allowing SAR sharing to affiliates*** in the US and abroad. This was remedied in 2010 as FinCEN
and federal banking regulators recognized affiliates who were subject to SAR regulations.**

... a depository institution that has filed a SAR may share the SAR, or any information that
would reveal the existence of the SAR, with an affiliate, as defined herein, provided the
affiliate is subject to a SAR regulation. The sharing of SARs with such affiliates facilitates the
identification of suspicious transactions taking place through the depository institution’s
affiliates that are subject to a SAR rule.
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Figure 2: US Domestic SAR & Underlying Data-Sharing
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Figure 3: US International SAR Flows
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Figure 4: US International Underlying Data-Sharing
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Yet, legal ambiguities remain. As foreign branches of US banks are affiliates, but not subject to BSA
regulation they were omitted from these permissions. This has put US MFIs in difficult operational
situations. The Clearing House LLC, a nonpartisan banking association, sought clarification on this
point in March 2015;

...a U.S. depository institution that has filed a SAR may not share the SAR, or any
information that would reveal the existence of the SAR, with its foreign branches. (Nor may it
share such information with foreign affiliates for the same reason.) Moreover, the 2010
guidance prohibits an affiliate that has received a SAR from a depository institution from
further sharing that SAR, or any information that would reveal the existence of that SAR,
with an affiliate of its own (even if such second affiliate is subject to a U.S. SAR regulation).
An important net effect of FINCEN’s position in this regard is that the U.S. depository
institutions of globally active banking enterprises may not share SAR information with
foreign branches or foreign affiliates, nor may such information be disseminated within global
banking enterprise by their parent companies.
Thus, the legal foundations concerning underlying information seem straightforward (Figure 4), but
there are legal ambiguities. US Fls cannot disclose, acknowledge, or reveal the existence of a SAR,
but they are not prohibited from disclosing underlying facts, transactions, or documents that have
contributed to a SAR.'** The Clearing House demonstrated that FiInCEN’s 2010 Final Rule omitted
documents that “may identify suspicious activity but that do not reveal whether a SAR exists” from

confidentiality restrictions, but later explained that confidentiality might be applicable ..in

appropriate circumstances to material prepared by the financial institution as part of its process to
detect and report suspicious activity...”**

The inability to share SARs and accompanying data with foreign branches of US institutions
weakens the operational and organizational ability of US firms to implement group-wide AML/CTF
compliance programs recommended by the FATF and the BCBS. MFIs who must build “artificial
curtains” into their systems that raise costs, and leads to duplicative and confusing reporting lines
where AML officers working for US banks in foreign branches must sanitize internal reports to
avoid breaching US SAR confidentially rules. In some cases compliance officers must re-file US
SARs with local regulatory authorities.

Interviewees believed that this is an “easy fix” since FINCEN could; 1) issue guidance to
require confidentiality agreements with foreign branches like it does with US affiliates; and 2)
recognize FATF compliant states as having adequate AML standards to ensure quality reporting
within a group and with US standards. Where US authorities are concerned that foreign AML laws
are not up to US standards, they could strengthen BSA enforcement procedures (already in place)
that allow examiners to review overseas affiliate and branch policies and require additional measures

— much like 4AMLD. The EU has acknowledged the US system as an adequate AML jurisdiction to
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allow European firms to engage in group data sharing within the US, and the presence of data
protection in 4AMLD might actually increase internal accountabilities for data collection,
management, access, and use.'*® When one considers that challenges of harmonizing 28 European
Member State policies to ease group-level data-sharing, the US’s hesitancy to allow the practice,
especially in light of the GDPR and 4AMLD exceptions, seem pale in comparison.

Several interviewees explained that US officials fear group-wide sharing with foreign
branches might compromise SAR confidentiality. They also cited concerns about “reciprocity”
among LEAs. Cooperative MOUs among US and EU FIUs, and the Umbrella Agreement will add
an additional layer of data protection for inter-LEA transfers that will strengthen accountability and
confidentiality, and make these arguments seem weak in the context of the transatlantic relationship.
However, one US interviewee believed that EU banks used data protection as a shield against US-
based civil prosecution of EU banks charged with conducting transactions.

3.10c: Cross-Institutional Data-Sharing: PATRIOT 314(b) & 4AMLD

Cross-Institutional Data Sharing

AAMLD permits data-sharing between FIs and FI groups for AML/CTF purposes with
adequate data protection measures in Recital 43 (“...while fully respecting fundamental rights...”),
Articles 25 and 26, in the third party section the Directive explicitly authorizes “member
organisations or federations of those obliged entities...” to share data, but only mentions CDD or
record keeping, which paves the way for cooperative data-sharing arrangements among MFIs such as
KYC Exchange Net AG, Markit Genpact KYC Services, and SWIFT’s KYC registry.**’ Fls that are
members of these arrangements are responsible for implementing national data protection laws that
allow for the legal transfer of their data to these cooperatives. Typically, banks are responsible for
assuring data transfers to registries are handled according to data protection standards. Data subject
access requests are directed to the bank, not the registry management company. These federations
are obligated to present data upon demand to authorities to “immediately, upon request, relevant
copies of identification and verification data and other relevant documentation on the identity of the
customer or the beneficial owner.”**®

4AMLD specifies data-sharing in the context of CIP and CDD requirements or data-sharing
within a group, but it does not include inter-institution AML data-sharing at the EU level. The US
though, does encourage data-sharing among Fls beyond CIP and CDD data under PATRIOT §
314(b),** but it has had varying degrees of FI support like its § 314(a) counterpart. Section 314(b)
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enables financial institutions and associations of financial institution to share AML/CTF information
under a data-sharing safe harbor, so long as certain conditions are met. It is completely voluntary,
and only applies to firms located in the US which are required “to establish and maintain an anti-
money laundering program” so foreign branches or institutions are ineligible. Fls or associations
apply for certification with FINCEN to announce their intent to engage in information sharing with
other qualified entities. Certification involves a one-page form that provides the FI’s name, address,
primary regulatory body, and point of contact for the program, and an acknowledgement that data
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“will not be used or disclosed for any purpose other than as permitted. Fls can verify that

another F1 is certified on its own or via a FInCEN published list accessible to § 314(b) members.

Although § 314(b) has the potential to promote cooperation across the industry, several
interviewees noted that Fls avoid it because they did not want to share data with FIs whose AML
compliance reputations were less than stellar, because they believed that other banks use it as a CDD
“shortcut” rather than conduct their own due diligence, or they have simply not participated due to
confusion about the data they could share without liability. 314(b) guidance cites that,

...financial institutions or associations of financial institutions may share information with
each other regarding individuals, entities, organizations, and countries for purposes of
identifying, and, where appropriate, reporting activities that may involve possible terrorist
activity or money laundering. ...if sharing participants suspect that transactions may involve
the proceeds of specified unlawful activities under money laundering statutes, information
related to such transactions can be shared under protection of the 314(b) safe harbor.***
...however, that while information may be shared related to possible terrorist financing or
money laundering that resulted in, or may result in, the filing of a SAR, Section 314(b) does
not authorize a participating financial institution to share a SAR itself or to disclose the
existence of a SAR.

Under these criteria, § 314(b) promotes inter-firm data-sharing beyond European practices
since FlIs can share any kind of data “possibly” relating to ML and TF, as long as they do not expose
the existence of a SAR or share the SAR itself. However, because of the confusion over the
legalities of sharing underlying data explained above, compliance professionals wondered how §
314(b) could possibly protect them from exposing an investigation or the presence of a SAR since “If
you are asking and giving a lot of information on a subject that points to a SAR filing, then the

person on the other side can figure it out.”*>
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3.11: Third Countries with ‘Inadequate’ AML & Data Protection programs

Europe’s group-wide AML and data protection requirements will impact all European and
US firms in some capacity. Where EU based multinationals decide to engage in business in areas
with inadequate AML/CTF regimes (e.g. on FATF’s non-compliant or blacklist), companies with
“branches or majority-owned subsidiaries located in third countries” are responsible for
implementing AML programs and data protection “to the extent that the third country's law so
allows.”

It is the European private sector’s decision whether to engage in high-risk markets, but it does
so in a Catch-22 scenario since it must put in place AML and data protection policies and procedures
to satisfy EU regulators. And they must do so with an eye towards their host country’s laws that may
conflict. 4AMLD seems to suggest an escape clause since financial institutions could claim they
complied to the greatest extent possible under a third country’s legal constraints. Still, MFIs are
required to report any deficiencies, concerning AML and data protection, to Member State
authorities who can require “additional measures.” In the event authorities deem these insufficient
they can “exercise additional supervisory actions, including requiring that the group does not
establish or that it terminates business relationships, and does not undertake transactions and, where
necessary, requesting the group to close down its operations in the third country.”**® The US is an
adequate AML state, but not adequate in privacy. The GDPR holds firms accountable for any data
transferred to a third country, including onward transfers of data, stipulating that they “only be
carried out in full compliance” with the Regulation.*>*

It is unclear if or how data protection authorities would approach privacy enforcement of an
FI’s AML/CTF compliance practices. By making MFIs responsible for EU level AML and data
protection across the group and in third countries with inadequate protections, the EU 1) uses the
private sector as a vehicle to extend EU AML standards to non-compliant jurisdictions; 2)
encourages EU MFIs to establish and comply with enterprise-wide AML and data sharing
requirements and makes banks liable for their implementation outside the EU; and 3) extends the
EU’s power over data protection rules outside its borders.

US banks are allowed to do business in non-AML compliant states, as long as those states are
not on the FATF High-Risk and Non-Cooperative Jurisdictions list, or US and United Nations
sanctions lists.™ FIs must implement US level AML programs and comply with local regulations.**®
PATRIOT Section § 312™°" and 31 CFR § 1010.610(a) require US banks to take EDD measures when
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operating in FATF deficient states or with PEPs in certain jurisdictions, including correspondent
relationships and foreign clients with accounts in the US. US-based authorities are authorized to
check that the head office has developed AML systems and audits for their foreign presences as if
they were applicable under BSA, but has little direct control to do on-sight regulatory visits at the
foreign branch. In essence, US law treats all foreign branches, affiliates and subsidiaries as
inadequate because there are no protections for US banks doing business abroad for compliance. Of
course, US firms are not required by US law to consider the privacy laws of other states in their
AML/CTF operations.

US sanctions only apply to US persons, and foreign owners and siblings are not technically
subject to them, but if they engage in transactions through, or otherwise use the services of, US
subsidiaries or siblings, then US sanctions do apply. For example, PATRIOT § 311 authorizes the
Secretary of the Treasury to impose “special measures against foreign jurisdictions, foreign financial
institutions, classes of international transactions, or types of primary money laundering concern.”
The most serious measure blocks foreign banks from accessing dollar markets, and is considered a
“death sentence” for Fls that depend on correspondent banking in the US.*® There is some criticism
that the US government uses § 311 to extend its territorial reach, but it has used other means to
penalize foreign banks for doing business with restricted groups. In 2014, the Justice Department
fined BNP Paribas $8.9 billion for violating the International Economic Powers Act and the Trading
with the Enemy Act for moving dollar transactions through its New York office with blacklisted
Sudanese companies.’® Some foreign banks have voluntarily adopted US sanctions compliance
across their global enterprise out of an abundance of caution or as an “act of contrition” after

enforcement actions.

4. THE GDPR: PROFILING, AUTOMATED PROCESSING, RBA & DE-
RISKING!®

The high volume of data processing involved in the business of finance requires automated or
semi-automated systems and software that make data collection, maintenance, and analysis efficient
and accurate.'® Constant monitoring and profiling sits at the core of AML/CTF and the prevalent
use of computer-aided decision-making within these processes necessitates an examination of their
data protection implications.*®® This is relevant since the GDPR specifically addresses profiling and
automated processing, while there is no comprehensive law that covers these practices in the US.

4AMLD uses the word profile in Recital 31 and Article 13, requiring Fls to construct an
“identity and business profile” for all customers. The Directive does not define what constitutes a

42



profile. And while it does not use the words automated or semi-automated, it does refer to
“monitoring” in Recitals 7 and 43, and Articles 12, 13, 15, 18, and 20, thereby eschewing
identification or preference of the methods FIs might use to monitor.'®® For example, Article 13
mandates continual observation of customers by,

(d) conducting ongoing monitoring of the business relationship including scrutiny of
transactions undertaken throughout the course of that relationship to ensure that the
transactions being conducted are consistent with the obliged entity's knowledge of the
customer, the business and risk profile, including where necessary the source of funds and
ensuring that the documents, data or information held are kept up-to-date.

This is also true in the US. FINCEN requires monitoring at many points in the client relationship and
Fls have developed several schemas to target various levels of business — transactions, accounts,
household, and geographic — depending on the FI’s compliance program. And, after filing a SAR,
banks continue to monitor the customer for at least 90 days.'**

In their reviews of 4AMLD’s drafts, the EDPS and WP29 expressed deep concern for
AML/CTF “profiling techniques under CDD obligations” which they felt were *“opaque” and
“operated without a clear legal basis.” They noted the difference between the analysis of KYC data
for identification purposes and “subjective or sensitive information linked to profiling data.” These
and other factors necessitated their recommendation for legally-mandated Member State-led
safeguards for profiling operations since Fls cannot solely depend on the free consent of the client.
Yet, their concerns went beyond fundamental rights and freedoms. WP29 understood profiling’s
limitations and desired to curb the negative results from profiling and automated decision-making

that affected individuals and the quality of data Fls deliver authorities.*®

In one example WP29
noted the dangers of monitoring software failures that undercut value of AML/CTF,

The “base-rate fallacy” (lack of accuracy) shown by the number of false positives or false
negatives. Profiling using false positives means that attributes are (or could be interpreted to
be) highly likely to result in non-money launderers and non-terrorists being prevented from
accessing financial services, whilst “negative positives” mean there is no absolute guarantee
that all money launderers and terrorists will be intercepted, a.o0. due to the adaptive behavior
of real suspects.

Because of these issues, EU data protection authorities asserted that profiling using
automated or semi-automated methods should only be permissible in exceptional cases.

Monitoring occurs at all stages of the business relationship, so this would be impossible to
apply in practice. Fls profile individuals, entities, and markets, to assess them as customers or
potential customers. Thereafter, firms continuously monitor client transactions and evaluate their

behaviors to provide better services, and to inform decisions on AML/CTF investigations and
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reporting. The extent that humans investigate suspicious persons or events varies with the
compliance department, but the industry agrees that the human element and employee training and
education is crucial (and costly).*®

The industry invests billions into monitoring software that performs several functions: 1)
transaction monitoring (to determine a customer’s activity); 2) behavior monitoring (comparing a
customer’s financial and non-financial details to predict activity) that continuously validate
someone’s identity to protect the FI’s reputation and protect customers from and fraud; 3) filtering
clients and screening transactions against sanction and terrorist lists; risk scoring to identify and

7

prioritize risks across the business; and 4) PEP EDD monitoring.*®” Other software (sometimes

integrated with above) assists compliance officers with reporting to reduce errors, speeds up the
investigation process, creates work logs to track actions, and validates reports. All of these systems’

methodologies (red flags, thresholds,*® 169

automatic learning algorithms,™ etc.) must be constantly
audited to maintain accuracy and updated to integrate new ML and TF methods. Like KYC
databases, the accuracies of these systems depend on the quality of their algorithms and the data
supporting them.*™

95/46/EC did not explicitly mention profiling, but Article 15 did refer to “data processed by
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automated means, and most Member States transposed these protections into their national

laws." The Directive did not provide a general right for data subjects to object to the processing of
their data via automation, but subjects could raise objection on “compelling legitimate grounds.”*"
Instead, Article 12(a) granted individuals the right to have “knowledge of the logic involved in any
automatic processing of data concerning him at least in the case of the automated decisions...”
Article 15’s guidance on “automated individual decisions” stated that these rights apply whenever a
person is subject to “legal effects” of a decision by automated processing. The Article allowed
automated processing “authorized by a law” but also required Member States to impose “safeguards”
to balance the needs of national security and criminal investigations with the fundamental freedoms
of individuals. It did not offer guidance on how to legislate safeguards.'’

The GDPR does deal with profiling and computer-aided processing so there are incentives
(via weighty fines or reputational-driven reasons) for the financial services to give serious attention

175

to the subject.”™ Avrticle 4(3aa) defines profiling as

any form of automated processing of personal data consisting of using those data to evaluate
certain personal aspects relating to a natural person, in particular to analyse or predict aspects
concerning that natural person's performance at work, economic situation, health, personal
preferences, interests, reliability, behaviour, location or movements
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In Article 2 the Regulation refers to automatic-processing as it “applies to the processing of
personal data wholly or partly by automated means, and to the processing other than by automated
means of personal data which form part of a filing system or are intended to form part of a filing
system.”*™®  An individual’s rights in profiling and automated decision-making are enumerated in
Articles 19 and 20.*"" Atrticle 19 states that the data subject has the right to object,

the right to object, on grounds relating to his or her particular situation, at any time to the
processing of personal data concerning him or her which is based on points (e) or (f) of
Avrticle 6(1), including profiling based on these provisions. The controller shall no longer
process the personal data unless the controller demonstrates compelling legitimate grounds
for the processing which override the interests, rights and freedoms of the data subject or for
the establishment, exercise or defence of legal claims.

AML/CTF fell under compelling legitimate grounds, but Article 19°s reference to Article 6 (e) and
(F) gives individuals the right to object even in cases where automatic processing is done for
legitimate reasons.

(e) processing is necessary for the performance of a task carried out in the public interest or in
the exercise of official authority vested in the controller;

(f) processing is necessary for the purposes of the legitimate interests pursued by the
controller or by a third party, except where such interests are overridden by the interests or
fundamental rights and freedoms of the data subject which require protection of personal data,
in particular where the data subject is a child. This shall not apply to processing carried out by
public authorities in the performance exercise of their tasks.

As the following analysis explains, it is unclear how or when data subject would be able to object to
AML/CTF processing. The GDPR’s allowances and exceptions make differentiating between a data
subject’s rights and the realities of compliance practices rather confusing.

Regardless, data subjects have the right to understand how their data is used. Recital 48 gives
data subjects the right to be informed *“about the existence of profiling, and the consequences of such
profiling” and Article 14(h) further designates that firms provide “meaningful information about the
logic involved, as well as the significance and the envisaged consequences of such processing for the
data subject.””® These notifications mean to inform people about the aforementioned opaque
methods that banks use to process their data and correct “knowledge asymmetries” that may bar EU
citizens from exercising their fundamental rights. When individuals are unaware of how financial
institutions utilize their data, do not understand the complexities of their profiling processes and
techniques, or do not understand how personal actions contribute to decision-making, then they have

no means of challenging the means or the results.*"
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Article 20 “Automated individual decision making, including profiling provides

exceptions for AML/CTF, while reinforcing the use of processing safeguards and the right of data
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subjects to challenge legal outcomes. Paragraph 1 gives the data subject the right “not to be subject
to a decision based solely on automated processing, including profiling, which produces legal effects
concerning him or her or similarly significantly affects him or her.” Yet, 1(a) exempts any decision
“necessary for entering into, or performance of, a contract” and 1(b) exempts cases “authorized by
Union or Member State law...which also lays down suitable measures to safeguard the data subject’s
rights and freedoms and legitimate interests.” Article 21 reinforces these exceptions and permits
Member State derogations in profiling and automated methods used for national security, defence,
public security, “prevention, investigation, detection or prosecution of criminal offenses...or
prevention of threats to public security,” and “monitoring, inspection or regulatory function” relating
to the above.'® These passages retain some of 95/46/EC’s exemptions, but in each case the GDPR
stipulates that Member States must adopt legal safeguards for these cases. When profiling is done
for the performance of a contract or through explicit consent, controllers must implement “suitable
measures” to safeguard the data subject’s rights including the “right to obtain human intervention on
the part of the controller, to express his or her point of view and to contest the decision.”*®> The
main concern seems to center on how profiling affects data subjects when it produces a legal
outcome.'®

Thus, individuals should be notified of profiling techniques and how their data is processed
with automated or semi-automated means. At some point they can object to the processing if it is not
done in line with safeguards, but 4AMLD restricts individuals from challenging the process or the
results of compliance monitoring directly, instead allowing supervisory authorities to determine the
legality of processing by the request of the data subject. It is unclear how authorities would do so or
how anyone would be alerted that they were the subject of a SAR investigation since they are
confidential. Presumably, the only way a data subject would be made aware of the legal outcomes of
an investigation is if they were the subject of some legal action (subpoena, arrest, indictment, etc.).

At each point in the process, the GDPR makes it clear that profiling can be done, but only if
the necessary safeguards have been applied. So what do safeguards look like? The criteria are
broad. Legislation must clarify the purposes of processing, data categories, the scope of restrictions,
safeguards to “prevent abuse or unlawful access or transfer,” “specification of the controller or
categories of controllers,” retention periods, risks to data subject rights, and the right of data subjects
to be informed of these restrictions.*®

Recital 75 lets FIs know that they are responsible for these safeguards, and other measures, in
their profiling and automated operations. A Data Protection Officer (DPO) is mandatory when
“processing is carried out by a controller whose core activities consist of processing operation that

require regular and systematic monitoring of the data subjects, a person with expert knowledge of
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data protection law and practices should assist the controller or processor to monitor internal
compliance with this Regulation.” Article 33(2) requires that firms conduct data impact assessments
on whenever there is “systematic and extensive” evaluations of individuals based on automated
processing that produces legal effects. With systemic monitoring or processing that concerns “data
relating to criminal convictions and offenses” Article 35 requires Fls to employ a DPO, who can be
someone already employed with the company. This is reinforced by Articles 36 and 37 which
outlines a DPQO’s duties within a firm to include monitoring compliance, “awareness and training,”
conducting audits, “provide advice” for impact assessments taking account of the “risks associated
with the processing operations” and serve as the contact for data subjects and supervisory
authorities.'®

AML/CTF’s blanket privacy derogations may be a thing of the past, and if the Profiling
Project’s 2014 findings are any indication, the future of EU Member State safeguards and
enforcement on profiling will be a rocky one. A survey of DPAs revealed that officials saw profiling
in the financial services, including AML/CTF compliance, as the highest threat to an individual’s
fundamental rights and freedoms.’® In 2010, the Council of Europe tried to fill the legal and
definitional gap left by 94/46/EC on profiling and offered recommendations on the aforementioned

safeguards, but few Member States have adopted them.*®’

4.1: RBA & De-Risking

The US and EU have chosen the RBA method because “banks know their businesses best”
and as Fls collect and analyze commercial data on a daily basis they are suited to recognize illicit
activity in the financial system. The RBA method therefore requires that banks process enormous
amounts of data to guide their decision-making during every step of their businesses, which is
supported by profiling and automated processing.

However, there has been significant debate about RBA’s viability to identify ML or TF
offenders to the satisfaction of regulatory authorities.’® First, the subjectivity of compliance and the
ever-evolving methods employed by criminal and terrorist financing force Fls to constantly adjust
their routines causing firms to constantly invest in software solutions and additional employee
training. Second, these conditions have created uncertain foundations for compliance assessment,
which according to many interviewees, have “made it nearly impossible” to meet the expectations of
authorities without courting fines and litigation. Regulators themselves admit that it is difficult to set
standards because of the factors unique to each product line, client, and jurisdiction, and the fluidity

of methods used in the illicit economy and terrorist finance.
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The GDPR’s focus on profiling and computer-aided decision-making holds wide-ranging
implications for RBA that have led to de-risking. De-risking is a consequence of profiling, but it
also arose from the difficulties involved in setting, and executing, RBA regulatory standards. RBA

facilitates creating a profile of an individual or in some cases, a market, %

to inform decision-making
on a host of factors and data points so an FI can decide whether to accept or reject a client. The
intent of RBA to inform the AML/CTF controls that a bank puts in place for a client/potential client
relationship, based on the bank’s risk assessment of the client. According to regulators, banks should
reject or exit a client relationship only in rare instances when a FI believes it cannot adequately
control the AML/CTF risk.

Banks claim that they rarely de-risk due to the actual AML/CTF risk of a client. Instead, de-
risking occurs due to the regulatory pressure, or the cost of “proving” their RBA is effective. While
many compliance professionals agree that de-risking occurs, they stipulate that the degree to which it
happens depends upon the institution’s compliance measures. Some insist that de-risking is used to
manage risk, and banks will accept higher risk customers with higher fees to cover the costs of doing
business rather than deny services.]

The fear of fines and (perhaps more so) reputational damage drives compliance, and de-
risking has affected consumer relationships and services.'®* Fls assure that their risk assessments do
not result in what the FATF calls the “wholesale” removal of individuals or markets from access to
the formal banking system.'®* There is evidence that MFls are cutting off legitimate customers such
as users of virtual currency, marijuana businesses, pawnbrokers, the porn industry, correspondent
banking, cash intensive businesses, non-profit organizations, and weak government, high conflict
areas in across the globe.'*®

Privacy advocates worry that group-wide data sharing may spur de-risking prompting MFIs
to create blacklists.™®* In the US, banks have utilized similar methods to detect fraud*® like the Early
Warning and ChexSystems services that maintain lists of customer’s checking account transgression,
or the FTC’s Sentinel database that tracks fraud cases. These issues have led to dialogs about the
“collateral effects” of de-risking and how to safely embrace these marginalized individuals and
groups in the formal banking system.'®® The GDPR’s fears about the “legal effects” of profiling
apply here. While the US does not have a comprehensive law for financial profiling, several pieces
of legislation do tackle specific areas where the practice results in discriminatory decisions, like
denying credit or employment based on inaccurate data or judging persons based on race, creed,
ethnicity, or gender.

J Some Fls manage risk by being overzealous in their reporting. The practice of filing to prevent regulatory risk is called a
“defensive” SAR which can dilute the value of data delivered to authorities.
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But the negative consequences of de-risking are not limited to the business of banking. As
Fls withdraw from these clients and markets for whatever reasons, they undercut the state’s ability to
gather data and employ Information Statecraft. Services such as money changing, cash-based, gift
cards, used frequently in countries with unstable governments, those experiencing war or conflict,
areas with unbanked and underbanked populations, or high mobile device banking, are difficult to
regulate, carry high risks which incur costs for banks, and can be magnets for illegal activities.
Regulatory risks incentivize banks to disengage from the very areas and populations where
governments seek actionable data to combat ML and TF. When MFIs avoid these markets,

authorities have less chance of garnering actionable intelligence.'®’

5. CONCLUSIONS

Information Statecraft: Data Ownership & Financial Institutions

It would not be a stretch to say that the financial services occupy an indispensable role in the
state’s ability to successfully employ Information Statecraft. However, legal disconnections between
US and EU AML/CTF and privacy laws challenge the ability of multinational financial institutions
to implement consistent policies and procedures across their business and jurisdictions that inhibit a
state’s ability to gather data to track illicit economy and map networks of political violence.

The implementation of data protection in AML/CTF compliance is in its infancy, and there
are deep educational and informational divisions among the privacy and AML/CTF sectors.
Individuals working in the financial services who were versed in both arenas are rare;'®
consultancies and vendors have yet to combine AML/CTF and privacy services for their clients and
typically offer privacy as a supplementary or “on-demand” amenity. Unfortunately, the same
divisions are present on the government legislative and regulatory sides with privacy and AML/CTF
experts crafting laws reflecting their own interests and expertise with consultation, but not enough
cooperation.

Although this research demonstrated obstacles from both the US and EU perspectives, the
Europeans are setting the terms of this relationship. The EU’s inclusion of data protection into the
AML/CTF security atmosphere will require the combined efforts of lawmakers, regulatory
authorities, and the financial services industry to tackle financial data’s legal and operational duality
successfully. Even in 2013, the EDPS understood this dichotomy declaring “...the collection of data
for anti-money laundering purposes takes place at the same time as the collection of data for

commercial purposes.” Throughout this research, financial leaders have asked, “Where do the
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commercial functions of data end and AML/CTF functions begin?” and “Why should | care about
data protection?” In lieu of legal guidance, the responsibilities fall on multinational corporations.

First, privacy suffers from an image problem in AML/CTF compliance. The EDPS and
WP29 have repeatedly stated that privacy should be included in a positive way that is
complementary to AML/CTF operations, not presented as a burdensome regulatory addendum.
Unfortunately, legislation has failed to create formal cooperative mechanisms among AML/CTF and
privacy officials, and one finds the disconnection between the two fields trickles at the corporate and
professional levels.'® Privacy advocates try to appeal to businesses through legal and ethical means,
arguing that the private sector should be concerned about the abuse and misuse of data that threatens
individual freedoms. These are salient issues in a digital society and the law must seek to protect
these rights — human or civil. However, what is often absent from these dialogues is the positive
discussion of privacy’s value to improve AML/CTF compliance and profits. Privacy must appeal to
business, be couched within operations, have a utility to the industry, and function as a valued
commaodity for its clientele.

This is an easier sell than most might think. Data privacy, whether in the US or EU model,
helps businesses in all these aspects. Unfortunately, privacy and compliance professionals rarely
occupy the same spaces to examine their overlap or compare notes. Even so, surveys and reports
sponsored by their respective associations and services show they share the same anxieties about
costs, fines, litigation, and reputational damage, and they discuss them in remarkably similar
language.®®

Both regimes place the burdens of cost upon financial institutions, and expenditures are
rising. KPMG’s annual global survey found that AML/CTF costs have risen between 45-53% over
the past decade, which was supported by an ACAMS/Dow Jones study that projected increased
workloads to incorporate new regulatory requirements in the coming years.”™ An IAPP/EY 2015
report showed privacy budgets rising too with 1/3 of respondents expecting growth for 2016.
Financial privacy professionals reported strong expectations for professional opportunities — 68% in
regulatory compliance and 46% for risk management, but seemed to share AML’s negative view of
privacy’s profit utility; only 22% thought it aided revenue.**

Data privacy is not a supplement to AML/CTF, it is an enhancement. As AML/CTF
regulators push a culture of compliance (through fines and other actions) and focus on individual
responsibility, a good privacy program provides a trail of accountability at every stage of the process.
Like AML/CTF, privacy forces companies to assess, classify, and understand their information flows
and manage them through administrative, organizational, and technical means. These controls go

beyond the IT aspects of information security; they help team members understand where the data is,
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who has access to it, and how it is used, which can increase accuracy and efficiency in AML/CTF
operations and beyond. This ultimately protects individuals and firms, and produces a more accurate
picture of where to draw the line between compliance and commercial data usages, and how they
may be able to neutralize personal data for marketing use.

The fear of regulatory risk and its ability to trigger reputational or brand damage dominates
the narrative. KPMG’s survey found that reputation protection drove compliance investments and
involvement from the highest levels of leadership. IAPP/EY findings reflected these feelings
demonstrating that reputational concerns dominate banking, but at the same time showed that privacy
practices were “less robust” in finance compared to sectors that were “less regulated.” Yet, financial
privacy professionals thought programs aided corporate citizenship (56%) and reduced litigation risk
(53%).%3

Privacy procedures aid regulatory accountability, and they address public attitudes about
privacy that go beyond breaches. Regulators have relied on the stick, rather than the carrot, to bring
the private sector in line with the privacy and AML/CTF arenas, and this has produced an
atmosphere of fear and distrust among officials and the public. Fls fear regulatory scrutiny which
produces media headlines, triggers negative public perceptions, and ultimately results in reputational
damage.?® Public polls consistently rank the financial sector among the least trustworthy industries
for privacy and data security. The general population has little faith in FI abilities to keep their data
safe and frown on the practice of using or selling personal data for corporate profit.”®> Firms worry
about data breaches and negative headlines that hurt their profits, yet they see data privacy as a
special service and ignore public apprehensions about their business models. As the IAPP/EY report
summarized, “Privacy underlies consumer trust and expectations. It draws on professionals’ ethics
and communications skills to identify the fault lines between new technologies and existing social
values.”?%

In short, finance must overcome the view that they are entitled to client data. For an industry
that already suffers from a less than favorable public image, especially in the wake of the 2008
financial crisis, this thinking must change even when that collection is mandated by national security
concerns. EU interviewees were concerned about data use restrictions but accustomed to privacy
requirements, still felt that protecting data was important, and believed that they could work with or
around them. US interviewees were split on the subject, some tended to view data privacy as another
regulatory burden upon their businesses, or a type of trade protection, while others thought they were
already adequately regulated in this regard. Extreme views fail to take into account the shift in the
transatlantic public’s mood regarding corporate compliance in national security issues, the value that

consumers place on their data, and their business relationship expectations. Companies that market
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data privacy, and transparency, as a core service will gain consumer trust and profits no matter where

they operate.

Next Steps & Opportunities: Member State Safeguards & Codes of Conduct

Despite privacy’s image problem, there were members of the financial community who
supported data privacy in AML/CTF. However, both backers and detractors agreed that there is very
little legal or regulatory guidance to help them navigate these obligations. Fls worry that they will be
trying to comply with another set of ill-defined and shifting standards in an AML/CTF compliance
atmosphere that is already difficult to navigate. The legal conflicts with privacy do seem to make it
nearly impossible for the financial services to implement one set of requirements without courting
the ire of another set of regulators. It is therefore little surprise that the banking industry sees
AMLI/CTF privacy requirements as among the most challenging regulatory requirements on the
horizon.

The path forward may already be within 4AMLD and the GDPR through technical and
organizational “safeguards.” 4AMLD gives little guidance to Fls to determine their data protection
duties in the context of its AML obligations, but it obligates Fls to apply these safeguards, although
it does not define them. The GDPR does provide an outline in Article 21, but ultimately leaves the
safeguards’ legal articulations to national law. Thus, Europe’s privacy diversity will continue for
AML/CTF functions since 4AMLD allows national governments to exercise limitations on
AML/CTF data protection, and the GDPR makes Member States responsible for the application of
technical and organizational safeguards that will determine degrees of enforcement.

Still, because of Member States have yet to write safeguard criteria, the next two years are
critical if MFIs wish to contribute to data protection standards that fit their transnational AML/CTF
operations. If the financial services are looking for an invitation to contribute and collaborate, they
have it. The GDPR formally calls for cooperation among industry associations to formulate “codes
of conduct” in Recital 76 and 76a to set the technical and organizational standards outlined in the
Regulation. Article 38 outlines the codes’ provisions, which are broad enough to accommodate
compliance’s risk-based regime, including secure systems and fair and transparent data processing
for legitimate interests. This is a prime opportunity for the industry to contribute to the dialogue and
the Member State safeguards that will impact all aspects of their compliance operations.

This will require frequent government/regulatory and industry interactions. AML/CTF
regulators and DPAs should meet regularly and work with financial institutions. Financial industry

representatives can help set safeguards that ensure compliance with both legal regimes. It is likely
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that cooperation among these groups will be difficult. They are accustomed to cautious consultation,
but rarely engage in collaboration due to an unfortunate atmosphere of distrust.”®” Business leaders
expressed feeling constrained to speak freely among officials. As one explained, “Not every
suggestion we make should be treated with suspicion. There are genuine concerns and experience
we bring to the table that are relevant and should be taken seriously.” There was, however, also
acknowledgement that the industry contributed to this air of distrust owing to its past mistakes. On
the other side, regulators conveyed exasperation at these comments believing that they had done
everything to accommodate industry concerns. Furthermore, mitigating the security-privacy
conundrum will depend on the private sector’s ability to overcome a culture where protecting a
competitive edge can often overshadow the common good.*®

These public-private discussions need to reflect financial data’s transnational nature. The EU
is setting the terms for AML/CTF data protection because the US does not have a comprehensive
privacy regime or require privacy’s inclusion into compliance. However, a European-centered effort
will invariably cause friction with US practices regarding data transfers to authorities, rights of
redress, and American concerns about nondisclosure, and its sensitivities over maintaining SAR and
underlying data confidentiality. Codes of conduct and safeguards should be formulated with
multinational data flows in mind, which would help address the cross-national issues flagged in this
paper.?®® Flexibility is crucial due to the differences in US-EU privacy views, because money
launderers and terrorist organizations change their methods, and because these practices will shift in
accordance with the FI’s risk profile.

Financial Institution Preparations

Until these safeguards are established, financial institutions should already be taking
inventories of what data they have, where it comes from and where it resides (geographically and
technically — cloud or legacy systems, and through vendors), where it flows, who accesses it, and for
what reasons. Furthermore, they should acknowledge that like the legal and regulatory divisions
chronicled in this paper, the same educational and informational stove-piping is prevalent in the
privacy and compliance professions - and within their own corporate structures. While AML/CTF
and privacy professionals recognize the need for more regulatory and industry collaboration in
setting standards of data collection and analysis, these cooperatives are rare, and there are few
individuals who understand them equally or able to communicate across them.

To tear down disciplinary barriers, organizations should; a) create integrated compliance

210

teams with AML/CTF, privacy, and information technology (IT) experts™ within matrix decision-

making environments; or b) create positions specifically tasked with communicating and
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coordinating across these areas of expertise and incentivize privacy, IT, and compliance employees
to seek cross-training and certifications. Professional associations and consultancies should offer
integrative AML/CTF and privacy services to smaller firms so they are cost effective.?*

Either of these methods will build teams that can understand financial data’s commercial and
national security duality and help their organizations identify their regulatory exposures. These
individuals or teams will help Fls produce a map of enterprise-wide risk assessments that take legal,
technical, and operational areas into account for AML/CTF and privacy. And it will make it easier
for firms to apply safeguards because they will have people and systems in place that understand
them.

Finally, governments could encourage an understanding of end user views (FIUs, LEAs,
Intel) and better AML reporting by monetarily incentivizing financial institutions to train their
compliance officers in investigative intelligence techniques (there is a shortage of former LEAs and
intelligence officials who bring that knowledge back to the private sphere). The same incentives
should apply to privacy and IT professionals who are able to provide cross disciplinary
perspectives.?*?

The confidential nature of AML/CTF reporting and investigations will always be in some
ways at odds with privacy. But the financial services, and state officials should view these
uncertainties as opportunities for public-private dialogues to set workable privacy standards within

AML/CTF operations that will benefit financial institutions, states, and individuals.?*?
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6. GLOSSARY

4AMLD
AML
BCR
BO
BSA
CDD
CIP
CTF
DPA
EDD
EDPS
FATF
FCRA
FI
FinCEN
FIU
FTC
GDPR
GLBA
IT
KYC
LEA
MFI
ML
MOU
PEP
PII
RBA
SA
SAR
scc
STR
TF
WP29

4™ Anti-Money Laundering Directive
Anti-Money Laundering

Binding Corporate Rules

Beneficial Owner

Bank Secrecy Act of 1970

Customer Due Diligence

Customer Identification Program
Counter-Terrorism Finance

Data Protection Authority

Enhanced Due Diligence

European Data Protection Supervisor
Financial Action Task Force

Fair Credit Reporting Act of 1970
Financial Institution

Financial Crimes Enforcement Network

Financial Intelligence Unit

Federal Trade Commission
General Data Protection Regulation
Gramme-Leech-Bliley Act of 1999
Information Technology
Know-Your-Customer

Law Enforcement Agency
Multinational Financial Institution
Money Laundering

Memorandum of Understanding
Politically Exposed Person
Personally Identifiable Information
Risk-Based Approach

Supervisory Authority

Suspicious Activities Report
Standard Contractual Clause
Suspicious Transaction Report
Terrorism Financing

Working Party 29
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! For Information Statecraft see Frasher 2012 and 2013b, Frasher and Selmier 2013a, 2013b, and 2016.

2 Kuner 2011 and 2013.
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° See Noonan and Brunsden 2015.
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'8 GDPR Atrticle 30.
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2095/46/EC Article 13; and GDPR Atrticle 21.

! GDPR Atrticle 21 (2).
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“performance of a contract,” and when “legally required on important public interest grounds,” but data subjects must be
informed of the transfer risks to countries without adequacy. Articles 40, 41, and 42, the GDPR necessitates that all
controller and processor third country transfers have “appropriate safeguards, and on condition that enforceable data
subject rights and effective legal remedies.”
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enforcement authorities in third countries with inadequate protections.
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% BCR-Ps were controversial. See WP29 2013c and 2014a.

2 GDPR Atrticle 42.
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“8 Whitman 2004.

2% See Bloustein 1964; Simmel 1968; Reiman 1974; and Schoeman 1992.
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affiliates may be used for marketing.” See 15 U.S.C. § 1681a(d)(2)(A)(iii), 15 U.S. Code § 6802 - Obligations with
respect to disclosures of personal information, and “Affiliate Marketing Rule," prohibits companies that receive
information that would be considered a consumer report if not for § 1681a(d)(2)(A)(iii) from using that information for
marketing unless the consumer is given notice and the opportunity to opt out in 15 U.S.C. § 1681s-3(a)).
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Goede for bringing this to my attention. Sidley Austin LLC (2016) produced an excellent analysis of the Schrems case
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% FATF 2012. FATF Initially set 40 Recommendations to cover AML measures and added 9 after the 9/11 attacks to
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"® See WP29 2015; GDPR Recital 14; and Police Data Protection Directive, COM 2012/0010 2015.

7 Client and customer are used interchangeably (despite their legal differences in US law).
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%0 See 31 CFR § 1020.100, 31 CFR § 1020.315(b) (1-4), CFR § 1020.220. PATRIOT § 326. 31 CFR § 1010.312 requires
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% 4AMLD Article 13.
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1%835ee 31 CFR § 1010.410 on types of records maintained, and 31 CFR § 1010.430 on the retention period. 31 CFR §
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Financial Institutions sign an agreement with the US Internal Revenue Service (IRS) to “avoid a 30% withholding on US
source income payments to the FFI for its own account or the accounts of its customers.” (Protiviti 2014b: 576). EU
interviewees stated that this was a “blatant” overextension of US regulatory reach that burdened their businesses and put
them at risk for data protection violations. One US interviewee said that the EU should “do the same for foreign tax
evaders in the US.”

128 AAMLD Recital 11 and Article 3. Framework Decision 2002/475/JHA; Article 3(1)(a) of the 1988 United Nations
Convention against Illicit Traffic in Narcotic Drugs and Psychotropic Substances; Article 2 of the Europol Convention;
Article 1(1) and Article 2(1) of the Convention on the protection of the European Communities' financial interests.

12 See WP29 2011b, Rec. 15.

130 See Thompson Reuters, Letter to UK Parliament Justice Committee, 2012.

B1 As suggested in EDPS 2013, Rec. 35; and WP29 2011b, Rec. 4.

132 For example, would sharing customer data to affiliates, which is legal unless an individual opts-out in the US (Cranor,
et.al. 2014), violate GDPR views on consent, or 4AMLD rules against using AML/CTF data for commercial purposes?
133 See Egmont Group 2011 that supports this analysis. This paragraph sums responses to the author’s interview question
“What is the importance of enterprise data-sharing to your business and to compliance?” While respondents emphasized
the legal aspects, they also cited cultural and organizational constraints to data-sharing — “It’s a competitive atmosphere.”
Enterprise-wide data sharing should also be part of the Enterprise Risk Management (ERM) conversation within firms. It
was not until recently that privacy controls were mentioned in these discussions. See Workiva, 2015.

B34 4AMLD Atrticle 3. This includes parent and subsidiary relationships as defined in Article 22 Directive 2013/34/EU.
The GDPR addresses data protection for group undertakings in Article 4(16) and Recital 28, “A group of undertakings
should cover a controlling undertaking and its controlled undertakings, whereby the controlling undertaking should be
the undertaking which can exercise a dominant influence over the other undertakings by virtue, for example, of
ownership, financial participation or the rules which govern it or the power to have personal data protection rules
implemented. A central undertaking which controls the processing of personal data in undertakings affiliated to it forms
together with these undertakings an entity which may be treated as “group of undertakings.” Article 35 sets the
requirements for DPOs within an undertaking.

135 Concerns about bank secrecy laws and confidentially among EU firms made officers cautious about sharing SAR
investigations. See European Commission 2009: 11-12.

138 European Commission 2009.

5" BCBS 2014.

138 The financial services are pushing for data and recordkeeping standardization in the industry and in house, to track
clients across their business. One US compliance interviewee noted their firm employed a single numerical identifier for
all clients, which was aimed at maintaining pseudonymity to help solve the data protection problem across the group.
They were not sure how this translated into data protection compliance.

139 A “controlling entity” is a bank holding company, savings and loan holding company, or other company controlling
25% or more of shares of a financial institution. Agreement Corporations are state charted to use funds from national
corporations to conduct international banking. Edge Corporations allow companies engaged in international business,
such as trading and shipping firms, and international airlines, to provide banking services. The Federal Reserve is
responsible for monitoring their activities via Regulation K 12 CFR § 211.5(k). Farlex Financial Dictionary, 2009.

14071 Federal Regulation 13935. FFIEC BSA Examination Manual: 164-168 addresses foreign branches.

141 See FinCEN et. al. 2006. Fls can disclose a SAR to self-regulatory organizations under certain circumstances. See 31
CFR § 1023.320.

12 Defined in FinCEN 2010 as “... affiliate’ of a depository institution means any company under common control with,
or controlled by, that depository institution. ‘‘Under common control’” means that another company (1) directly or
indirectly or acting through one or more other persons owns, controls, or has the power to vote 25 percent or more of any
class of the voting securities of the company and the depository institution; or (2) controls in any manner the election of a
majority of the directors or trustees of the company and the depository institution. ““‘Controlled by’’ means that the
depository institution (1) directly or indirectly has the power to vote 25 percent or more of any class of the voting
securities of the company; or (2) controls in any manner the election of a majority of the directors or trustees of the
company. See, e.g., 12 U.S.C. § 1841(a)(2).”

3 FinCEN 2010.

144 See 31 CFR § 1020.320(e)(ii)(A)(2).

5 TCH 2015: 5; and 75 FR 75593, 75595, 2010.

18 The Clearing House LLC guidance on SAR and underlying data sharing. See TCH 2015.

Y7 This is also supported by 4AMLD’s third party reliance provisions as discussed in Section 3.7. KYC Exchange Net
AG https://www.kyc-exchange.net/; Markit Genpact KYC http://www.kyc.com/; and SWIFT KYC Registry
https://complianceservices.swift.com/kyc-registry

% 4AMLD Atrticle 27.

14 31 CFR § 1010.540

60


https://www.kyc-exchange.net/
http://www.kyc.com/
https://complianceservices.swift.com/kyc-registry

150341 (b) electronic form.

51 FinCEN 314(b) Factsheet and 2009 Factsheet. Emphasis added.

152 Some US Fls have tried to pull their § 314(b) resources into programs like the Early Warning System, whose investors
include Bank of America, JPMorgan Chase, Wells Fargo, BB&T and Capital One. Author’s requests to discuss the
arrangement went unanswered. See Monroe 2012.

153 4AMLD Atrticle 45

'>* GDPR Recital 78 and 83.

155 4AMLD also requires EU and UN sanctions compliance, but is not covered in this study.

0 PATRIOT § 352 outlines the components of an adequate US program.

BTPATRIOT § 312 specifically applies to correspondent accounts and private banking accounts with high-risk countries.
Since private banking accounts require a “minimum aggregate deposit of funds or to her assets not less than $1 million”
PEPs are often involved.

' See Guzman 2015; 12 CFR Part § 211, and FinCEN 2015a.

Douglas 2014; and O’Murchu, Arnold and Chon 2015.

180 See Bosco, Creemers, Ferraris, Guagnin and Koops 2015; Hildebrandt 2009; Clark 199; and Profiling Project:
http://profiling-project.eu

181 Some might label this surveillance or “Dataveillance” - ‘the systematic use of personal data systems in the
investigation or monitoring of the actions or communications of one or more persons.” Clark 1988. For a short
introduction see Boszdérmenyi and Schweighofer 2015, part of the RESPECT Project http://respectproject.eu/. Protiviti
2014b: 414, notes some countries require the use of automated systems such as Switzerland, the Philippines and India.

162 Other considerations involve the efficacy of these systems to produce actionable intelligence to state authorities.
Compliance officers ask, “How much of this is useful?” Despite FATF Recommendations requiring authorities to
communicate and publish statistics on the usefulness of the data they receive, officers frequently complain they have
little idea of the impact their efforts serve or the Return on Investment (ROI) for intelligence.

163 4AMLD also uses “monitoring” referring to supervisory responsibilities. The FATF addresses monitoring in
Recommendations 8 (NPOs), 10 (CDD), 12 (EDD), 13 (Correspondent Banking), 16 (Wire Transfers), 14 (Money
Services), 19 (High-risk States), 20 (STRs), 22 and 23 (DNFBPs), 29 (FUIs), 23 (Cash Couriers), and 36 (International
Instruments).

1% See Protiviti 2014b: 390.

1% \WP29 2011b: 18. See also CoE 2010; and EDPS, 2013.

1% Wolf and Viswanatha 2015 report on JPMC’s backlogged investigations. Not that human judgement is full-proof from
subjectivity either. Protiviti (2014b) provides a list of “red flags” for account openings that are biased against a
customer’s privacy concerns such as “exhibit unusual concern for secrecy” or has a “defensive stance to questions”
(397). The FFIEC BSA Examination Manual, Appendix F: Money Laundering and Terrorist Financing “Red Flags,”
provides a long list of actions and behaviors.

167 See The Wolfsberg Group 2009.

1%8 For an overview of these and other methodologies see Protiviti, 2014a and 2014b: 409-429.

199 See Profiling Project Final Report 2014 for citations on computer learning. Also, Booz, Allen, Hamilton 2015;
Stabile 2015; and Byrne, 2016.

170 See for example, Luca, Kleinberg and Mullainathan 2016; and Pasquale 2015.

171 95/46/EC Recital 15. See also CoE 1981, Article 2 (c).

72 Austria, Bulgaria, Croatia, Estonia, Finland, Germany, Hungary, Ireland, Italy, Lithuania, Luxembourg, Malta,
Romania, Slovakia, Slovenia, Sweden and the UK reported that they have transposed Article 15 into national legislation.
Profiling Project Final Report 2014: 17-18.

13 European Union Agency for Fundamental Rights 2014: 113, footnote 190.

1% See Gonzélez Fuster, De Hert and Gutwirth 2011.

17> profiling Project Final Report 2014: 22-27 for the development of the GDPR’s profiling provisions.

17 GDPR Article 2(1).

7 Supported by GDPR Recital 58.

8 Also in Article 15 (h) [Right of access for the data subject], Article 33 (2a) [Data protection impact assessment],
Article 43(2e) [Transfers by way of binding corporate rules], and Article 66 (1ba) [Tasks of the European Data Protection
Board].

179 Ferraris, Bosco, and D’Angelo 2014: 14-16.

180 sypported by GDPR Recital 59.

181 Article 21 1(b) and (c).

182 Article 20(1b).

183 Recital 55 requires data portability “where the processing of personal data is carried out by automated means” and
allows data subjects to “receive the personal data...which he or she has provided to a controller, in a structure, commonly
used, machine-readable and interoperable format...” that can be transmitted to another controller. Data portability does
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not “apply where processing of the personal data is necessary for compliance with a legal obligation.... carried out in the
public interest.” In this case, portability refers to data used for marketing purposes, which may get some firms into
trouble who may use client data collected for AML/CTF purposes for marketing (see Section 4.10). Recital 57 and
Article 18(2a).

184 Article 21(2).

1% Recital 75, Avrticles 33, 35, 36, and 37.

18 profiling Project Final Report 2014: 41.

187 Council of Europe, 2008a and 2008b. None of the EU Member State DPA surveyed responded affirmatively to
national implementation of Rec. 13 (2010) on profiling. See Profiling Project Final Report, 2014:19. Estonia, Finland,
Germany, Lithuania and the UK reported that their regulation “meet the requirements of the Recommendation” and Italy,
Slovakia, and Swiss DPAs look to it for guidance on profiling cases. The author examined 10 Member State DPA annual
reports dating 2011-2014 (Austria, Belgium, Czech Republic, France, Germany, Ireland, Luxembourg, Malta, Poland,
and the UK) and the EDPS 2014 Annual Report and found no complaints against banks for AML/CTF. The majority of
complaints, and studies, were related to credit or debit practices.

188 Banks are not intelligence gathering organizations, but regulatory requirements force them to invest and act as such.
See Verhage, 2011 for Dutch language sources on the study of corporations as crime fighters. 1 will address the
consequences of the securitization of banking in future Information Statecraft research.

189 See FATF 2015; and Engen 2015.

190 Know-Your-Customer’s-Customer or KYCC, is an industry-created practice (in reaction to regulatory pressures) that
assesses the risk of a customer’s extended relationships, a market, or region, which has resulted from RBA demands. See
Reutzel 2015.

191 See Frasher 2015.

2 EATF 2014a.

193 See The World Bank 2015; Broughton 2015; and Lowery and Ramachandran 2015. Cranor et. al. 2014 shows that
there is already a lot of data-sharing that might be used for these purposes. See chart on p. 11. The 2015 ACAMS/Dow
Jones survey showed that 1/3 of repondents have “exited a full business line or segment” in 2014/2015 and 30% said they
were planning or investigating pulling themselves for other lines in the next year.

194 See European Commission 2009: 58-59. WP29 (2011b: 19-25) referenced this report to highlight the dangers of data
sharing and profiling techniques in multinational corporations.

1% 4AMLD includes fraud in related criminal activities in Recital 14 and Article 3. However, data protection authorities
EDPS and WP29 believe that AML/CTF data should not be used in fraud detection (and vice versa) fearing “mission
creep.” For an overview of industry opinions on fraud see LexisNexis Risk Solutions 2015. The US considers fraud a
predicate crime for ML and TF. It is to the FI’s discretion to have separate fraud and AML/CTF programs, but FinCEN
has supported combining them. Interviewees expressed concern as fraud and identity theft in ML and TF and felt that
they should be combined internally in compliance practices and within the law.

19 See for example de Koker and Jentzsch 2013; and Shehu 2012. Hildebrandt 2010 notes that for EU law profiling
techniques makes it difficult to determine responsibility for damages incurred. See A. Scott 2015; McKendry 2014 and
2015. De Goede 2012a analyzes the avenues of charitable kinship.

197 See De Goede 2012a.

198 protiviti 2015 shows that the industry is looking at these issues, but mostly from a data breach and leakage standpoint.
The survey did not examine AML/CTF.

199 For another corporate view of privacy see Bamberger and Mulligan 2015. Although not focused on AML, it presents
an excellent overview of internal issues in a US-EU comparative perspective.

20 The author attempted to conduct an anonymous online survey of AML/CTF and privacy professionals that focused on
the overlap of their duties, but the response rate was too low to use in this report. Interviewees offered several
explanations: the lack of industry attention to the problem; underdeveloped legal and regulatory atmosphere; and fear of
regulatory backlash even for anonymous responses.

21 ACAMS/Dow Jones did not consider data protection in its results, and the KPMG survey (p. 12) noted that privacy
was part of a host of regulatory inconsistencies that pose difficulties in creating globally consistent AML programs (3.67
difficulty on a 5-point scale).

202 | APP/EY 2015: 84 and 85. AML/CTF compliance view of privacy from author’s own observances and interviews.

23 | APP/EY 2015: 85.

204 | APP and Bloomberg Law 2015.

205 Symantic 2015 and Pew Research Center 2015.

2% | APP /EY 2015: 13.

27 The Privacy Bridge Group (2015) has also recommended this course for general transatlantic privacy policy.

2% The Wolfsherg Group has been working on an AML/CTF and data privacy White Paper since 2014, but wider
participation in standards setting efforts are necessary.
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2 The EU may have set the stage, but as the US has been active in some of these same efforts, although it does not use
EU’s language. One example can be found in FINRA’s 2016 Priorities Letter which emphasized “information leakages,”
“data quality and governance” an examination of algorithms, back office and vendor systems, and monitoring systems.
210 |T translates ides into code, databases, systems, and networks and are in integral part of making integrated compliance
work.

211 The IAPP/EY 2015 Report showed that privacy and finance employees do not often work together, and the majority
of privacy professionals are housed within legal departments where they may not have operational knowledge. The same
report noted that privacy professionals in banking are already involved in audit functions, but it did not indicate if these
were in the AML/CTF arena.

212 ACAMS and ACFCS support several academic institutions that offer this training, and the IAPP engages in similar
relationships, but these need to be expanded and overlap. Thanks to Andy MacKay for his views on operations and
informed intelligence cycles.

213 The next stage of this research will involve an assessment of recommendations and actions from official bodies in the
US and EU. These will be compared with industry efforts with Member State actions to determine an outline best
practices that fits the three pronged approach.
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