
SWIFT Training
Managing SWIFTNet PKI 

Deal effectively with the 
SWIFTNet PKI of your 
institution and expand 
your knowledge in line with 
SWIFT requirements and 
best practices

At SWIFT, we take security very seriously 
– risk management is integral to our 
approach. SWIFTNet PKI is our core security 
infrastructure, designed to enable customers 
to securely access applications and exchange 
information. This course has been designed 
to train staff responsible for managing the 
SWIFTNet PKI of their institution and carry out 
their tasks with full confidence. 

SWIFTNet PKI provides certification 
services to entities, typically end 
users, applications, and SWIFT 

interfaces, enabling them to securely 
authenticate and/or sign traffic. 

Learning objectives 

Perform the role of a 
SWIFTNet security officer 

Implement and maintain 
SWIFTNet PKI 

Use the SWIFTNet Online 
Operations Manager tool to 
manage SWIFTNet users in 
your organisation  

Generate meaningful reports 
to support your day-to-day PKI 
management  

Understand how to contact 
SWIFT in the event of a PKI-
related emergency 
 
Audience 

SWIFTNet security officers  

IT staff  

Security staff 



The course covers the 
following topics: 

 — PKI theory in the SWIFT context

 — Managing SWIFTNet PKI through 
the SWIFTNet Online Operations 
Manager

 — Routing rules, management and 
monitoring

 — Reporting and its administration

 — Offline security through the Secure 
Channel

 — SWIFTNet Security Officer 
Certification Exam (Optional)

The course is delivered by 
professional trainers and subject 
matter experts, using a multi-
channel learning approach. It 
combines practical advice and 
exercises with theoretical modules 
to give you a well-rounded 
understanding of the content.

SWIFT Customer Certification 
Programme
This course is part of the recommended 
training path to become a SWIFT 
Certified Expert - SWIFTNet Security 
Officer.  Please refer to the SWIFT 
certification programme section on 
www.swift.com for more details.

SWIFT is a member-owned cooperative, 
providing secure financial messaging 
services to more than 11,000 organisations, 
across the financial ecosystem, in almost 
every country in the world. For nearly five 
decades we have delivered certainty, 
continuity and excellence by constantly 
evolving in an everchanging landscape. In 
today’s fast moving, increasingly connected 
and challenging world, this approach has 
never been more relevant.
www.swift.com
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Practical information

This course typically takes one day to 
complete. 

https://www.swift.com/node/164836
https://www.swift.com/node/164836
https://www.swift.com/our-solutions/services/training/swift-certification-programme/certification-tracks

