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Preface

Purpose of this document

This Certificate Policy applies to SWIFT Qualified Certificates for Electronic Seals issued by
SWIFT. It indicates the requirements and procedures to be followed, and the responsibilities of
the parties involved, during the lifecycle of the Certificates in accordance with the SWIFT
Qualified Certificates for Electronic Seals — Certification Practice Statement.
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1 INTRODUCTION

A Certificate Policy is a set of rules, requirements, and definitions determining the level of
assurance provided by a determined type of certificate, and its applicability to a particular
community and/or class of applications with common security requirements. Different levels of
assurance may correspond to different Certificate Policies and different types of certificates.
Certificates issued in accordance with a determined Certificate Policy include a Certificate Policy
identifier, a unique number called “Object Identifier” (OID), which can be used by Relying Parties
to determine certificate suitability for a particular application.

SWIFT registers its Certificate Policy Object Identifiers under the root "1.3.21.6".

1.1 Overview

This Certificate Policy applies to Qualified Certificates for Electronic Seals issued by SWIFT, with
the meaning of Qualified Certificates for Electronic Seals as specified in EU Regulation 910/2014
on electronic identification and trust services for electronic transactions in the internal market?*
(the “eIDAS Regulation”). It indicates the requirements and procedures to be followed, and the
responsibilities of the parties involved, during the lifecycle of the certificates in accordance with
the SWIFT Qualified Certificates for Electronic Seals — Certification Practice Statement [1].

Every SWIFT Qualified Certificate for Electronic Seals issued under this Certificate Policy will
carry a Certificate Policy OID corresponding to the assurance level of that certificate as stated in
section 1.2 and to the rules, requirements and definitions applicable as per the present
Certificate Policy.

"SWIFT Qualified Certificates for Electronic Seals" are issued to Subscribers and are for use in
conjunction with specific SWIFT services and products allowing use of such Qualified Certificates
for Electronic Seals as documented in the relevant service documentation.

SWIFT Qualified Certificates for Electronic Seals issued under this Certificate Policy provide
assurance of the identity of the Subscriber as further described in this Certificate Policy.

1.1.1 PKI Hierarchy
SWIFT Qualified Certificates for Electronic Seals are issued by SWIFTNet PKI CA (see section
1.3.1 below).
SWIFTNet PKI CA has a self-signed CA certificate issued to Subject “o=swift”, and is hence
the Root CA and Trust Anchor in the SWIFTNet PKI.
SWIFTNet PKI CA certificate details are outlined in the following table:
1 Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic identification and trust

services for electronic transactions in the internal market and repealing Directive 1999/93/EC. OJ L 257, 28.8.2014, p. 73-114.
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Subject O=SWIFT
Issuer O=SWIFT
Serial 5d 4F 7e 8e
Number

Valid From | Aug 17 17:18:33 2019 GMT

Valid To Aug 17 17:48:33 2037 GMT

Subject 52:A3:01:28:60:D9:95:27:41:E2:10:9E:09:9F:AB:83:D0:F1:96:42
Key

Identifier

Authority 52:A3:01:28:60:D9:95:27:41:E2:10:9E:09:9F-AB:83:D0:F1:96:42
Key
Identifier

Thumbprint | 55:33:0F:AB:C2:67:28:86:D4:D3:D8:2F:18:6D:D0:3F:1C:3B:96:61:D0:9
(SHA256) 9:2E:14:4A:5C:1F:97:01:8F:C8:86

The SWIFTNet PKI CA certificate is available for download here:
https://aia.pki.swift.com/swiftnet_root 2019.cer

Prior to March 2020, SWIFT Qualified Certificates for Electronic Seals were issued by the
SWIFTNet PKI CA certificate valid until June 2022 (hereafter referred to as legacy), which has
been replaced by the current SWIFTNet PKI CA certificate valid until August 2037, following a
root key renewal activity. SWIFT Qualified Certificates for Electronic Seals issued by the legacy
CA certificate will remain valid until their expiry date, at which point they will be available for re-
key by the current SWIFTNet PKI CA certificate, above.

The legacy SWIFTNet PKI CA certificate details are outlined in the following table:

Subject O=SWIFT

Issuer O=SWIFT

Serial Number 3c 09 32 7d

Valid From June 15, 2002 11:51:47 GMT

Valid To June 15, 2022 12:21:47 GMT

Subject Key 3e:30:b3:3b:35:97:57:Ff:11:40:db:1b:45:01:38:2e:15:a7:9e:b2
Identifier

Authority Key 3e:30:b3:3b:35:97:57:FF:f1:40:db:1b:45:01:38:2e:15:a7:9e:b2
Identifier

Thumbprint d9:a2:35:c8:8c:87:5b:17:11:74:d1:07:6b:-59:6a:19:e0:a0:36:3d
(SHA1)

This legacy SWIFTNet PKI CA certificate is available for download here:
https://www?2.swift.com/syndres/certificates/swiftnet root.der

1.2 Document Name and Identification

The present document is the Certificate Policy titled “SWIFT Qualified Certificates for Electronic
Seals — Certificate Policy” and is referred to in this document as the Certificate Policy.
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This Certificate Policy is structured according to the framework defined in IETF RFC 3647
"Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices
Framework".

By including the following unique Object Identifier in its SWIFT Qualified Certificates for
Electronic Seals, SWIFT guarantees conformance with the Certificate Policy requirements as
described in the present document.

Name of Certificate Type Object Identifier

SWIFT Qualified Certificate for Electronic Seals 1.3.21.6.3.10.200.7

This Certificate Policy is based on the QCP-I policy defined in ETSI EN 319411-2 (“certificate
policy for EU qualified certificates issued to legal persons”). The SWIFT Qualified Certificates for
Electronic Seals certificate profile (sections 3.1 and 7.1 below) deviates from the requirements
described in ETSI EN 319412-2 and 319412-3.

Certificates issued under these requirements are designed to support advanced electronic seals
based on a qualified certificate for electronic seals, defined in articles 3 and 36 of the eIDAS
Regulation.

1.3 PKI Participants

1.3.1

1.3.2

1.3.3

In the context of issuing SWIFT Qualified Certificates for Electronic Seals, SWIFT is acting as the
Trust Service Provider. As Trust Service Provider, and subject to other PKI Participants
complying with their respective obligations and responsibilities, SWIFT has final and overall
responsibility for the provision of the SWIFT Qualified Certificates for Electronic Seals offering,
namely the certificate generation services through the SWIFTNet PKI Certification Authority, the
registration services through the SWIFTNet PKI Registration Authority, the Revocation
Management Services, the Revocation Status Information Service (providing certificate validity
status information), and the Dissemination Services. Other PKI participants are the Subject
Device (HSM) Provisioning Services, the Subscribers, and the Relying Parties.

All communications between certification component service providers regarding any phase of
the lifecycle of the certificates are secured with PKI-based encryption and signing or strong
authentication technigues (PKI-based or not) to ensure confidentiality, mutual authentication and
secure logging/auditing.

Certification Authorities

SWIFT operates the SWIFTNet PKI CA, the Certification Authority that issues the SWIFT
Qualified Certificates for Electronic Seals that are ruled by this Certificate Policy.

Registration Authorities

SWIFT operates the SWIFTNet PKI RA, the Registration Authority of the SWIFTNet PKI in the
context of issuing the SWIFT Qualified Certificates for Electronic Seals.

Subscribers

Subscribers of SWIFT Qualified Certificates for Electronic Seals are those organisations that
contract with SWIFT for the issuance of a SWIFT Qualified Certificate for Electronic Seals in their
name. Subscribers are SWIFT users that require a SWIFT Qualified Certificate for Electronic
Seals to generate an advanced electronic seal for their use of specific SWIFT services and
products as documented in the relevant service documentation.

SWIFT itself can be a Subscriber of SWIFT Qualified Certificates for Electronic Seals, to support
the use of specific SWIFT services and products as documented in the relevant service
documentation. To avoid a conflict of interest, SWIFT ensures that the identification and
authentication processes, and certificate lifecycle operational processes, are handled in exactly
the same way for all Subscribers.

Certificate Policy




Introduction

1.3.4 Relying Parties

The Relying Parties are those persons who are relying on a SWIFT Qualified Certificate for
Electronic Seals by verifying the advanced electronic seal of a Subscriber.

1.3.5  Other Participants

SUBJECT DEVICE PROVISIONING SERVICES

The Secure Subject Devices required to contain the private key corresponding to the SWIFT
Qualified Certificate for Electronic Seals (the Hardware Security Module, HSM) are provided to
the Subscribers by SWIFT. The creation of the certificate key pair is performed by and under sole
control of the Subscriber, the private key is generated in the HSM and cannot be exported in
clear text form.

DISSEMINATION AND REPOSITORY SERVICES

SWIFT operates the Dissemination Services (publication of Certification Practice Statement,
Certificate Policy, General Terms and Conditions, CA certificate, and other related, public
documents). These services are available from https://www.swift.com/pkirepository This
interface also provides access to former versions of these documents (Certification Practice
Statement, Certificate Policy, General Terms and Conditions).

Access to CRLs, CA certificates, certificates download, certificates status is provided through the
SWIFT network and related hardware and software configuration required for SWIFT
connectivity. A combined CRL is also publicly available from
https://www?2.swift.com/pkirepository/SWIFTCAL.crl

Dissemination and Repository Services are provided as described in section 2 of the present
Certificate Policy.

REVOCATION MANAGEMENT SERVICES AND REVOCATION STATUS INFORMATION SERVICES

SWIFT is operating the Revocation Management Services and the Revocation Status
Information Services (which provide certificate validity status information) with regards to the
SWIFT Qualified Certificates for Electronic Seals that are ruled by this Certificate Policy.

Revocation of a SWIFT Qualified Certificate for Electronic Seals can be requested by the
Subscriber to which the certificate is issued, as well as by SWIFT as Trust Service Provider, as
ruled by the present Certificate Policy (see section 4.9.1).

1.4 Certificate Usage
1.4.1  Appropriate Certificate Uses

SWIFT QUALIFIED CERTIFICATES FOR ELECTRONIC SEALS
These certificates have a Policy OID 1.3.21.6.3.10.200.7.

"SWIFT Qualified Certificates for Electronic Seals" are issued to Subscribers as defined in
section 1.3.3. The creation of the keys is performed by the Subscriber, the key-size is 2048 bit,
the corresponding private key is generated in, and resides in, an HSM (and cannot be exported
in clear text form), and the validity period is 2 years.

The certificates issued under this Certificate Policy provide assurance of the identity of the
Subscriber, and are for use in conjunction with specific SWIFT services and products allowing
use of such Qualified Certificates for Electronic Seals as documented in the relevant service
documentation.

The permitted usage of a SWIFT Qualified Certificate for Electronic Seals is limited to the support
of advanced electronic seals in connection with the provision and use of specific SWIFT services
and products only. See section 7.1 for more information on the KeyUsage definition of a SWIFT
Qualified Certificate for Electronic Seals.

25 September 2020 9
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1.4.2

The Subscriber is identified through an 1SO 9362 Business Identifier Code (BIC) and the
organizationldentifier described in section 3.1. Both of these identifiers are contained in
the certificate Subject field.

Prohibited Certificate Uses

SWIFT Qualified Certificates for Electronic Seals may not be used for any purpose other than
advanced electronic seals as defined in the eIDAS Regulation and as further set forth in this
Certificate Policy.

When a SWIFT Qualified Certificate for Electronic Seals expires or is revoked, the Subscriber
must no longer use the associated private key after the expiry or revocation date, or have the
private key signed or certified by another trust service provider.

1.5 Policy Administration

151

1.5.2

1.5.3

1.5.4

Organisation Administering the Document

This document is administered by the SWIFTNet PKI Policy Management Authority (PMA), which
consists of different complementary organisational entities and working groups within SWIFT
managing SWIFTNet PKI.

The SWIFTNet PKI PMA has the responsibility for continually and effectively managing
SWIFTNet PKI related risks. This includes a responsibility to periodically re-evaluate risks to
ensure that the controls that have been defined remain appropriate, and a responsibility to
periodically review the controls as implemented, to ensure that they continue to be effective. This
is covered by the Information Security Risk Management framework at SWIFT.

Contact Person

All questions and comments regarding this Certificate Policy should be addressed to the
representative of the SWIFTNet PKI Policy Management Authority:

SWIFT SCRL - IT - Global Security
Avenue Adele 1

1310 La Hulpe

Belgium

Tel: +32 2 655 39 69 - E-mail: swift-pma@swift.com

Person Determining CPS Suitability for the Policy

The SWIFTNet PKI Policy Management Authority (PMA) determines CPS suitability for the
present Certificate Policy. This determination is limited to the SWIFT Qualified Certificates for
Electronic Seals — Certification Practice Statement.

Approval Procedures

The SWIFTNet PKI Policy Management Authority (PMA) approves this Certificate Policy and any
subsequent changes.

The existing SWIFT Change Control mechanism will be used to trace all identified changes to the
content of this Certificate Policy. Minor changes will be clearly labelled, making it possible to
identify which version of this Certificate Policy is applicable to SWIFT Qualified Certificates for
Electronic Seals issued at a given time. Major changes will be documented as such, and will
initiate the creation of a new Certificate Policy OID.

Comments, questions, and change requests to this Certificate Policy should be addressed to the
SWIFTNet PKI Policy Management Authority specified in section 1.5.2 - Contact Person.

10
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1.6 Definitions and Acronyms

Terms

Definitions

Activation Data

Data values, other than private and public keys, that SWIFT requires to initiate
the certification process and to operate the cryptographic modules. Activation
data must be protected. Examples of activation data include PINs, passwords,
and activation secrets.

Certificate A unit of information contained in a file. At a minimum, a certificate lists the
issuer of the certificate and a public key, and indicates the user that holds the
corresponding private key. The certificate is digitally signed by the SWIFTNet
Certification Authority (CA).

Certificate Data values that are required to initiate the certification process, and that link

Generation the certificate registration with the actual certificate issuing.

Activation Secrets

Certificate
Revocation List

A signed list of identifiers of certificates that have been revoked. Abbreviated as
CRL. It is made available by the SWIFTNet PKI CA to Subscribers and Relying
Parties. The CRL is updated after each certificate revocation process. The CRL
contains identifiers of revoked certificates that are past their validity date (that
is, expired).

SWIFTNet PKI provides both partitioned CRLs and a combined CRL.
Partitioned CRLs contain information on a specific subset of revoked SWIFT
Qualified Certificates for Electronic Seals. Each SWIFT Qualified Certificate
indicates in which partitioned CRL its revocation information can be found. The
combined CRL contains information on all revoked SWIFT Qualified Certificates
for Electronic Seals.

HSM

Hardware Security Module. An electronic device offering secure key pair
generation and storage, and implementing cryptographic operations using the
stored key pairs.

Qualified Certificate
for Electronic Seals

A certificate that is issued by a Qualified Trust Service Provider and that meets
the requirements laid down in Annex Il of the eIDAS Regulation.

Relying Party

Person or organisation acting upon a certificate, typically to verify signatures or
electronic seals by the Subscriber or to perform encryption towards the
Subscriber. The Relying Party relies upon the accuracy of the binding between
the Subscriber public key distributed via that certificate and the identity and/or
other attributes of the Subscriber contained in that certificate.

In the context of this Certificate Policy for SWIFT Qualified Certificates for
Electronic Seals, Relying Parties are as further defined in section 1.3.4.

Subscriber Person or organisation contracting with the Certification Authority, for being
issued one or more certificates.
In the context of this Certificate Policy for SWIFT Qualified Certificates for
Electronic Seals, the Subscribers are as further defined in section 1.3.3.

SWIFT S.W.LF.T. SCRL

SWIFTNet An online repository of institutions that are connected to SWIFTNet. The

Directory SWIFTNet Directory also shows the Public Key Infrastructure (PKI) certificates
and Role-Based Access Control (RBAC) roles that the customer's security
officers have issued to the operators, applications, and interfaces.

SWIFTNet PKI A pervasive security infrastructure based on public-key cryptography, which

provides digital signatures and supporting certification services. SWIFTNet
Public Key Infrastructure comprises the SWIFTNet Certification Authority (CA),
the SWIFTNet Registration Authority, and the SWIFTNet Directory. These
authorities provide the customer with online certificate management

25 September 2020
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Terms

Definitions

capabilities.

SWIFTNet PKI CA

The SWIFTNet PKI Certification Authority, operated by SWIFT, creates and
manages certificates for entities that have been registered by the SWIFTNet
PKI Registration Authority.

SWIFTNet PKI RA

A SWIFT body responsible for identifying and authenticating an institution and
its initial users of the SWIFTNet Public Key Infrastructure (SWIFTNet PKI) (for
example, an institution's security officers), and for performing certificate
lifecycle actions (such as validating certificate requests, issuing certificate
generation activation secrets, processing revocation requests).

Acronym Definition

ARL Authority Revocation List

BIC Business Identifier Code

CA Certification Authority

CMP Certificate Management Protocol
CP Certificate Policy

CPS Certification Practice Statement
CRL Certificate Revocation List

DN Distinguished Name

HSM Hardware Security Module

KMA Key Management Application
LSO Local Security Officer

OCSP Online Certificate Status Protocol
OID Object Identifier

PKI Public Key Infrastructure

PMA Policy Management Authority
RA Registration Authority

SIPN SWIFT Secure IP Network

SNL SWIFTNet Link

12
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Publication and Repository Responsibilities

2 PUBLICATION AND REPOSITORY
RESPONSIBILITIES

2.1 Repositories

The SWIFTNet Directory is a centralised X.500 directory of entities that stores the certificates
and Certificate Revocation Lists that the Certification Authority issues. An Authority Revocation
List (ARL) is published in the SWIFTNet Directory. The SWIFTNet Directory identifies an entity
by its Distinguished Name (DN).

The SWIFT Qualified Certificates for Electronic Seals — Certification Practice Statement is
available online on https://www.swift.com/pkirepository This repository shall also contain other
public documents related to the issuance of SWIFT Qualified Certificates for Electronic Seals,
such as the present Certificate Policy, the SWIFT Qualified Certificates for Electronic Seals —
Terms and Conditions [4], and the current and legacy SWIFTNet PKI CA public key certificate.

A combined Certificate Revocation List (CRL), signed by the current SWIFTNet PKI CA
certificate is available from https://www?2.swift.com/pkirepository/SWIFTCAL.crl This CRL
provides revocation status of SWIFT Qualified Certificates for Electronic Seals issued by both the
legacy SWIFTNet PKI CA certificate (see section 1.1.1), and the current SWIFTNet PKI CA
certificate. Relying parties must ensure they have established trust in the current SWIFTNet PKI
CA certificate, available for download from https://aia.pki.swift.com/swiftnet root 2019.cer

Certificates issued prior to March 2020 can retrieve the same combined CRL, signed by the
current SWIFTNet PKI CA from https://www?2.swift.com/pkirepository/SWIFTCA.crl

The CRLs available on https://www2.swift.com/pkirepository/SWIFTCA.crl and
https://www?2.swift.com/pkirepository/SWIFTCAL.crl contain exactly the same information.

2.2 Publication of Certification Information

SWIFTNet PKI CA publishes certificates and Certificate Revocation Lists (CRLS) in the
SWIFTNet Directory. A combined Certificate Revocation List (CRL) is also publicly available on
https://www2.swift.com/pkirepository/SWIFTCAL.crl

Revocation status information of SWIFT Qualified Certificates for Electronic Seals is made
available beyond the validity period of the certificate in the combined CRL.

The certificates and Certificate Revocation Lists are available to security officers through
SWIFTNet Link.

2.3 Time or Frequency of Publication

New CRLs are created either by the re-signing of existing CRLs before the CRL ‘Next Update’
value or immediately after a certificate revocation. The new partitioned CRL(s) are published in
the SWIFTNet Directory and will be available for Relying Parties to download within 7 minutes
after creation. The combined CRL available on
https://www?2.swift.com/pkirepository/SWIFTCA1.crl is published every 24 hours.

Certificates are published in the SWIFTNet Directory immediately after creation. Expired
certificates are removed from the SWIFTNet Directory when a new certificate is issued to the
same Subject Distinguished Name (DN) as described in sections 3.3 and 4.7 on certificate re-
key.
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Updates to the present Certificate Policy, the SWIFT Qualified Certificates for Electronic Seals —
Certification Practice Statement [1], the SWIFT Qualified Certificates for Electronic Seals —
Terms and Conditions [4], and other public documents are published whenever a change occurs,
ensuring a period of minimum fourteen (14) calendar days between the publication date and the
effective date (see section 9.12).

2.4 Access Controls on Repositories

The Subscribers and Relying Parties have Read access to the certificates and CRLs in the
SWIFTNet Directory.

Write access to the certificates and CRLs in the SWIFTNet Directory is restricted to the
SWIFTNet PKI CA.
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3 IDENTIFICATION AND AUTHENTICATION

3.1 Naming

3.2
3.2.1

3.2.2

The SWIFT Qualified Certificates for Electronic Seals are issued to Subscribers as defined in
section 1.3.3. A Subscriber is identified by a Business Identifier Code (BIC), which is a
standardized (1ISO 9362) identifier for financial and non-financial institutions to facilitate
automated processing of telecommunication messages in banking and related financial
transaction environments.

SWIFT Qualified Certificates for Electronic Seals have a Subject Distinguished Name (DN) with
the pattern cn=%<number>,cn=Qualified
Enterprise,organizationldentifier=<organization ldentifier>,0=<BIC>,o0=swift

in which the cn=%<number> part is optional, and <number> is a numeric string with a maximum
length of 8 digits.

The name and element representing the identity of the certificate’s Subject is the 0=<BIC>,
appearing in second level after root o=swift.

The semantics of the organizationldentifier are further detailed in the SWIFT Qualified
Certificates for Electronic Seals — Certification Practice Statement. The optional cn=%<number>
part allows the Subscriber to handle multiple SWIFT Qualified Certificates for Electronic Seals in
its organisation. Name uniqueness is enforced so that a certificate issued to a Subscriber will
never be re-issued to a different Subscriber.

SWIFT Qualified Certificates for Electronic Seals are issued by the SWIFTNet PKI CA, which has
a self-signed CA certificate issued to Subject “o=swift”, and is hence also the Root CA and
Trust Anchor in the SWIFTNet PKI.

SWIFT Qualified Certificates for Electronic Seals include certificate extension “Issuer Alternative
Name” to indicate the name of the Trust Service Provider organisation as stated in the official
records, and the country in which it is established, as “cn=SWIFTNet PKI
CA,organizationldentifier=VATBE-0413330856,0=S.W.1.F.T. SCRL,c=BE”

Initial Identity Validation

Method to Prove Possession of Private Key

The possession of the private key for SWIFT Qualified Certificates for Electronic Seals issued by
the SWIFTNet PKI CA is verified by validating the digital signature during a “proof-of-possession”
PKIX-CMP?2 exchange.

Authentication of Identity

SWIFT QUALIFIED CERTIFICATE FOR ELECTRONIC SEALS — REGISTRATION PROCESS

Prerequisites:

The SWIFTNet PKI CA issues SWIFT Qualified Certificates for Electronic Seals to
Subscribers as defined in section 1.3.3. Therefore, an organisation requesting a SWIFT
Qualified Certificate for Electronic Seals must fulfil the necessary prerequisites to obtain

2 Certificate Management Protocol, RFC 4210
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3.3

SWIFT network connectivity. This includes setting up a hardware and software configuration
that allows connectivity on SWIFTNet, and offers a strong authentication mechanism, strong
confidentiality and integrity protection, and a trusted communication channel for the
Subscriber to communicate with SWIFT.

As part of its configuration, the Subscriber defines at least two “Local Security Officer” (LSO)
accounts that are entitled to manage the Subscriber's SWIFTNet configuration. The
Subscriber can choose to work in a dual authorisation mode, in which a second LSO account
needs to approve the configuration change introduced by a first LSO account.

The LSO accounts are entitled by the Subscriber to manage its Qualified Certificate(s) for
Electronic Seals. The LSO accounts are defined as part of the SWIFT network connectivity
setup. The LSO accounts must belong to the Subscriber organisation. Section 4.1.2
elaborates this process.

The identity validation process includes the verification by SWIFT of the identity of the Subscriber
and involves in-person identity verification of its authorised representative(s). SWIFT will ask the
Subscriber to provide identity information and supporting documents as required to perform the
identification. The identification is based on documents that are applicable in the local country,
such as a valid Certificate of Incorporation, and a valid personal identification document. SWIFT
stores the identification documents and retains this information for the required period as defined
in section 5.5.

If a physical meeting is not feasible, then a remote identity verification is possible provided each
company authorised representative duly signs the required documents using a qualified
certificate stored on a Belgian ID card and e-mails them to SWIFT with the following statement: 'l
certify this is a true and authentic copy of the copied or original document'.

Subscription to SWIFT’s Qualified Certificates for Electronic Seals offering, and identification and
authentication procedures for registration by the SWIFTNet PKI RA are detailed in SWIFT
internal documents (Qualified Certificate for Electronic Seals (QCES) Customer Identification and

Subscription process).

Identification and Authentication for Re-key
Requests

Certificate renewal as defined in PKI standards, that is, issuing a new certificate to an existing
key pair, is not implemented by the SWIFTNet PKI.

Subscribers that need to renew their certificates shall also be required to generate new key pairs
(known as re-key).

Re-key requests are considered to be new certificate requests. Before such new certificates are
issued, the identity of the Subscriber and the authorised representative will be re-verified as
described in section 3.2.2 on Initial Identity Validation. Updated or new identification documents
are added to the customer information file and retained for the required period as defined in
section 5.5.

3.3.1 Identification and Authentication for Routine Re-key
The same process as for Initial Identity Validation is used (section 3.2.2).

3.3.2 Identification and Authentication for Re-key after Revocation
The same process as for Initial Identity Validation is used (section 3.2.2).
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3.4 Identification and Authentication for Revocation
Request

The LSO accounts are entitled by the Subscriber to which they belong to manage its Qualified
Certificate(s) for Electronic Seals, including revocation. The LSO accounts are defined as part of
the SWIFT network connectivity setup.

Requests for revocation of a certificate are authenticated. Identification and authentication
procedures for revocation by the Certification Authority (for reasons discussed in section 4.9.1)
are detailed in SWIFT internal documents.
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4 CERTIFICATE LIFECYCLE OPERATIONAL
REQUIREMENTS

4.1 Certificate Application

4.1.1

4.1.2

Who Can Submit a Certificate Application?

A SWIFT Qualified Certificate for Electronic Seals can be requested by a Subscriber “Local
Security Officer” account. The LSO accounts are mandated by the Subscriber, as discussed in
section 3.2.2.

Enrolment Process and Responsibilities

The LSO account as registered with SWIFT and entitled by the Subscriber to manage its SWIFT
Qualified Certificate(s) for Electronic Seals uses the “Secure Channel” application to
communicate with the RA, and request a SWIFT Qualified Certificates for Electronic Seals.

The Subject DN for a SWIFT Qualified Certificate for Electronic Seals has a fixed structure per
Subscriber, as described in the “Naming” section 3.1 above. The LSO account submits a request
to issue a certificate, that is, to issue “certificate generation activation secrets” to the SWIFTNet
PKI RA using the “Secure Channel” application. As part of preparing the request, the LSO
account defines a download password that is used in a later phase of the process. If the
Subscriber requires dual authorisation, a second LSO account must confirm this request. The
request to issue the “certificate generation activation secrets” must be performed no later than 3
months after the successful completion of the identity validation process (described in section
3.2.2).

The SWIFTNet PKI RA registers the Subject DN in the PKI, defines the certificate parameters,
and configures it to be ready for certification. This results in the generation of “certificate
generation activation secrets”, which are made available to the LSO account for secure
download — using the download password defined previously.

The LSO account subsequently downloads the certificate generation activation secrets. Further
use is described in section 4.3.

The procedures for the enrolment process by the SWIFTNet PKI RA are detailed in SWIFT
internal documents.

4.2 Certificate Application Processing

4.2.1

4.2.2

Performing Identification and Authentication Functions

The Subscriber and its LSO accounts are defined as part of the SWIFT network connectivity
setup, as described in section 3.2.2. The LSO accounts have a secure communication channel
with SWIFT called “Secure Channel”, in which their identity is strongly authenticated.

Approval or Rejection of Certificate Applications

Approval or rejection of applications to a SWIFT Qualified Certificate for Electronic Seals is
communicated to the LSO account via the “Secure Channel” application as described in section
4.1.2.
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4.2.3

Time to Process Certificate Applications

SWIFTNet PKI RA will process the certificate application on Belgian business days. The
notification towards the LSO account that the certificate generation activation secrets are
available is sent within the next 5 Belgian business days.

4.3 Certificate Issuance

As described in section 4.1.2, the LSO account receives certificate generation activation secrets
after having requested a SWIFT Qualified Certificate for Electronic Seals to the SWIFTNet PKI
RA.

As described in section 3.2.2, the Subscriber must have set up a hardware and software
configuration that allows connectivity on SWIFTNet. To obtain a SWIFT Qualified Certificate for
Electronic Seals, the Subscriber must use this SWIFTNet connectivity, in particular the Key
Management Application (KMA) available on the SWIFTNet Link interface.

The KMA generates the public and private key pair on an HSM connected to the SWIFTNet Link.
KMA requires the LSO account to supply the certificate generation activation secrets, and sends
these together with the public key to the SWIFTNet PKI CA. The exchange between the KMA
and the SWIFTNet PKI CA is based on the PKIX-CMP protocol.

The SWIFTNet PKI CA validates the certificate generation activation secrets, and generates the
certificate with the certificate parameters provided by the SWIFTNet PKI RA as described in
section 4.1.2.

The certificate generation activation secrets remain valid for 180 days, but can only be used
once.

4.4 Certificate Acceptance

4.4.1

4.4.2

4.4.3

Conduct Constituting Certificate Acceptance

By using the certificate generation activation secrets in the Key Management Application, the
certificate is automatically generated and accepted.

Publication of the Certificate by the CA
The certificate is published by the SWIFTNet PKI CA to the SWIFTNet Directory.

Notification of Certificate Issuance by the CA to Other
Entities

Not applicable.

4.5 Key Pair and Certificate Usage

45.1

Subscriber Private Key and Certificate Usage

The key pairs associated to SWIFT Qualified Certificates for Electronic Seals are generated and
stored in a Hardware Security Module (HSM) by the Subscriber and under its sole control.

Access to the private key in the HSM is protected with a password, which is chosen by the
Subscriber and which must be compliant to the password policy imposed by the Key
Management Application (see SWIFT Qualified Certificates for Electronic Seals — Certificate
Administration Guide [3]).
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4.5.2

The Subscriber is obligated:

- to cease all use of the private key corresponding to the public key listed in a SWIFT Qualified
Certificate for Electronic Seals upon expiration or revocation of that certificate

- to not have the key pair associated with their SWIFT Qualified Certificate for Electronic Seals
certified by another TSP, or re-use the key pair for any other purpose than stated in the
present Certificate Policy

- to only use the key pair associated with their SWIFT Qualified Certificate for Electronic Seals
in accordance with any limitations notified to the Subscriber.

Relying Party Public Key and Certificate Usage

Relying Parties should not rely on SWIFT Qualified Certificates for Electronic Seals issued in
accordance with the present Certificate Policy, unless they have performed the following actions:

e Successfully perform public key operations as a condition of relying on a SWIFT
Qualified Certificate for Electronic Seals.

e Validate a certificate by using the SWIFTNet PKI CA’s Certificate Revocation Lists
(CRLs) (see also section 4.9.6), and untrust the certificate once it has been revoked or
has expired.

e Take all other precautions with regard to the use of the SWIFT Qualified Certificate for
Electronic Seals as set out in the present Certificate Policy or elsewhere, and rely on a
SWIFT Qualified Certificate for Electronic Seals as may be reasonable under the
circumstances.

e CRLs are signed by the current SWIFTNet PKI CA root certificate (see section 1.1.1).
Relying parties must ensure they have established trust in the current SWIFTNet PKI CA
certificate, available for download here: https://aia.pki.swift.com/swiftnet root 2019.cer

4.6 Certificate Renewal

Certificate renewal as defined in PKI standards, that is, issuing a new certificate to an existing
key pair, is a functionality that is not implemented by the SWIFTNet PKI.

Subscribers who wish to renew their certificates shall also be required to generate new key pairs
(known as re-key).

4.7 Certificate Re-key

4.7.1

4.7.2

Re-Key requests are considered to be new certificate requests. The same process applies as
described in sections 4.1, 4.2, 4.3, and 4.4.

Circumstance for Certificate Re-key

When the private key corresponding to the SWIFT Qualified Certificate for Electronic Seals is
less than 90 days away from expiring ( “Valid To” date, as described in section 7.1), the
Subscriber can submit a request for a new SWIFT Qualified Certificate for Electronic Seals,
which will be validated, and either rejected or accepted and processed by SWIFTNet PKI RA.

Additionally, in case the certificate has been revoked, the Subscriber can submit a request for a
new SWIFT Qualified Certificate for Electronic Seals, which will be validated, and either rejected
or accepted and processed by the SWIFTNet PKI RA. Subscribers will be notified of the
impending expiration of their certificate one month before its expiration.

Who May Request Certification of a New Public Key?

The same process as for initial certificate application is used (section 4.1.1).

20

Certificate Policy


https://aia.pki.swift.com/swiftnet_root_2019.cer

Certificate Lifecycle Operational Requirements

4.7.3

4.7.4

4.7.5

4.7.6

4.7.7

Processing Certificate Re-keying Requests

The same process as for initial certificate application is used (section 4.2). As described in
section 3.3, identity validation is repeated, which takes additional processing time.

Notification of New Certificate Issuance to Subscriber

The same process as for initial certificate issuance is used (section 4.3).

Conduct Constituting Acceptance of a Re-keyed Certificate

The same process as for initial certificate acceptance is used (section 4.4.1).

Publication of the Re-keyed Certificate by the CA

The same process as for initial certificate acceptance is used (section 4.4.2).

Notification of Certificate Issuance by the CA to Other
Entities

The same process as for initial certificate issuance is used (section 4.4.3).

4.8 Certificate Modification

Certificate modification is not implemented by the SWIFTNet PKI.

4.9 Certificate Revocation and Suspension

4.9.1

Circumstances for Revocation

SWIFT revokes SWIFT Qualified Certificates for Electronic Seals if any of the following
circumstances occurs:

e the Subscriber to which the SWIFT Qualified Certificate for Electronic Seals is issued
has duly requested its revocation. For more information about the circumstances in
which the Subscriber has an obligation to request an immediate revocation of a SWIFT
Qualified Certificate for Electronic Seal, see section 9.6;

e SWIFT is informed of or, in SWIFT’s reasonable opinion, any of the following facts or
circumstances occurs:

the registration information was wrong or falsified,;

the information in the certificate is no longer correct;

the confidentiality of the private key was compromised,;

the Subscriber stops existing;

o0 the certificate is no longer compliant with the CP under which it was issued;

e the revocation is required by law or regulation, or pursuant to a binding and enforceable
court order from a court;

e  SWIFT stops its Trust Service Provider activities without handing over to another CA
with similar quality and security levels (see section 4.9.6);

e any of the algorithms, or associated parameters, used by SWIFT or the Subscribers
becomes insufficient for its remaining intended usage;

e if SWIFT's CA private key is compromised and as further set forth in SWIFT’s incident
response plan (see section 5.7);

e in the circumstances set out in section 4.11.

o
(o}
(o}
(o}

The revocation process is irreversible. Once revoked, the certificate cannot be unrevoked.
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4.9.2

4.9.3

4.9.4

4.9.5

4.9.6

4.9.7

4.9.8

4.9.9

Who Can Request Revocation?

An LSO account can request revocation of any certificate issued to the Subscriber it belongs to.

The Subscriber must ensure it appoints a sufficient number of LSO accounts, and designates
new or substitute LSO accounts over time, to ensure at least two LSO accounts are available at
all times.

Procedure for Revocation Request

The LSO account, as registered with SWIFT and entitled by the Subscriber to which it belongs to
manage its SWIFT Qualified Certificate(s) for Electronic Seals, uses the “Secure Channel”
application to communicate with the SWIFTNet PKI RA, and to request a revocation for the
SWIFT Qualified Certificate for Electronic Seals belonging to this Subscriber. The SWIFTNet PKI
RA receives the request and revokes the certificate.

Following the revocation of the certificate, notification of revocation is provided to the LSO via the
Secure Channel application.

In case SWIFT as Trust Service Provider revokes a SWIFT Qualified Certificate for Electronic
Seals other than pursuant to the request of the Subscriber, notification of the revocation is
provided to the LSO(s) of the affected Subscriber in writing (typically, by email).

Revocation Request Grace Period
There is no grace period, revocation is immediate.
Temporary suspension of certificates is not possible.

The revocation process is irreversible. Once revoked, the certificate cannot be unrevoked.

Time within which CA Must Process the Revocation Request

Revocation processing is performed by the SWIFTNet PKI RA, within 2 hours of reception of the
revocation request.

Revocation Checking Requirement for Relying Parties

Relying Parties are required to check revocation status of certificates.

CRL Issuance Frequency

The CRL is issued immediately after a certificate revocation.

If there is no revocation, then the CRLs are refreshed before the CRL ‘Next Update’ value. For
partitioned CRLs, available in SWIFTNet Directory, Next Update = This Update + 25 hours, and
for the combined CRL, available on https://www2.swift.com/pkirepository/SWIFTCAl.crl Next
Update = This Update + 72 hours.

Maximum Latency for CRLs

The new CRL(s) will be added to the SWIFTNet Directory immediately following creation, and will
be available for Relying Parties to download from the SWIFTNet Directory within 7 minutes after
its creation.

The combined CRL available on https://www2.swift.com/pkirepository/SWIFTCAl.crl is
published every 24 hours.

Online Revocation/Status Checking Availability

Revocation status can be checked by consulting the CRL. CRLs are available to the Relying
Parties on the SWIFTNet Directory, and on https://www?2.swift.com/pkirepository/SWIFTCA1.crl
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4.9.10

4.9.11

4.9.12

4.9.13

CRLs are signed by the current SWIFTNet PKI CA root certificate (see section 1.1.1). Relying
parties must ensure they have established trust in the current SWIFTNet PKI CA certificate,
available for download here: https://aia.pki.swift.com/swiftnet root 2019.cer

OCSP is not supported by the SWIFTNet PKI CA.

Online Revocation Checking Requirements

The SWIFTNet Link software is required to access the SWIFTNet Directory for accessing the
CRLs. The combined CRL on https://www?2.swift.com/pkirepository/SWIFTCA1.crl is publicly
available on the Internet.

CRLs are signed by the current SWIFTNet PKI CA root certificate (see section 1.1.1). Relying
parties must ensure they have established trust in the current SWIFTNet PKI CA certificate,
available for download here: https://aia.pki.swift.com/swiftnet root 2019.cer

OCSP is not supported by the SWIFTNet PKI CA.

Other Forms of Revocation Advertisements Available
Not applicable.

Special Requirements regarding Key Compromise
Not specified.

Certificate Suspension
Certificate suspension is not implemented by the SWIFTNet PKI.

4.10 Certificate Status Services

4.10.1

4.10.2

Operational Characteristics

The Relying Parties are those persons who are acting on a SWIFT Qualified Certificate for
Electronic Seals to verify the advanced electronic seal of a Subscriber.

Relying Parties that are SWIFT users can (re-)use their existing SWIFTNet connectivity to
access the SWIFTNet Directory (see section 3.2.2). The SWIFTNet Link software is a mandatory
component of this configuration, and is used to access the SWIFTNet Directory for accessing the
CRLs.

Relying Parties that are not SWIFT users can access the combined CRL through the Internet on
https://www?2.swift.com/pkirepository/SWIFTCA1.crl

CRLs are signed by the current SWIFTNet PKI CA root certificate (see section 1.1.1). Relying
parties must ensure they have established trust in the current SWIFTNet PKI CA certificate,
available for download here: https://aia.pki.swift.com/swiftnet root 2019.cer

Service Availability

Resilience of the SWIFTNet systems is based on recovery scenarios that include fast service
restoration if a disaster affects a SWIFT operating centre. The SWIFTNet systems are run at
multiple operating centres located on geographically distributed locations. SWIFT has designed
the operating centre environments to eliminate single points of failure. Each operating centre is
designed to carry the whole of SWIFT's normal business with full local redundancy available.
SWIFT has designed all network connections between the operating centres to have at least two
separate routes that can carry the full traffic load.
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SWIFT organises planned maintenance, and business continuity testing, which occur during
maintenance periods. These maintenance windows and test windows begin on Saturday at 16:00
GMT. During the maintenance windows, SWIFTNet PKI is subject to possible interruptions.

The levels of service that this Certificate Policy specifies assume normal operating conditions.
These include resilient operations during most single-component failure scenarios within the
active and standby SWIFT operating centres. The SWIFTNet design is resilient, and can handle
many anomalous events without impact to customer activities. However, under certain, very
unlikely, disaster scenarios, SWIFT may be unable to meet these levels of service. The potential
for data loss also exists in a few of these rare circumstances.

The availability of the repository that includes the combined CRL is designed to exceed 99.8% of
SWIFTNet business hours - defined as 24 hours per day, seven days per week, excluding
planned maintenance periods as indicated on www.swift.com

4.11 End of Subscription

The Subscriber has the right to terminate its subscription to SWIFT’s Qualified Certificates for
Electronic Seals offering in accordance with the relevant provisions of the SWIFT Qualified
Certificates for Electronic Seals — Terms and Conditions.

If the Subscriber loses its status of SWIFT user, service bureau, SWIFT registered provider,
L2BA application provider or other registered customer (as the case may be) for any reason,
then its subscription to SWIFT’'s Qualified Certificates for Electronic Seals offering automatically
and immediately terminates without prior notice and without prior court intervention.

Termination of the Subscriber's subscription to SWIFT's Qualified Certificates for Electronic
Seals offering for any reason will automatically cause the revocation of all its SWIFT Qualified
Certificates for Electronic Seals.

4.12 Key Escrow and Recovery

Key escrow is not implemented for SWIFT Qualified Certificates for Electronic Seals.
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5 FACILITY, MANAGEMENT, AND
OPERATIONAL CONTROLS

5.1 Physical Controls

Physical security controls are compliant with the SWIFT physical security policy, and are defined
in the SWIFT Qualified Certificates for Electronic Seals — Certification Practice Statement [1],
according to the following themes:

Site location and construction
Physical access

Power and air conditioning
Water exposure

Fire prevention and protection
Media storage

Waste disposal

Off-site backup

5.2 Procedural Controls

Procedural security controls around the SWIFTNet PKI CA are defined in the SWIFT Qualified
Certificates for Electronic Seals — Certification Practice Statement [1] and related documentation.
The following themes are included:

Trusted roles

Number of persons required per task
Identification and authentication for each role
Roles requiring separation of duties

5.3 Personnel Controls

Personnel security controls are compliant with the SWIFT HR Security policy, and are defined in
the SWIFT Qualified Certificates for Electronic Seals — Certification Practice Statement [1]. The
following themes are included:

Qualifications, experience, and clearance requirements
Background check procedures

Training requirements

Retraining frequency and requirements

Job rotation frequency and sequence

Sanctions for unauthorised actions

Independent contractor requirements

Documentation supplied to personnel
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5.4 Audit Logging Procedures

Audit logging procedures are defined in the SWIFT Qualified Certificates for Electronic Seals —
Certification Practice Statement [1], according to the following themes:

e  Types of events recorded

. Frequency of processing log
. Retention period for audit log
. Protection of audit log

e  Audit log backup procedures

5.5 Records Archival

Records related to certificate issuance for SWIFT Qualified Certificates for Electronic Seals are
archived for 12 years as from the expiry or revocation date of the certificate (whichever occurs
first). Records related to changes to the status of certificates are archived for 24 years as from
the certificate’s expiry or revocation date (whichever occurs first). After this 12 year or, as the
case may be, 24 year retention period, SWIFT deletes these records as per a regular
housekeeping process except that related technical logs may be preserved for a longer period of
time if their deletion could, in SWIFT’s reasonable opinion, affect the integrity of other information
or data related to records within the applicable retention period.

Archive copies of certificates and CRLs will be retained and protected in electronic form for at
least 24 years as from the certificate’s expiry or revocation date (whichever occurs first) and,
thereafter, for an indefinite term. These certificates and CRLs don’t contain personal data.

For more information about records retention, see the SWIFT Qualified Certificates for Electronic
Seals — Certification Practice Statement [1].

5.6 Key Changeover

Not applicable. SWIFT Qualified Certificates for Electronic Seals will be issued with a validity
time within the validity time of the CA root certificate.

5.7 Compromise and Disaster Recovery

SWIFT maintains incident and crisis management procedures, and full Business Continuity
Management processes. SWIFTNet PKI and revocation status information services are a part of
these processes, and details are described in SWIFT internal documents.

SWIFT Qualified Certificates for Electronic Seals revocation status information will remain
available in the repositories documented in section 2. In case the Business Continuity
Management process requires this to be changed, this shall be documented in an updated
version of the present Certificate Policy published on https://www.swift.com/pkirepository

5.8 CA or RA Termination

In case SWIFT decides to terminate its Qualified Certificate for Electronic Seals offering, the
following procedures will be executed, in accordance with the SWIFTNet PKI Qualified
Certificates for Electronic Seals — Termination Plan:

e  When possible, transfer the Qualified Certificate for Electronic Seals service activities to a
Trust Service Provider that can offer the same service levels as SWIFT.
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Inform Subscribers, Relying Parties, and the supervisory body within a reasonable time.

Revoke all SWIFT Qualified Certificates for Electronic Seals 2 months after having notified
the Subscribers.

Maintain an archive of all events, certificates, certificate status information, for as long as
required, and inform the Subscribers of the measures taken in this regard.

Decommission specific facilities and configuration for the SWIFTNet PKI CA to issue SWIFT
Qualified Certificates for Electronic Seals.

In case SWIFT is required to terminate its Qualified Certificate for Electronic Seals offering
for reasons outside its control, it will inform the supervisory body immediately, revoke all
SWIFT Qualified Certificates for Electronic Seals, and inform the Subscribers how it will
maintain an archive of all events, certificates, certificate status information, for as long as
required.

SWIFT Qualified Certificates for Electronic Seals revocation status information will remain
available in the repositories documented in section 2 for a minimum period of 6 months.
Transfer of the required archived information to a third party under contract with SWIFT
shall be documented in an updated version of the present Certificate Policy published on
https://www.swift.com/pkirepository as part of the termination notification plan (ref.
SWIFTNet PKI Qualified Certificates for Electronic Seals — Termination Plan).
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6 TECHNICAL SECURITY CONTROLS

6.1 Key Pair Generation and Installation

6.1.1

6.1.2

6.1.3

6.1.4

6.1.5

6.1.6

6.1.7

6.2

Key Pair Generation

CA key pair generation is described in the SWIFT Qualified Certificates for Electronic Seals —
Certification Practice Statement [1], and is strictly organised and audited through PKI
ceremonies.

Subscriber key pairs are generated inside an HSM, controlled by the KMA application.

Private Key Delivery to Subscriber

Not applicable: the private key is generated inside the HSM and is not exportable in clear text
form.

Public Key Delivery to Certificate Issuer

The public key to be certified is sent in a KMA application request to the SWIFTNet PKI CA,
inside a secure SWIFTNet session set up between Subscriber and SWIFT.

CA Public Key Delivery to Relying Parties

The current and legacy SWIFTNet PKI CA public keys are obtained automatically by the KMA
(see section 1.1.1) application from the SWIFTNet PKI CA, inside a secure SWIFTNet session
set up between Subscriber and SWIFT. Additionally, the SWIFTNet PKI CA public key
certificates are available online on https://www.swift.com/pkirepository

Key Sizes

The key size of the SWIFTNet PKI CA key pair is 4096-bit RSA.

The key size of all entity certificates is 2048-bit RSA.

The key size of the legacy SWIFTNet PKI CA key pair is 2048-bit RSA (see section 1.1.1).

Public Key Parameter Generation and Quality Checking

All public key parameters are set by the SWIFTNet PKI RA. SWIFTNet PKI RA deploys
procedures that implement quality control.

Key Usage Purposes (as per X.509 v3 Key Usage Field)

Refer to section 7.1.

Private Key Protection and Cryptographic Module
Engineering Controls

6.2.1 Cryptographic Module Standards and Controls
The CA private key is generated and stored on a FIPS 140-2 level 3 HSM.
Subscriber private keys are generated and stored on an HSM that complies with minimally FIPS
140-2 level 2, provided by SWIFT (see section 1.3.5).
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Technical Security Controls

6.2.2

6.2.3

6.2.4

6.2.5

6.2.6

6.2.7

6.2.8

6.2.9

6.2.10

6.2.11

Private Key (n out of m) Multi-person Control

CA private key procedures are put in place to enforce that at least three representatives from
different organisational units within SWIFT are required to perform security-critical functions.

Subscriber HSMs of the type “LAN HSM” shall offer functionality that can be used by the
Subscriber to implement Private Key Multi-person Control.

Private Key Escrow

No private key escrow functionality is implemented.

Private Key Back-up

There are no functions that allow the private key to be exported from the HSM, either in its
entirety or in parts, in clear text form.

Private Key Archival

Subscriber private signature or authentication keys shall not be archived.

Private Key Transfer into or from a Cryptographic Module

For the CA private key, there is a special function that allows the HSM, including all keys and
other data that is stored therein, to be securely "cloned". This is one of the security-critical
functions noted in section 6.2.2 (and controlled as such).

For Subscriber HSMs, functionality shall not be available to allow private key transfer into or from
a cryptographic module without assurance on access control, confidentiality, and traceability.

Private Key Storage on Cryptographic Module

The SWIFTNet PKI CA private signing key is stored in local HSMs that meet the FIPS 140-2
level 3 standard.

Subscriber private keys are generated and stored on an HSM that complies with minimally FIPS
140-2 level 2, provided by SWIFT (see section 1.3.5).

Method of Activating Private Key

Authentication is required for activation of any SWIFTNet private key.

Method of Deactivating Private Key
Not specified.

Method of Destroying Private Key

There is a special function that allows the secure destruction of the information inside the HSM,
including all keys and other data that is stored therein.

For the CA private key, this is one of the security-critical functions noted in section 6.2.2 (and
controlled as such). All copies of the CA private signing keys shall be destroyed at the end of
their life cycle.

Subscriber private keys are destroyed when the corresponding account is deleted.

Cryptographic Module Rating
The SWIFTNet PKI CA uses an HSM that is compliant with FIPS 140-2 level 3.
Subscribers use HSMs that comply with minimally FIPS 140-2 level 2.
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6.3 Other Aspects of Key Pair Management
6.3.1 Public Key Archival

Not specified.

6.3.2 Certificate Operational Periods and Key Pair Usage Periods

Refer to section 7.1.

6.4 Activation Data

Activation data for the CA private key is handled as described in section 6.2.2.

Activation data for SWIFT Qualified Certificates for Electronic Seals are handled according to
SWIFTNet security practices.

6.5 Computer Security Controls

Computer security controls are compliant with the SWIFT security policies. Additional details are
included in the SWIFT Qualified Certificates for Electronic Seals — Certification Practice
Statement [1].

6.6 Lifecycle Technical Controls

Lifecycle technical security controls are compliant with the SWIFT security policies. Additional
details are included in the SWIFT Qualified Certificates for Electronic Seals — Certification
Practice Statement [1].

6.7 Network Security Controls

Network security controls are compliant to the SWIFT security policies.

6.8 Time-stamping

Not specified.
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/ CERTIFICATE, CRL, AND OCSP PROFILES

7.1 Certificate Profile

Remark: The following fields of the certificate format X.509 version 3 are not used in the
SWIFTNet PKI:

e Issuer unique identifier
e  Subject unigue identifier

Field

Value

Detailed value (or Example)

Description/Comme
nts

Version

v3

2

Corresponds to
x509 v3

Serial
Number

45 a6 b6 32

Serial number of
certificate in CA

A unique certificate
serial number within
the SWIFTNet PKI
CA security domains,
generated by the
SWIFTNet PKI CA
when a new
certificate is created

Signature
algorithm

sha256WithRSAEncryption

1.2.840.113549.1.1.11

Identifier for the
algorithm used by the
SWIFTNet PKI CA to
sign the certificate

Issuer

o=swift

The full distinguished
name of the
SWIFTNet PKI CA
issuing the certificate

Valid from

Sep 25 15:57:58 2019 GMT

Valid to

Sep 25 16:27:58 2021 GMT

Certificate validity
period:

maximum 2 years for
SWIFT Qualified
Certificates for
Electronic Seals.

The “Valid to” date is
set by SWIFTNet PKI
RA as 2 years after
the date of defining
the certificate
parameters (see
section 4.1.2).

The “Valid from” date
is set by the
SWIFTNet PKI CA as
the date of certificate
generation (see
section 4.3). The
certificate generation
takes place maximum
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Description/Comme

Field Value Detailed value (or Example) nts

180 days after the
certificate generation
activation secrets are
issued.

Subject cn=%<number>,cn=Qualified cn=%001,cn=Qualified <number>is a
Enterprise,organizationldent |Enterprise,organizationlde |numeric string with a
ifier=<organization ntifier=VATBE- maximum length of 8
identifier>,0=<BIC>,0=swift 0413330856, 0=SWHQBEBQ,0=sw | digits (each with
or ift value O to 9).

. o The cn=%<number>
cn=Qualified . cn=Qualified o part is optional.
Enterprise,organizationldent |Enterprise,organizationlde S
ifier=<organization ntifier=VATBE- <BIC>is an identifier
identifier>,0=<BIC>,0=swift |0413330856,0=SWHQBEBQ,o=sw |fOr the certificate

ift Subscriber identity,
the 1ISO-9362
Business ldentifier
Code
<organizationlde
ntifier>is
described in section
3.1.

Public key |RSA public key, 2048 bit
Modulus = 2048 bit, Public Exponent
= 65537

Extensions | See table below

Remark: The following extensions are not used in the SWIFTNet PKI:

e Policy Constraints

e Policy Qualifiers. SWIFT Qualified Certificates for Electronic Seals don’t contain a URI
(Uniform Resource Identifier) to the Certification Practice Statement document, or a

UserNotice.

Detailed
value (or Description/
Extension name Extension OID Value Example) Critical | Comments
KeyUsage 2.5.29.15 Digital signature, True
Non-
Repudiation
IssuerAltName 2.5.29.18 cn=SWIFTNet False Indicates the name of
PKI1 the organisation as
CA,organizat stated in the official
ionldentifie records, and the
r=VATBE- country in which it is
0413330856 ,0 established.
=S.W.I1.F.T.
SCRL, c=BE
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7.65.0

Detailed
value (or Description/
Extension name Extension OID Value Example) Critical | Comments
SubjectDirectory | 2.5.29.9 False Pointer to the
Attributes attribute certificate
describing the
password policies
defined on the CA.
CertificatePolic | 2.5.29.32 1.3.21.6.3.10.20 False SWIFT Qualified
ies 0.7 Certificate for
Electronic Seals.
gcStatements 1.3.6.1.5.5.7.1.3 | id-etsi-qcs 1 and | 0.4.0.1862.1.1 | False ETSI EN 319412-5
id-etsi-qcs- and
QcType 2 0.4.0.1862.1.6.
2
CRLDistributionP | 2.5.29.31 DirName= cn=CRL167,0 | False Distinguished Name
oints /0=SWIFT/cn= | =swift (DN) where the
CRLnnNn URL=https:/ revocation
URL=https:// | /ww2.swift information about the
ww2.swift.c | .com/pkirep certificate will be
om/pkireposi | ository/Swli published in the
tory/SWIFTCA | FTCAl.crl SWIFTNet Directory.
l.crl The combined CRL is
additionally available
on
https://www?2.swift.co
m/pkirepository/SWIF
TCAl.crl
PrivateKeyUsage 2.5.29.16 NotBefore, False Private key is valid for
Period NotAfter have 100% of the
same values as corresponding
“Valid from” and certificate lifetime.
“Valid to”
AuthorityKeylden | 2.5.29.35 160-bit key False Helps identify the
tifier identifier correct CA public key.
Itis typically a SHA1
digest of the CA
public key.
SubjectKeyldenti | 2.5.29.14 160-bit key False Helps identify the
fier identifier correct subject public
key. It is typically a
SHAL1 digest of the
public key.
BasicConstraints | 2.5.29.19 CA=False False Indicates whether
PathLengthCo Subject is a CA or
nstraint=Non not. Indicates whether
e relying parties should
limit the number of
certificates in a trust
path.
EntrustVersinfo 1.2.840.113533. V8.2 False Indicates Entrust

version.
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Detailed

value (or Description/
Extension name Extension OID Value Example) Critical | Comments
Authoritylnforma | 1.3.6.1.5.5.7.1.1 | https://aia. False Provides the location
tionAccess pki.swift.co at which the issuing

m/swiftnet_r
oot_2019.cer

CA certificate can be
obtained.

SWIFT Qualified Certificates for Electronic Seals issued prior to March 2020 have the following

extensions:
Extension Extension OID Value Detailed Critical | Description/ Indicates
name value (or Comments legacy
Example) extension
(see above
table for
current)
KeyUsage 2.5.29.15 Digital signature, True
Non-Repudiation
IssuerAltN | 2.5.29.18 cn=SWIFTNet False Indicates the
ame PK1 name of the
CA,organizati organisation
onldentifier= as stated in
VATBE- the official
0413330856, 0= records, and
S.W.I.F.T. the country in
SCRL,c=BE which it is
established.
SubjectDir | 2,5.29.9 False Pointer to the
ectoryAttr attribute
ibutes certificate
describing the
password
policies
defined on the
CA.
Certificat | 2,5.29.32 1.3.21.6.3.10.200. False SWIFT
ePolicies 7 Qualified
Certificate for
Electronic
Seals.
gcStatemen | 1.3.6.1.5.5.7.1.3 id-etsi-qcs 1 and 0.4.0.1862.1. | False ETSI EN
ts id-etsi-gcs- 1 and 319412-5
QcType 2 0.4.0.1862.1.
6.2
CRLDistrib | 2.5.29.31 DirName= cn=CRL167 | False Distinguished | Legacy
utionPoint /0=SWIFT/cn=C | ,o=swift Name (DN) Extension
s RLNNn URL=https where the
URL=https://w | ://ww2.s revocation
ww2.swift.com | wift.com/ information
/pkirepositor | pkireposi about the
y/SWIFTCA.crl | tory/SWIF certificate will
TCA.crl be published
in the
SWIFTNet
Directory.
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The combined
CRL is
additionally
available on
swift.com/pkir

epository/SWI
FTCA.crl

PrivateKey
Usage
Period

2.5.29.16

NotBefore,
NotAfter have
same values as
“Valid from” and
“Valid to”

False

Private key is
valid for 100%
of the
corresponding
certificate
lifetime.

AuthorityK
eyldentifi
er

2.5.29.35

160-hit key
identifier

3e:30:bh3:3h:
35:97:57:ff:f1
:40:db:1b:45:
01:38:2e:15:
a7:9e:b2

False

Helps identify
the correct
CA public
key. Itis
typically a
SHAL digest
of the CA
public key.

Legacy
Extension

SubjectKey
ldentifier

2.5.29.14

160-bit key
identifier

False

Helps identify
the correct
subject public
key. Itis
typically a
SHA1 digest
of the public
key.

BasicConst
raints

2.5.29.19

CA=False

PathLengthCon
straint=None

False

Indicates
whether
Subject is a
CA or not.
Indicates
whether
relying parties
should limit
the number of
certificates in
a trust path.

EntrustVer
sinfo

1.2.840.113533.7
.65.0

V8.1

False

Indicates
Entrust
version.

Legacy
Extension

Authorityl
nformation
Access

1.3.6.1.557.1.1

https://www2 .
swift.com/syn
dres/certific
ates/swiftnet
_root.der

False

Provides the
location at
which the
issuing CA
certificate can
be obtained.

Legacy
Extension

7.2 CRL Profile

7.2.1

Partitioned CRL

The following fields of the X.509 version 2 CRL format are used in the SWIFTNet PKI.
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Field Value Detailed value (or Example) |Description/Comments

Version v2 1 Corresponds to x509 v2
CRL profile.

Signature sha256WithRSAEncryption|1.2.840.113549.1.1.11 Identifier for the algorithm

algorithm used by the SWIFTNet PKI
CA to sign the CRL.

Issuer o=swift The full distinguished name

of the SWIFTNet PKI CA
issuing the CRL.

Last (This)
Update

May 11 15:57:58 2019
GMT

Issue date of this CRL.

Next Update

May 12 16:57:58 2019
GMT

Next CRL update will be
issued no later than the
indicated date.

Revoked If present, it is a non-empty

Certificates list of revoked certificates.
Each element in the list is
also known as a CRL-entry.

Serial Number 4B 04 53 AF Certificate serial number.

Revocation Mar 22 17:59:09 2019 Revocation date and time.

Date GMT

Extensions See table below

CRLs issued by the SWIFTNet PKI CA are X.509 version 2 CRLs.

A number of X.509 version 2 CRL and CRL entry extensions are used in the SWIFTNet PKI.
These are outlined below. The X.509 version 2 CRL and CRL entry extensions that are never
present in CRLs issued by the SWIFTNet PKI CA, are also outlined below.

The following CRL and CRL entry extensions are used in this PKI.

Detailed value (or

Description/

CRL Extension name Value Example) Critical Comments

IssuingDistributio cn=CRL624,0=SWIFT | True Identifies the CRL

n Point distribution point.

CRL Number False Monotonically increasing
sequence number for a
given CRL scope and CRL
issuer.

AuthorityKeyldenti 160-bit key False Identifies the public key

fier identifier corresponding to the private

key used to sign the CRL. It
is typically a SHA1 digest of
the public key.

The current SWIFTNet PKI
CA key is used to sign the
partitioned CRLs (see
section 1.1.1).

name

Issuer alternative

Not used.

36

Certificate Policy




Certificate, CRL, and OCSP Profiles

Detailed value (or

Description/

CRL Extension name Value Example) Critical Comments

Delta CRL Not used.

indicator

Delta CRL Not used.

Distribution Point

(Freshest CRL)

CRL Entry Extension Detailed value (or Description/

name Value Example) Critical Comments

CRL Reason Code For example Key False Reason for the certificate
Compromise revocation.

Invalidity Date Mar 22 17:59:09 False The date on which it is
2019 GMT known or suspected that

the private key was
compromised or that the
certificate otherwise
became invalid.

For SWIFTNet PKI, this is
identical to the Revocation
date and time.

Hold instruction Not used.
code
Certificate issuer Not used.

71.2.2

Combined CRL

The following fields of the X.509 version 2 CRL format are used in the SWIFTNet PKI.

Field Value Detailed value (or Example) Description/Comments

Version v2 1 Corresponds to x509 v2
CRL profile.

Signature sha256WithRSAEncryption|1.2.840.113549.1.1.11 Identifier for the algorithm

algorithm used by the SWIFTNet PKI
CA to sign the CRL.

Issuer o=swift The full distinguished name

of the SWIFTNet PKI CA
issuing the CRL.

Last (This)
Update

May 11 15:57:58 2019 GMT

Issue date of this CRL.

Next Update

May 14 15:57:58 2019 GMT

Next CRL update will be
issued no later than the
indicated date.

Revoked
Certificates

If present, it is a non-empty
list of revoked certificates.
Each element in the list is
also known as a CRL-entry.

Serial Number

4B 04 53 AF

Certificate serial number.

Revocation
Date

Mar 22 17:59:09 2019 GMT

Revocation date and time.
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Field Value

Detailed value (or Example)

Description/Comments

Extensions

See table below

CRLs issued by the SWIFTNet PKI CA are X.509 version 2 CRLs.

A number of X.509 version 2 CRL and CRL entry extensions are used in the SWIFTNet PKI.
These are outlined below. The X.509 version 2 CRL and CRL entry extensions that are never
present in CRLs issued by the SWIFTNet PKI CA, are also outlined below.

The following CRL and CRL entry extensions are used in this PKI.

Detailed value

Description/

CRL Extension name Value (or Example) Critical Comments
CRL Number False Monotonically increasing sequence
number for a given CRL scope and
CRL issuer.
AuthorityKeyldentifier | 160-bit key False Identifies the public key
identifier corresponding to the private key
used to sign the CRL. It is typically
a SHAL1 digest of the public key.
The current SWIFTNet PKI CA key
is used to sign the partitioned
CRLs (see_section 1.1.1).
IssuingDistribution Not used.
Point
Issuer alternative Not used.
name
Delta CRL indicator Not used.
Delta CRL Distribution Not used.
Point (Freshest CRL)
ExpiredCertsOnCrl 201608010 | 1 August 2016 False The date on which the CRL starts
00000z to keep revocation status
(Extension OID 2.5.29.60) information for expired certificates.
Detailed value Description/
CRL Entry Extension name Value (or Example) Critical Comments
CRL Reason Code For example False Reason for the certificate
Key revocation.
Compromise
Invalidity Date Mar 22 False The date on which it is known or
17:59:09 suspected that the private key was
2019 GMT compromised or that the certificate

otherwise became invalid.

For SWIFTNet PKI, this is identical
to the Revocation date and time.

Hold instruction code

Not used.

Certificate issuer

Not used.
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7.3 OCSP Profile

Not applicable.
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8 COMPLIANCE AUDIT AND OTHER

ASSESSMENTS

Complementing the mandatory conformity assessment to be conducted at least every 24 months
pursuant to the eIDAS Regulation, SWIFT’s Internal Audit team reviews the certificate lifecycle
processes, as well as the physical and logical security measures protecting the Certification
Authority (CA) and related systems, on a rotational basis.

8.1 Frequency or Circumstances of Assessment

8.2

Under its current mandate, Internal Audit operates on a three-year cycle. This means that an
audit entity will be audited at least once every three years, or more frequently depending on the
business criticality as defined by Internal Audit and SWIFT Management. The business criticality
is reconfirmed at the start of every assessment.

SWIFT Management can always request a specific review in addition to the normal rotational
coverage described above.

The certificate lifecycle processes, as well as the physical and logical security measures
protecting the Certification Authority (CA) and related systems, are generic for all certificates
produced by SWIFT, which are part of SWIFT's annual Third Party Assurance report which
includes the opinion of the external security auditor on the adequacy and effectiveness of the
controls.

ldentity and Qualifications of Assessor

SWIFT’s internal audit is an assurance and advisory activity designed to independently and
objectively review, assess, and report on SWIFT's risk and control functions and environment on
an ongoing basis. The team has multiple technology experts that have adequate skills to perform
the assessment. As a baseline, all technology experts have the professional accreditation
awarded by ISACA — Certified IT Systems Auditor (CISA) and many have additional professional
accreditations such as ISC?'s Certified Information Systems Security Professional (CISSP).

The Chief Auditor can elect to assign this work partly or entirely to a third party. In this case, the
third party will have similar or better qualifications and the report will still be issued under the
responsibility of the Chief Auditor. All other stipulations in this section will continue to apply.

8.3 Assessor's Relationship to Assessed Entity

The Internal Audit team is independent from SWIFT's Management and the Chief Auditor has a
direct reporting line to the Chairman of SWIFT's Audit & Finance Committee (as well as to
SWIFT’s Chief Executive Officer). The Internal Audit Charter provides for numerous safeguards
that ensure continued independence for the Internal Audit team.

8.4 Topics Covered by Assessment

The scope of Internal Audit covers SWIFT operations worldwide (with exception of the activities
of the SWIFT India Joint venture). Therefore, coverage includes certificate lifecycle processes,

as well as the physical and logical security measures protecting the Certification Authority (CA)
and related systems.
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8.5 Actions Taken as a Result of Deficiency

Issues and findings resulting from the Internal Audit reviews are reported to Management. The
final audit reports include the issues and findings as well as the agreed corrective action plan and
target date for resolution. The issues and findings are tracked until resolution by Internal Audit.

8.6 Communication of Results

The reports of the audits are for SWIFT Management only and are not disclosed to third parties
unless in support of the mandatory supervision audits as part of the supervisory body’s
processes, or other SWIFT assurance efforts for which the work performed is relevant (any other
exceptions to this distribution policy will have to be approved by the Chief Auditor). The certificate
lifecycle processes, as well as the physical and logical security measures protecting the
Certification Authority (CA) and related systems, are generic for all certificates produced by
SWIFT, these are part of SWIFT’s annual Third Party Assurance report which includes the
opinion of the external security auditor on the adequacy and effectiveness of the controls. The
Third Party Assurance report is available to all registered users of SWIFT.
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9 OTHER BUSINESS AND LEGAL MATTERS

The SWIFT Qualified Certificates for Electronic Seals — Terms and Conditions [4] constitute the
main set of SWIFT standard terms and conditions for the provision and use of SWIFT’s Qualified
Certificates for Electronic Seals offering. For example, they provide general information about
the conditions of use of SWIFT Qualified Certificates for Electronic Seals, the rights and
obligations of SWIFT, the Subscribers and Relying Parties, including the duration and
termination conditions, their liability, the claim process, or the applicable law and jurisdiction.

If and to the extent that SWIFT’s Qualified Certificates for Electronic Seals offering is used in
conjunction with other SWIFT services and products, the SWIFT Qualified Certificates for
Electronic Seals — Terms and Conditions must be read together with the terms and conditions
governing the provision and use of these other SWIFT services and products.

The SWIFT Quialified Certificates for Electronic Seals — Terms and Conditions apply to each
paper-based or electronic form or other contractual arrangement executed by the Subscriber
to subscribe to SWIFT's Qualified Certificates for Electronic Seals offering. If the Relying Party
has not executed any such form or contractual arrangement, it shall be deemed to have tacitly
accepted the SWIFT Qualified Certificates for Electronic Seals — Terms and Conditions by
relying or otherwise acting upon a SWIFT Qualified Certificate for Electronic Seals. The integrity
of the SWIFT Qualified Certificates for Electronic Seals — Terms and Conditions posted online is
assured by electronic signature. Both the current version, as well as previous versions, are
made available to Subscribers.

The paper-based or electronic form or other contractual arrangement executed by the
Subscriber or Relying Party and the SWIFT Qualified Certificates for Electronic Seals — Terms
and Conditions, together with this Certificate Policy and the SWIFT Qualified Certificates for
Electronic Seals — Certification Practice Statement ("CPS") which are incorporated in the SWIFT
Qualified Certificate for Electronic Seals — Terms and Conditions by reference, contains the
entire agreement and understanding between SWIFT and the Subscriber and/or Relying Party
for the provision and use of SWIFT Qualified Certificates for Electronic Seals (the "Qualified
Certificates for Electronic Seals Agreement”). It supersedes and cancels all prior
negotiations, representations, proposals, statements, agreements and undertakings, written or
oral, relating to the provision or the use of SWIFT Qualified Certificates for Electronic Seals.

The sections below provide useful information about certain terms and conditions governing the
provision or use of SWIFT’s Qualified Certificates for Electronic Seals offering, as may be set out
in more detail elsewhere in the Qualified Certificates for Electronic Seals Agreement. Nothing in
these sections shall be interpreted or construed as granting any rights or imposing any
obligations in addition to those set out in the SWIFT Qualified Certificates for Electronic Seals —
Terms and Conditions. In case of any inconsistency between the sections below and the SWIFT
Qualified Certificates for Electronic Seals — Terms and Conditions, the SWIFT Qualified
Certificates for Electronic Seals — Terms and Conditions shall prevail over any contrary terms
and conditions set out in the sections below.

9.1 Fees

The Subscriber and/or Relying Party must pay to SWIFT all charges and fees (if any) applicable
to them for the provision or use of SWIFT’'s Qualified Certificates for Electronic Seals offering.

These charges and fees, and related invoicing and payment terms and conditions, are as notified
by SWIFT from time to time.

For more information, see clause 7 of the SWIFT Qualified Certificates for Electronic Seals —
Terms and Conditions.
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9.2 Financial Responsibility

SWIFT shall monitor on a regular basis that it maintains adequate resources and insurance
coverage to meet its obligations regarding the provision and use of SWIFT’s Qualified Certificate
for Electronic Seals offering.

9.3 Confidentiality of Business Information

The obligations of confidence of SWIFT, Subscribers and Relying Parties in respect of
confidential information obtained in connection with the provision or use of SWIFT’s Qualified
Certificates for Electronic Seals offering are as set out in this Certificate Policy and elsewhere in
the Qualified Certificates for Electronic Seals Agreement.

Examples of confidential business information include (without limitation):

e the Subscriber’'s non-public information supplied to SWIFT at the time of its subscription
(other than any information that is published in a SWIFT Qualified Certificate for Electronic
Seals)

e the Subscriber’s or Relying Parties’ non-public information supplied to SWIFT in support
requests (other than any information that is published in a SWIFT Qualified Certificate for
Electronic Seals)

o the private key(s) of SWIFT Qualified Certificates for Electronic Seals

For the avoidance of any doubt, the following information is not considered as confidential:
e the information published in a SWIFT Qualified Certificate for Electronic Seals
° the revocation records of a SWIFT Qualified Certificate for Electronic Seals

e this Certificate Policy or the SWIFT Qualified Certificates for Electronic Seals — Terms and
Conditions

For more information, see clause 11 of the SWIFT Qualified Certificates for Electronic Seals —
Terms and Conditions.

9.4 Privacy of Business Information

SWIFT processes personal data (as defined in the SWIFT Personal Data Protection Policy)
collected:

a) by SWIFT for purposes relating to the provision of SWIFT services and products,
including SWIFT’s Qualified Certificates for Electronic Seals offering, or relating to
SWIFT governance or other purposes set out in the SWIFT Personal Data Protection
Policy [2] (for example, contact details of or secrets used to authenticate employees,
security officers, or other representatives of a Subscriber or Relying Party)

b) by a Subscriber or Relying Party and supplied to SWIFT as part of the Subscriber’s or
Relying Party’s use of SWIFT’'s Qualified Certificates for Electronic Seals offering (for
example, personal data contained in certificates that the Subscriber requested SWIFT to
issue).

The rights and obligations of the parties in each case are set out in the SWIFT Personal Data
Protection Policy [2] in effect from time to time as published on www.swift.com, such as any
notification obligation SWIFT may have in case of unauthorised disclosure of personal data
supplied by the Subscriber or Relying Party.

For more information, see clause 10 of the SWIFT Qualified Certificates for Electronic Seals —
Terms and Conditions.
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9.5

Intellectual Property Rights

Any and all rights (including title, ownership rights, database rights, and any other intellectual
property rights) in SWIFT’s Qualified Certificates for Electronic Seals offering, and documentation
or other materials developed or supplied in connection with that offering, including any
associated processes or any derivative works, are and will remain the sole and exclusive
property of SWIFT or its licensors.

No rights are granted by SWIFT in respect of SWIFT’s Qualified Certificates for Electronic Seals
offering, and documentation or other materials developed or supplied in connection with that
offering, other than those expressly granted under this Certificate Policy or elsewhere in the
Qualified Certificates for Electronic Seals Agreement.

For more information, see clause 6 of the SWIFT Qualified Certificates for Electronic Seals —
Terms and Conditions.

9.6 Representations and Warranties

SWIFT is responsible for the provision of its Qualified Certificates for Electronic Seals offering, as
set out in this Certificate Policy and elsewhere in the Qualified Certificates for Electronic Seals
Agreement.

The Subscribers are responsible for complying with all obligations and other responsibilities
applicable to their use of SWIFT’s Qualified Certificates for Electronic Seals offering as set out in
this Certificate Policy and elsewhere in the Qualified Certificates for Electronic Seals Agreement.

Examples of Subscribers’ obligations and responsibilities include (without limitation):

- the protection of the private key(s) related to their SWIFT Qualified Certificate for Electronic
Seals
- the protection of the HSM in which the private key of their SWIFT Qualified Certificates for
Electronic Seals is stored
- the protection of the Activation Data of their SWIFT Qualified Certificates for Electronic Seals
- the protection of the certificate generation activation secrets of their SWIFT Qualified
Certificates for Electronic Seals
- the immediate revocation of their SWIFT Qualified Certificate for Electronic Seals if any of
the following circumstances occurs:
o the associated private key is lost;
o0 the Subscriber has reasons to believe the confidentiality of the private key has been
compromised;
o the information in the certificate is no longer correct;
o the confidentiality of the certificate generation activation secrets has been
compromised or the certificate generation activation secrets are malfunctioning.

The Relying Parties are responsible for complying with their obligations and other responsibilities
applicable to their use of SWIFT’s Qualified Certificates for Electronic Seals offering as set out in
this Certificate Policy and elsewhere in the Qualified Certificates for Electronic Seals Agreement.

Examples of Relying Parties’ obligations and responsibilities include (without limitation):

- the successful performance of public key operations as a pre-condition for relying on a
SWIFT Qualified Certificate for Electronic Seals

- the validation of a SWIFT Qualified Certificate for Electronic Seals by using the SWIFTNet
PKI CA’s Certificate Revocation Lists (CRLS)

- untrust a SWIFT Qualified Certificate for Electronic Seals once it has been revoked or has
expired
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9.7 Disclaimers of Warranties

To the maximum extent permitted by applicable law and except as expressly provided in this
Certificate Policy or elsewhere in the Qualified Certificates for Electronic Seals Agreement or
other applicable contractual arrangements between SWIFT and the Subscriber or the Relying
Party, SWIFT does not give and specifically excludes and disclaims any warranty of any kind,
whether express or implied, statutory or otherwise, with respect to the provision or use of
SWIFT’s Qualified Certificates for Electronic Seals offering, including (without limitation) any
warranty as to the condition, quality, performance, security, non-infringement, merchantability or
fitness for a particular purpose.

For more information, see clause 8.5 of the SWIFT Qualified Certificates for Electronic Seals —
Terms and Conditions.

9.8 Limitation of Liability

The SWIFT Qualified Certificates for Electronic Seals — Terms and Conditions contain the
provisions governing SWIFT's liability to Subscribers or Relying Parties (whether in contract, tort,
or otherwise) for or in connection with the provision or use of SWIFT’s Qualified Certificates for
Electronic Seals offering, including any limitations or exclusions of SWIFT’s liability.

For more information, see in particular clause 8 of the SWIFT Qualified Certificates for Electronic
Seals — Terms and Conditions.

9.9 Indemnities

Indemnities (if any) applicable to SWIFT, Subscribers or Relying Parties are set out in the SWIFT
Qualified Certificates for Electronic Seals — Terms and Conditions.

For more information, see clauses 6 and 8 of the SWIFT Qualified Certificates for Electronic
Seals — Terms and Conditions.

9.10 Term and Termination

This Certificate Policy shall be effective from the date of issue and publication, and will remain in
force until replaced with a subsequent version, or terminated.

For more information about the term and termination of SWIFT’s Qualified Certificate for
Electronic Seals offering, see clause 9 of the SWIFT Qualified Certificates for Electronic Seals —
Terms and Conditions.

9.11 Individual Notices and Communications with
Participants

Except when expressly provided otherwise in the Qualified Certificates for Electronic Seals
Agreement, all notices from one party to another, will be in writing (in paper or electronic form)
and in English.

All notices duly served will be deemed effective upon their publication for or, if sent to the other
party, delivery to the intended recipient.

For more information about the conditions to serve correct and valid notices, see clause 12 of the
SWIFT Qualified Certificates for Electronic Seals — Terms and Conditions.
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9.12 Amendments

This Certificate Policy shall be reviewed on a regular basis. Like for the other documents that are
part of the Qualified Certificates for Electronic Seals Agreement, it can be amended at any time
by publishing a new version.

The Subscribers and Relying Parties must ensure that they always refer to the latest available
version of this Certificate Policy and any other documents part of the Qualified Certificates for
Electronic Seals Agreement or other relevant documentation.

Proposed changes to the present Certificate Policy or other documents part of the Qualified
Certificates for Electronic Seals Agreement will be disseminated to interested parties by
publishing the new document on https://www.swift.com/pkirepository

The date of publication and the effective date are indicated on the title page of the relevant
document. The effective date will at least be fourteen (14) calendar days after the date of
publication.

Any errors, updates, or suggested changes to this Certificate Policy or other documents part of
the Qualified Certificates for Electronic Seals Agreement must be communicated without undue
delay to SWIFT (for the attention of the SWIFTNet PKI Policy Management Authority).

9.13 Dispute Resolution Procedures

To make a valid claim, Subscribers and Relying Parties must submit their claim to SWIFT in
accordance with the dispute resolution procedure set out in the SWIFT Qualified Certificates for
Electronic Seals — Terms and Conditions.

For more information, see clause 14 of the SWIFT Qualified Certificates for Electronic Seals —
Terms and Conditions.

Upon written request from a Subscriber or Relying Party to the SWIFTNet PKI Policy
Management Authority (see section 1.5.2), SWIFT provides identification details of the
Subscriber that corresponds to the Subject Distinguished Name in a SWIFT Qualified Certificate
for Electronic Seals (see section 3.1) up to 24 years after the expiry or revocation date of the
certificate (whichever occurs first).

9.14 Governing Law

As per clause 15 of the SWIFT Qualified Certificates for Electronic Seals — Terms and
Conditions, this Certificate Policy and, more generally, the Qualified Certificates for Electronic
Seals Agreement and all contractual and non-contractual obligations arising out of them or in
connection with them shall be governed by and construed in accordance with Belgian law
(without giving effect to any conflict of law provision that would cause the application of other
laws).

9.15 Compliance with Applicable Law

In using SWIFT’s Qualified Certificates for Electronic Seals offering, Subscribers and Relying
Parties must always exercise due diligence and reasonable judgment, and must comply with
good industry practice and all relevant laws, regulations, or third-party rights, even if this restricts
their usage of SWIFT’s Qualified Certificates for Electronic Seals offering.

In particular, Subscribers and Relying Parties must:

— ensure not to use, or try to use, SWIFT’s Qualified Certificates for Electronic Seals offering
for illegal, illicit or fraudulent purposes, and refrain from any practices that might create
confusion about the purposes for which SWIFT’s Qualified Certificates for Electronic Seals
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are used (typically, practices that would not permit a clear identification of or would
misrepresent the parties effectively involved in a transaction or the nature of the transaction);

— seek all necessary or advisable consents and authorisations and enter into all necessary
contractual arrangements in order to ensure that no laws, regulations, or third-party rights
are violated (including laws and regulations regarding banking, money transmission,
securities, money laundering, terrorist financing, economic sanctions, competition,
outsourcing and data transmission).

Subscribers and Relying Parties must also comply with all relevant laws and regulations
regarding the export, re-export, import, and use of any products, software, technology, or
materials (including cryptographic technology and materials) comprised in or relating to the
provision and the use of SWIFT’'s Qualified Certificates for Electronic Seals offering.

For more information, see clause 5.2 of the SWIFT Qualified Certificates for Electronic Seals —
Terms and Conditions.

9.16 Miscellaneous Provisions

No stipulation.
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Annex — SWIFT Qualified Certificate for
Electronic Seals Lifecycle Overview

The lifecycle of a SWIFT Qualified Certificate for Electronic Seals starts with an organisation
identifying the need for such a certificate. Refer to the description of Subscriber in section 1.3.3,
that is, “Subscribers of SWIFT Qualified Certificates for Electronic Seals are those organisations
that contract with SWIFT for the issuance of a SWIFT Qualified Certificate for Electronic Seals in
their name. Subscribers are SWIFT users that require a SWIFT Qualified Certificate for
Electronic Seals to generate an advanced electronic seal when sending messages and files over
the SWIFT network.”

Prerequisite

The subscribing organisation takes the steps required to join SWIFT (if not already the case),
and to contract with SWIFT for a service requiring a SWIFT Qualified Certificate for Electronic
Seals. As part of joining SWIFT,

e The subscribing organisation will acquire SWIFT Secure IP Network (SIPN) connectivity,
SWIFTNet Link (SNL) software used to communicate with SWIFTNet over SIPN, and a
Hardware Security Module (HSM) for handling the cryptographic material.

e The subscribing organisation will define at least two LSO accounts that obtain an account on
the Secure Channel service, protected with a user ID, a password, and a secure code card.
Note: The Subscriber can also define if these LSO accounts need dual authorisation for their
activities.

Reqistration
As part of the ordering and contracting process for Qualified Certificates for Electronic Seals,

o SWIFT will perform an identity verification process, referred to as “Qualified Certificate for
Electronic Seals (QCES) Customer Identification”. This process is the Subscriber registration
phase, and will provide assurance on the identity of the Subscriber and a natural person
authorized to represent it. The process requires the physical presence of an authorised
representative of the legal person (as per article 24.1 of the eIDAS Regulation). When this
QCES Customer Identification process has been performed, the Subscriber is informed of
this, and of the status of the outcome (success or failure). Only if the outcome is successful,
the subscribing organisation is eligible to obtain a SWIFT Qualified Certificate for Electronic
Seals. In this case, SWIFT provides the Subscriber with user documentation on how to
request SWIFT Qualified Certificates for Electronic Seals.

e The Subscriber must appoint at least two LSO accounts (from the ones the organisation
created at that point, as a part of its SWIFT network connectivity setup) that are henceforth
formally mandated to manage the Subscriber's SWIFT Qualified Certificate(s) for Electronic
Seals.

This list of mandated LSO accounts is reconfirmed at every subsequent QCES Customer
Identification.

If the outcome of the QCES Customer Identification process is successful, then the Subscriber
(via one of the mandated LSO accounts) can formally request a SWIFT Qualified Certificate for
Electronic Seals.

Certificate Application

A mandated LSO account sends a SWIFT Qualified Certificate for Electronic Seals request
through the Secure Channel application. This request is authenticated with the secure code card,
and approved by a second LSO account if the dual authorisation functionality was enabled by the
Subscriber.

As part of the request, the LSO account specifies a “download password”.

Certificate Application Validation by RA
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As result of this Secure Channel request, the SWIFTNet PKI RA will validate the request, and if
all validations are positive, the requested certificate will be created.

An important validation step is that the QCES Customer Identification process must have been
completed successfully with a validation date no longer than 3 months before the Secure
Channel request. In case it is not recent enough, the QCES Customer Identification process has
to be executed first. The certificate creation consists of putting the related Subject DN (together
with all other certificate parameters — except the public key and “Valid from” date) in the PKI
system as “ready for certification”, which results in issuing “certificate generation activation
secrets”. These “certificate generation activation secrets” are made available for download by the
LSO account using the password defined as part of the request, and an email is sent to this
account (and the authorising account) as acknowledgement.

Certificate Request

The LSO account uses a computer connected to SIPN to navigate to the download page,
specifies the “download password”, and receives the “certificate generation activation secrets”.
This can be performed only once. The “certificate generation activation secrets” remain valid for
180 days.

Note: At this point, if the Subscriber decides that there is no longer a need for the SWIFT
Qualified Certificate for Electronic Seals, then he can decide to deactivate the “certificate
generation activation secrets” by means of the Secure Channel application.

The LSO account transmits these “certificate generation activation secrets” to an operator of the
SNL software (it can be the same person, but typically these are different roles in the
organisation). The operator launches the SNL “KMA” application to generate the key pair on the
HSM, to specify a password for accessing the private key (“activation data”), and to send the
public key together with the “certificate generation activation secrets” to the SWIFTNet PKI CA
(transported over SIPN3).

Certification

The SWIFT Qualified Certificate for Electronic Seals is generated based on the public key, the
Subject DN, and other certificate parameters as defined by the SWIFTNet PKI RA. The
generated SWIFT Qualified Certificate for Electronic Seals is returned to the KMA application.

Certificate Acceptance

The SWIFT Qualified Certificate for Electronic Seals is installed by the KMA application
alongside the key pair.

KMA receives from the CA some policy statements as defined by the SWIFTNet PKI RA,
requiring the key pair to be generated on HSM, and the password policy to be enforced for the
“activation data”. The KMA software enforces these policy statements for the operator.

Renew (Re-key) Certificate

In case the old SWIFT Qualified Certificate for Electronic Seals is expired, revoked, or about to
expire, a process enables the Subscriber to obtain a new one. The state “about to expire” is
defined as the time-period 90 days before the certificate will expire.

The process to obtain a new SWIFT Qualified Certificate for Electronic Seals consists of the
same steps as described above for the initial certificate request:

e Certificate Application
e Certificate Application Validation by RA
Note: this includes the validation of the required conditions for a new Certificate request.
e Certificate Request
e  Certification
e Certificate Acceptance

3 Using the PKIX-CMP protocol
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Revoke Certificate

At any time, the Subscriber can revoke its SWIFT Qualified Certificate(s) for Electronic Seals, for
example, if there is suspicion that the private key is compromised or stolen, or if the private key is
lost or deleted. To perform such a revocation, the Subscriber (through one of the mandated LSO
accounts) uses the Secure Channel application to request the revocation of its SWIFT Qualified
Certificate for Electronic Seals. This request is authenticated with the secure code card, and
approved by a second LSO account if the dual authorisation functionality was enabled by the
Subscriber.

As result of this Secure Channel request, the SWIFTNet PKI RA will validate the request, and if
all validations are positive, it will revoke the certificate. The CRL will be updated and published
automatically. After revocation, the LSO account (and, if relevant, the authorising account)
receives a confirmation.
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Legal Notices
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