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ROSSWIFT AGM: Outlook for the future,
building on 30 years of collaboration.

The Moscow Business Forum and
ROSSWIFT AGM unite key industry leaders
under the theme of “SWIFT and Russia:
Building on 30 Years of Collaboration”.
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The 10th anniversary SWIFT Business Forum Moscow took place at
the Lotte Hotel on April 18, 2019. Organised in conjunction with the
ROSSWIFT (Russian national SWIFT member and user group) Annual
General Meeting (AGM), the event once again attracted a record number
of almost 580 delegates, which is testament to Russia being amongst
SWIFT’s largest and most vibrant user communities. The event’s agenda
focused on a number of key trends and topics: three decades of SWIFT
in Russia, financial crime compliance, cyber security, SWIFT’s gpi
roadmap, and migration of cross-border payments to ISO 20022. The
programme featured a plenary session, dynamic panel discussions, and
networking sessions.

Building on 30 years of collaboration

SWIFT Business Forum Moscow
and ROSSWIFT AGM 2019

Natalia Dirks, Sberbank Senior Vice-President and Chair of the
Russian National SWIFT Association (ROSSWIFT) Committee
welcomed the audience with the opening message, saying that, “This
year we are celebrating two big anniversaries - 30 years of SWIFT in
Russia and 25 years of ROSSWIFT. These are important milestones
for all the country’s financial industry professionals. Our mission is very
important. Security is at the core of the financial industry. Therefore,” she
continued, “it is very difficult to imagine the future of the financial market
without SWIFT. The growth of traffic in the context of financial messages
diversification suggests that the SWIFT infrastructure is an integral part of
the country’s financial infrastructure as a whole”.

We must actively study the issues
surrounding cyber security so as
to identify opportunities to improve
protection and be ready to respond
quickly.”

The SWIFT infrastructure is an
integral part of the country’s
financial infrastructure as a whole.”

Ms. Dirks welcomed the first speaker of the day – Nikolay Zhuravlev,
First Deputy Chairperson of Federation Council’s Committee
for the Budget and Financial Markets. Zhuravlev noted that, in
2019, SWIFT celebrates its 30th anniversary in Russia – home of one of
SWIFT’s largest user bases. He went on to emphasise that ROSSWIFT
actively supports the country’s presence in the SWIFT community
and facilitates traffic growth. Zhuravlev also stressed that ensuring
cybersecurity remains the organisation’s top priority – and that SWIFT
users themselves must also continue to prioritise cybersecurity. He
added, “We must actively study the issues surrounding cyber security
so as to identify opportunities to improve protection and be ready to
respond quickly.”
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Taking over from Natalia Dirks, Ekaterina Kalinina, SWIFT’s
Head of Russia and CIS, then shared some important statistics
regarding SWIFT’s work in Russia. She announced that in 2018 Russia
demonstrated a steady domestic traffic growth of +17%, exceeding
the cooperative’s global growth rate by 6%. More than 7.8 billion FIN
messages, or an average of 31.3 million messages per day, were sent
over the entire SWIFT network during 2018.

Ms. Dirks turned the floor to Gottfried Leibbrandt, SWIFT CEO, after
paying tribute to his impressive leadership over the last seven years. She
thanked him on behalf of the Russian SWIFT community for his work
on promoting neutrality as one of SWIFT’s core principles, which is key
to enabling the integrity of the entire financial ecosystem. Leibbrandt
acknowledged the significance of the 10th Business Forum. In his
speech, Leibbrandt shared his vision for the future as SWIFT ensures
cross-border payments become as fast and convenient as domestic
payments with the highest level of security remaining its top priority.
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Upon conclusion of the SWIFT CEO update from Leibbrandt, Dirks officially opened the Rosswift Annual
General Meeting (AGM). She proceeded to introduce the remaining members of the praesidium – Eddie
Astanin, Chairman of the Executive Board, National Settlement Depository and SWIFT Board
Member; Oleg Perestenko, Deputy Head of Payment Systems Department, Central Bank of Russian
Federation; Matthieu de Heering, Head of Central & Eastern Europe at SWIFT; Georgy Luntovsky,
President of Association of Russian Banks; Alain Raes, Chief Executive EMEA & Asia Pacific; and
Roman Chernov, Executive Director, Russian National SWIFT Assocation (ROSSWIFT).
After introducing the praesidium members Dirks invited Oleg Perestenko to deliver his remarks. Mr.
Perestenko talked about the long-standing cooperation between SWIFT, ROSSWIFT, the Bank of Russia and
the Russian financial community, sharing updates on the development of the Bank of Russia’s Faster Payments
System and overall payments system development strategy.
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Next on stage was Alain Raes, Chief Executive EMEA & Asia
Pacific, SWIFT; Alain spoke about the changes that happened in the
payment industry in the last 30 years, placing significant emphasis on
SWIFT’s commitment towards helping its clients drive business growth
and innovations. Raes added: “In the future, we see SWIFT as a platform
that can build on its tradition of excellence and innovation in support of
the global financial community. We are dedicated to helping all of our
clients in Russia strengthen their defence against cyber criminals. Our
services also contribute to developing education and knowledge through
cyber training and workshops.”

We are dedicated to helping all of
our clients in Russia strengthen their
defence against cyber criminals.
SWIFT has had a Russian Board member since 2015 following a period
of positive traffic growth, which continues to grow today. Matthieu de
Heering, Head of Central & Eastern Europe, SWIFT commented
“Having demonstrated one of the highest traffic growth rates among
SWIFT countries, Russia continues to be represented on the SWIFT
Board of Directors. In parallel, we are running countless successful
projects with SWIFT users of every type in all corners of the country,
as well as participating to collective initiatives through our participation
to the Rosswift Steering Committee and its working groups. All of this
enables the Russian community to have early input and an important
influence on the future strategic developments of SWIFT..”

We are running countless successful
projects with SWIFT users of every
type in all corners of the country.”
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Following de Heering’s remarks, Eddie Astanin, Chairman of the
Executive Board at the National Settlement Depository and
SWIFT Board Member for Russia, said: “It is crucial to maintain the
neutral, global character of SWIFT’s cooperative structure. I would like to
encourage the SWIFT community in Russia to continue to contribute to
SWIFT’s governance by submitting ideas and proposals that enable the
organisation to meet the market’s and clients’ needs.”
SWIFT’s global payments initiative (gpi) was also an important topic
of introductory speeches. SWIFT gpi is largest change in crossborder payments over the last 30 years and is the new standard
that dramatically improves the customer experience in cross-border
payments by increasing their speed, transparency and end-to-end
tracking. Adoption of gpi in Russia is increasing steadily. Ten banks
have adopted gpi in Russia and more than 60% of cross-border
messages are now being sent by Russian banks using the gpi service.
A total of 50 gpi corridors includes Russia. The National Settlement
Depository has also recently signed up for gpi; as Astanin, explained:
“National Settlement Depositary is proud to say that it was the first
central securities depository in the world to join SWIFT gpi as we think
it will provide an improved cross-border paymentsexperience, and also
consider the gpi technology as a promising solution for transactions
involving securities,”

National Settlement Depositary is
proud to say that it was the first
central securities depository in the
world to join SWIFT gpi as we think
it will provide an improved crossborder paymentsexperience, and
also consider the gpi technology
as a promising solution for
transactions involving securities.”
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Then Natalia Dirks delivered the summary of the ROSSWIFT Steering
Committee report and presented an overview of the most important
ROSSWIFT’s activities for 2018. The full version is available online on
ROSSWIFT’s website. “In the last 3-4 years, Russia made its move from
a ‘SWIFT consumption model’ to a model of shared experience and
influence,” she stated, while explaining Russia’s achievement in playing a
greater role in how SWIFT standards, products and services are shaped.
“In the upcoming year we are to prepare the next big Strategy for
ROSSWIFT which similarly to Strategy 2020 will by synchronised with the
general SWIFT Strategy but at the same time will focus on addressing
the most relevant Russian market needs and priorities.”
Igor Efremov, Vice President at FedPay, wrapped up the AGM
by presenting the financial audit report. The New Steering Committee
and Audit Commission were elected, and the ROSSWIFT report was
approved and accepted.

In the last 3-4 years, Russia
made its move from a ‘SWIFT
consumption model’ to a model
of shared experience and
influence.”
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Financial crime compliance

Next on the agenda was the first panel discussion called “Financial
crime compliance: trends, challenges, tools”. The global banking
industry has made great strides in recent years to help the financial
system to become much safer. SWIFT has helped users to strengthen
their cyber defenses through the Customer Security Programme, and
the integration of SWIFT’s new real-time Payment Controls Service
to complement and enhance its customers’ existing fraud controls are
an important milestone. As Gottfried Leibbrandt noted “complacency
is not an option as the bad guys are getting ever more sophisticated,
and SWIFT is committed to responding to our community’s requests for
additional cyber security services.”

This is an impressive result that
shows Russian organizations
are taking the cyber threat
– which continues to evolve –
very seriously.”

SWIFT Business Forum Moscow
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The panel discussion addressed the issues of compliance and
cybersecurity becoming intrinsically linked, as cybercrime moves from
individual-accounts fraud to institutional-payments fraud. To discuss the
topic were Rustam Gabitov (Deputy Head of Digital Fraud Prevention
Department, FC Otkritie), Valery Ischuk (Senior Anti-Fraud analyst,
Group IB), Urs Kern (Senior Commercial Manager, Financial Compliance
Initiatives, EMEA, SWIFT), Pavel Revenkov (Deputy Head of FinCERT,
the Bank of Russia), and Sergey Veligodsky (Head of Anti-Fraud
Deparment, Sberbank). The conversation was moderated by Ekaterina
Kalinina. The panel participants shared their views on how highquality data and analytics are becoming essential for banks to improve
efficiency, security and ensure greater transparency. In addition, the
speakers shared some practical tools with the professional community in
the audience.
Opening the discussion, Ekaterina Kalinina stressed once again that
SWIFT pays great attention to safeguarding the cybersecurity of the
wider ecosystem. She said that 94% of SWIFT users in Russia had
attested their level of compliance with the security controls set out in the
Customer Security Programme by the December 2018 deadline. This
is an impressive result that shows Russian organizations are taking the
cyber threat – which continues to evolve – very seriously.
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The discussion started by participants giving their thoughts on the
current cybersecurity threats and trends in Russia and globally. Ischuk
stated that according to the Group IB’s data the cyber attack volumes
in Russia declined by 20% year-over-year. Veligodsky seconded
him, saying that banks are now paying closer attention to keeping
their security systems up to date, but explained, that the growing
threat comes from attacks initiated against users i.e. through social
engineering, phishing, etc. He added that in this case educational
programs are important but do not suffice. “At Sberbank we created
an anti-fraud system that monitors up to 300 mln transactions and
activities per day,” he said. “Every user is connected to this system,
every one of them has their unique profile. The system helps to analyse
a huge amount of data. And so far, it demonstrated improvements in
identifying fraudulent activities implemented through social engineering”.
Kern added that after the the Bangladesh Bank cyber heist in 2016
the volume of fraudulent transactions became significantly smaller but
the amount of minor attacks increased. Ischuk also emphasised that
even with cybercriminals becoming more sophisticated while targeting
consumers through social engineering schemes banks can now
strengthen their security by perfecting data analysis and tracking users’
behavioral patterns.
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SWIFT gpi: delivering business value

Resuming after lunch, the audience returned to the conference hall for
an update on gpi. The gpi session saw Svetlana Gryanchenko (Chief
Operations Officer, National Settlement Depository), Philip Litvinenko
(Head of Transactional Banking and Interest Products Department, Credit
Bank of Moscow), Wim Raymaekers (Head of Banking Market, SWIFT),
and Dmitry Sakharov (Director of Financial Products Directorate,
Center of Financial Technologies). Marianna Janssen (Senior Banking
and Payments Markets expert, EMEA, SWIFT) who moderated the
discussion started by sharing some of the key gpi adoption figures in
Russia and globally. “Ten Russian bank groups have already adopted
gpi – the new standard in global payments – accounting for more than
60% of all cross-border MT103s sent by Russian banks, she explained.
A few more banks are in the pipeline to adopt gpi in the nearest weeks.
Russian banks have already opened 50 country corridors and four of the
banks are sending 15 thousand gpi payments daily. Overall this past year
we’ve worked really well and the outlook for the future adoption of gpi is
nothing but positive.” Janssen also noted that globally there is a pattern
of continued growth of gpi mass adoption with more than 3,500 banks
signed. They opened more than 1,100 payment corridors. Over 56% of
all cross-border payments on SWIFT are now sent via gpi (in comparison
to 17% last year), representing more than $300 billion in daily value”.

SWIFT Business Forum Moscow
and ROSSWIFT AGM 2019

Paying tribute the speed of SWIFT gpi, Wim Raymaekers (SWIFT)
noted that on average, 40% of SWIFT gpi payments are credited to end
beneficiaries within 5 minutes, 50% within 30 minutes, 75% within 6
hours, and almost 100% within 24 hours. “With gpi, the cross-border
payment experience is becoming as swift as domestic payments. In the
future, cross-border payments will be real time, seamlessly integrated
in the transaction experience, and at a fair and transparent price,” he
concluded. Wim Raymaekers also presented the gpi development
roadmap through 2020, highlighting the key features like the payment
pre-validation and case resolution services, which will even further
increase cross-border payments transparency and accuracy, while
reduce their costs. Litvinenko continued by sharing his bank’s client’s
positive feedback to the transparency provided by gpi. “ Ibelieve with
adoption of the new notification tools, gpi will allow an increase in
payment transparency through to the funds hitting the beneficiary’s
account, especially when payments go through a series of verifications
by regulators”. On behalf of National Settlement Depository, the first
CSD to sign up for SWIFT gpi, Gryanchenko wrapped up the session
on a very positive note: “While last year financial institutions were divided
into gpi proponents and those opting to wait and see, this year the
landscape is split between banks who have adopted gpi implementers
and those who are actively planning or considering it”.
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With gpi, the cross-border
payment experience is
becoming as swift as domestic
payments.”
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While last year financial
institutions were divided into
gpi proponents and those
opting to wait and see, this year
the landscape is split between
banks who have adopted
gpi implementers and those
who are actively planning or
considering it”.

Can we ever counter the weakest link
in cyber security – people?

The Forum’s cybersecurity discussion was joined by Sergey
Putyatinsky (Deputy Chairman of the Management Board, Credit Bank
of Moscow), Vladimir Kremer (Financial Lines Manager, Russia, AIG
General Insurance), Galina Makarova (Candidate of psychological
science, IATA certified transactional analyst, professor of the International
Academy of transactional analysis) and Nikolai Dosh (Risk Director,
Mastercard Members Association), in a session moderated by Diana
Makienko (Premium Plus Support Manager, SWIFT). The panelists
started by stressing that cybersecurity is now on top of mind more than
ever. Makienko explained: “We receive information about cyberattacks
on a regular basis. The human factor is the number one reason for
modern-day cybercrimes. If last year 48% of cybercrimes accounted
for social engineering, this year the number is 56%.” Therefore, the
main goal of the panel discussion was to understand what is driving
the growing magnitude of social engineering, what are the mistakes
that financial institutions could be possibly making, how to identify the
weak spots within the organisational structure and staff. The industry
experts shared their successful practices against social engineering. The
emphasis was put on workplace security awareness and training material
development to identify what skills we do want the organisation’s
management and their employees to learn and apply to mitigate cyber
threats caused by human factor.

SWIFT Business Forum Moscow
and ROSSWIFT AGM 2019

The human factor is the number
one reason for modern-day
cybercrimes.”

During the panel session the audience had an opportunity to participate
in a survey regarding cybersecurity protection mechanisms. 73% of
the audience responded “Yes” to the poll asking whether or not, under
certain conditions, the interviewees felt they could become an “internal
threat” for their employer. Another survey question showed that 68% of
the audience were prepared to sacrifice some personal and professional
privacy in order to feel protected against cybercrimes.

13

Migrating cross-border
payments to ISO 20022

Last but certainly not least, was a session devoted to ISO 20022 by now
the preferred choice of messaging standard for financial markets around
the world – and Russia is no exception. A panel of experts moderated
by Charles-Raymond Boniver (Senior Securities Expert, Standards,
SWIFT) included Maria Tiphlova (Director, Cash Products and GSC
Head Russia, Deutsche Bank), Pavel Sedov (Leading BP – Division
Head CIB Technology Department, Sberbank), Elena Solovieva (Global
Head of Standards, Convenor of the Russian Securities Market Practice
Group Rosswift). The participants discussed the SWIFT community
migration of cross-border payment traffic to ISO 20022 that will start in
November 2021 and will ensure that the same standard is used endto-end for international payments. As Boniver explained, “there will be a
four-year coexistence period during which SWIFT will provide a shared
translation service, impact assessment services and customizable tools
for bank-specific implementations, as well as training for individual banks
and national communities.
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there will be a four-year
coexistence period during
which SWIFT will provide a
shared translation service ,
impact assessment services
and customizable tools for
bank-specific implementations,
as well as training for
individual banks and national
communities.”

Migrating cross-border payments
to ISO 20022
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During this panel session, the audience also took part in a poll and
regarding their ISO 20022 migration timeline. The poll results included:
35% of the respondents stated that they were prepared to migrate to
ISO 20022 by 2021, 35% reported that they will be ready by 2023/2024,
and 20% responded they don’t plan to migrate until the obligatory
deadline in 2025. Half of those that participated in the poll agreed that
migrating to ISO 20022 will allow banks to standardise other business
elements such as ISO BIC, ISO LEI, ISO IBAN, the UETR.
Analysing the poll results, Solovieva said: “I’m happy to see the results
and the overall readiness to proactively migrate to ISO 20022. SWIFT
has an important role to play in this process. The coexistence period
hold certain risks so, first and foremost, SWIFT could help by providing
timely communication and demonstrating all the advantages that
financial insitutions can get by early adoption of ISO 20022”. Following
Elena Solovieva’s remarks Mr. Boniver walked the audience through the
suggested ISO 20022 roadmap and reviewed the upcoming migration
milestones for the Russian market.

15

