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of the future

Banks are embracing
change, harnessing
technology and developing
new and innovative payment
schemes to develop more
secure, efficient and
transparent payments for
their customers.”
—O
 nur Ozan, Head of the Middle East,
North Africa and Turkey, SWIFT

On 24-25 September 2018, 400 delegates from 25 countries came
together in Dubai for the SWIFT Middle East Regional Conference.
The event, held under the patronage of His Highness Sheikh Maktoum
bin Mohammed bin Rashid Al Maktoum, Deputy Ruler of Dubai
and President of Dubai International Financial Centre, looked at the
evolution of the financial sector, and the role of technology in driving
this change.
Onur Ozan, Head of the Middle East, North Africa and Turkey for
SWIFT, set the scene for the day, describing how technological
advances, regulatory scrutiny and changes in customer expectations
are reshaping the payments landscape.
“Banks are embracing these changes,” he said, “harnessing
technology and developing new and innovative payment schemes
to develop more secure, efficient and transparent payments for their
customers.”
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Embracing
change
Our keynote speaker Ian Khan,
a technology futurist, showed
how embedded technology
has become in our lives and
the increasing speed at which
technology is advancing; he
stressed the responsibility that
comes with this.
Given the breadth of technological change,
Khan said that monitoring developments is
critical, since they will fundamentally impact
our future. By 2025, computing power will be
greater than that of human beings, he said.
Mental capabilities could become connected
to the cloud, and we could see people and
machines working together in a way we never
have before.
This is why we must grapple with the
fundamental questions raised by technologies
and ever more powerful capabilities, he added.
“Technology can be misunderstood and
misused,” said Khan. “It is our responsibility
to understand new technologies, the changes
they bring, and what they can and can’t do.”
Related to technology’s application to
business, he reminded delegates that,
throughout this process, they should not forget
the importance of customer engagement.
Additionally, collaboration within the industry
will be fundamental.
“Drive your organisation to a purpose,” Khan
concluded. “The future is already here. Your life
is disrupted today, and this is testimony that
things are changing. You need to understand
change and act. Don’t just sit and ignore it.”
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Adapting
to change
If technology is driving change, how can
financial institutions leverage the opportunities
that this change brings, asked Alain Raes,
SWIFT’s Chief Executive of EMEA & APAC.
Raes argued that technology has levelled the
playing field in the financial industry, allowing
new firms to enter the business and disrupt
the way we work together. Online platforms
such as Alipay have offered something
different to customers by embracing the
customer experience. However, while new
players may be eating into some of the
financial industry’s traditional business, banks
are also developing new business models to
stay competitive, he said.
Take, for example, SWIFT’s global payments
innovation (gpi) service, said Raes. The
industry has come together to create a new
business model for cross-border payments,
looking directly at what customers want:

speed, transparency, traceability and certainty.
However, he continued, while technology
brings opportunities, there are also some
significant challenges. In this increasingly
digital world, fraud and cyber-attacks become
an increasing threat.
Collaboration is also fundamental here, said
Raes. “By working together we can help
you address some of the pain points more
efficiently,” said Raes. “This will be an endless
race. We need to stay ahead of the game.
The environment is changing at a pace never
seen before and we need to collaborate, as a
community and as an industry.”

This will be an endless race.
We need to stay ahead of
the game. The environment
is changing at a pace never
seen before and we need to
collaborate, as a community
and as an industry.”
— Alain Raes, Chief Executive,
EMEA & APAC, SWIFT
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Delivering
change

The instant payments trend
will move to cross-border
payments and SWIFT is looking
to ensure a solution is in place
that supports this.
— Luc Meurant, Chief Marketing Officer
SWIFT
With the rise of new technologies enabling
enhanced services, something customers
agree on is their desire for speed. Emre Karter,
Managing Director and Treasury & Trade
Solutions Head for the Middle East, North
Africa, Pakistan and Turkey at Citi Bank, noted
that financial inclusion has driven the rise of
instant payments in developing economies,
and they have taken off in parts of Africa and
South East Asia. The wholesale market is
following suit.
Luc Meurant, Chief Marketing Officer at
SWIFT, noted that delivering an instant
payments solution is an important part of
supporting the financial industry. SWIFT has
already rolled out instant payment schemes in
Australia and will soon go live with a solution
in the European Union. Given schemes are
domestic or pan-Eurozone, Meurant stated
that he does not see instant payments
remaining domestic. “The instant payments
trend will move to cross-border payments,”
said Meurant, “and SWIFT is looking to ensure
a solution is in place that supports this.”
However, while instant payments are on the
agenda in the Middle East for the coming
years, the region has some legacy challenges
that could slow progress: the ongoing reliance
on cash and cheques, and back-office
systems and processes that are not yet ready
for instant payments.

Karter does not see a quick move away from
cheques. He argued that client behaviour
drives bank behaviour. It is cultural, and in
this part of the world, cash and cheques are
valued. “We first need to move to a cashless
economy,” said Karter. “Banks in this part of
the world are agile, so the movement will take
place as soon as customers are ready.” Eric
Modave, Chief Operating Officer at Arab Bank,
added that incentive programmes at a national
level may help the move away from cheques.

Banks are here to stay; they
are becoming more agile and
are becoming the big FinTech
houses in the region.
— Emre Karter, Managing Director and
Treasury & Trade Solutions Head for the
Middle East, North Africa, Pakistan and
Turkey, Citi Bank
Panellists agreed that instant payments requires
a major upgrade of back-office systems in a
bank. Meurant stressed that this is not just
to ensure that payments can be processed
24/7/365; systems and processes also need
to be able to protect banks against risk in real
time, all the time. Banks will in the future need
instant risk protection, Meurant said.

During this transformation, another challenge
for Middle East banks will be to remain
relevant to their customers, said Modave. “If I
am just processing payments for the sake of
payments, I am a utility and therefore what is
my relevance? The use of data will make us
more relevant,” he said. I need to offer other
products and value added services.”
Meurant agreed that the industry needs
to look at the value proposition in a more
holistic way. It is hard to make a business
case for instant payments alone, but if instant
payments are brought into a broader value
proposition for customers, it can work.
However, he added that the industry will likely
transform, with smaller and medium sized
banks becoming more specialised. “What we
expect is fragmentation of the value chain from
a client perspective,” said Meurant. “Banks will
no longer be able to offer all services.”
In the future, collaboration between banks
and emerging players such as FinTechs will be
critical. Banks have already acknowledged this
and are embracing this type of partnership.
“The tone has changed as FinTechs are now
working with the banks. Banks are here to
stay; they are becoming more agile and are
becoming the big FinTech houses in the
region,” said Karter.
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Partnership
change

The collaboration between banks and
FinTechs was also the focus of the following
panel. Nasser Saleh, Founder & CEO at
Madfooatcom, launched the payments
platform in Jordan that connects banks and
merchants. He noted that the company is
not trying to fight or replace banks. “We are
convinced that banks and FinTechs can work
together to provide the best experience for the
customer,” he said.
However, bringing banks on board was a
challenge, he admitted. In order to succeed,
Madfooatcom worked closely with the central
bank, which has prioritised promotion of
the digital economy and financial inclusion.
Buy-in from the central bank helped build its
connections with banks.

Sandeep Chouhan, Group Head of Operations
and Technology at Mashreq Bank, said that
the bank is working closely with startups.
“Startups have clever solutions about which
they are passionate,” he said. “They need
someone to industrialise them.” He explained
that Mashreq Bank helps FinTechs to develop
their solutions and put them through scenarios
and experiments of scale to see if they could
work in the real world.

Startups have clever
solutions about which they
are passionate. They need
someone to industrialise them.
— Sandeep Chouhan,
Group Head of Operations and
Technology, Mashreq Bank

Supporting change
As important as it is for banks and FinTechs
to collaborate, third party hubs also play a
critical role in supporting and facilitating new
partnerships.

Focused on ecommerce applications, these
companies enable customers to buy and
sell in real time, app to app, with instant
authentication.

Raja Al Mazrouei, Executive Vice President
of the FinTech Hive DIFC, noted that in the
digital age, global FinTech activity is at an alltime high. The benefit of FinTechs is that they
are scalable, innovative, user friendly, light in
assets and legacy free.

“The FinTech Hive at DIFC aims to bridge
the gap between financial institutions and
FinTechs,” said Raja. “We are supported by
industry leaders and a regulatory framework
which allows FinTechs to test their services in
a closed environment, helping them succeed
in the real world.”

There are many payment FinTechs entering
the scene in the Middle East, said Raja.
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Transaction Bankers’ Forum:
Delivering the payments services of the future

Enriching the
client experience
The first session of the transaction bankers’
forum took a deep dive into the life of a
corporate treasurer. Amr El Saadani, Managing
Director at Accenture, noted that if corporate
treasurers used to be solely responsible for
managing cash, now their role is to help an
organisation move and manage cash in an
efficient way; increasingly they are advisers.
With this evolving role and the evolving
payments landscape, the life of a treasurer
is becoming more complicated. Arun Singh,
Aramex’s corporate treasurer, explained some
of his pain points and asked panellists to
share their thoughts on how to address them.
By its nature, a global company like Aramex
has multiple banking relationships. Singh said:
“Looking at our cross-border payments, real
time tracking is much needed.”

Looking at our cross-border
payments, real time tracking
is much needed.”
— Arun Singh, corporate treasurer, Aramex
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One challenge he noted is dealing with the
different systems and protocols for each bank
counterparty. “One solution is to use SWIFT,”
said Singh, “but not all banks offer this.”
An additional challenge he highlighted is cash
management across the supply chain, from
suppliers to the customer.

“with SWIFT we have come up with the
answer to the million dollar question. With
SWIFT gpi, it is humanly possible to deliver
faster and cheaper payments, now.”

Charifa El-Otmani, head of gpi, EMEA at
SWIFT, noted that SWIFT and the community
are aware of these challenges. People still
use cash because you have access to it as
soon as a transaction is completed, she said;
no time is required for clearing or processing.
Therefore the industry is focused on speeding
up the transaction lifecycle to give treasurers
and others access to their working capital in
near real time. “That’s what gpi is all about,”
she said. “Using the rails we have, we want to
speed up the time to do a transaction end-toend, all the way to the final customer.

We have come up with the
answer to the million dollar
question. With SWIFT gpi,
it is humanly possible to
deliver faster and cheaper
payments, now.”

However, buy-in from the ecosystem is critical,
continued El-Otmani. If you don’t have the
reach that takes a payment from end-toend, it is hard to deliver the value where it is
needed.

Looking at the challenge of cash management
both in the B2B and B2C space, Jacek
Kurantowicz, Head of Cash Management at
Abu Dhabi Commercial Bank, argued that
in the Middle East and elsewhere, banks
and FinTechs need to find ways to managed
both cash and electronic payments. On a
global level, SWIFT gpi is important, he said.
However, to manage cash collection, Aramex
would need to find a partner, a bank or
FinTech, that could create an application that
would provide confirmation that someone has
collected.

Sumit Aggarwal, Executive Vice President
& Head of Transaction Banking Services at
Emirates NBD, argued that there is no better
forum than SWIFT to deliver a communitywide beneft. Emirates NBD is working with
many players to create an ecosystem,
including tech companies in the UAE and
national government. “However,” he said,

— Sumit Aggarwal, Executive Vice
President & Head of Transaction
Banking Services, Emirates NBD

Open banking and the increased use of APIs
will play a role, agreed panellists. Aggarwal
noted that many opportunities have opened
up thanks to open banking. “APIs will help
thousands of legacy systems start talking,”
he said, and that will be critical. “What we’ve
learnt at Emirates NBD is that if we don’t learn
and adapt, banks will become irrelevant.”
The world of e-commerce is worth $65 billion
globally, concluded El Saadani. If that doesn’t
generate interest of banks, FinTechs and
services providers, what will? The players
need to find efficient ways to manage this type
of business and need to invest to better serve
their customers.
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The technology
transforming
banking

Having addressed how banks can best serve
their customers and enrich the customer
experience, the next session looked at the
technologies banks are harnessing to support
this. The focus was on two key technology
players: APIs and Distributed Ledger
Technology (DLT).
The first question posed to panellists was
whether APIs are really a game-changer that
will transform the financial industry, or if they
are already business as usual.

“APIs are a tool to achieve an end goal.
Banking is still banking. You’ve made it faster
and easier to use, but are APIs really changing
the core of banking?” he asked.

Shafique Ibrahim, Head of IT at Al Fardan
Exchange, reminded the audience that APIs
are nothing new, having been around for more
than a decade – but he says their role has
shifted from tactical to strategic. Because
banks have legacy systems, FinTechs, which
are agile and innovative, may offer the answer.
“We have to enable FinTech solutions to
integrate with our core systems,” he said.

Ibrahim argued that in respect to customer
service and interaction, APIs could indeed be
a game changer. Millennials trust FinTechs
more than banks to deliver their services so
APIs, facilitating a partnership between bank
and FinTech, could unleash attractive new
services he said.

Boris Ostrovsky, Head of Payments for the
Middle East, North Africa, Pakistan and Turkey
for Citi, said that the word ‘game changer’
is too broad; APIs are a logical expression of
society’s desire for speed and ease, he said.

APIs are a tool to achieve
an end goal. Banking is still
banking. You’ve made it faster
and easier to use, but are APIs
really changing the core of
banking?”
— Boris Ostrovsky, Head of Payments for
the Middle East, North Africa, Pakistan
and Turkey, Citi
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Ostrovsky noted that everyone in the
ecosystem is experimenting now. However,
as Ibrahim stated, the issue is integration with
the back-end systems. Ostrovsky argued that
it may take a regulatory framework such as
PSD2 in Europe, to really make APIs a game
changer.
The panel turned its attention to DLT, which
has been the subject of much discussion
about its potential. Panellists were asked
whether it will lead to a change in the use of
technology or just a change in mind-set. Have
we been waiting for DLT itself, or were we just
waiting for a new way of approaching things?
Ostrovsky argued that the success of DLT will
depend on the view of the regulator. “We are
not going into a world where there will be less
central bank regulation,” he said. “I think there
will always be a role for regulated custodian
of funds. However, DLT is a tool that can be

Blockchain is a ‘hype’ word that
has been abused. There are lots
of use cases, but it is too early
and too immature to know its
real impact yet.”
— Shafique Ibrahim, Head of I,
at Al Fardan Exchange
leveraged to make things easier and more
transparent.”
Ibrahim said that DLT could fundamentally
change the way we treat challenges such
as identity management. To comply with
Know Your Customer regulations, it can be a
cumbersome activity for a bank to on-board
a customer, he said. However, if a customer’s
identity is on the blockchain, it can be used
whenever consent is given by the customer.
That said, Ibrahim argued that there is a
lot of noise around blockchain , giving the
example of a company that changed its name
to include ‘blockchain’ in the title; after the
name change, its share price increased 200%.
“Blockchain is a ‘hype’ word that has been
abused,” he said. “There are lots of use cases,
but it is too early and too immature to know its
real impact yet.”
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Managing risk in
a real-time world

As the global trend toward real-time payment
systems continues to accelerate, the banking
industry must be increasingly vigilant in
protecting these systems from cybercrime and
fraud.
Parthasarathy Pillairkulam, Chief Security
Officer at First Abu Dhabi Bank, highlighted
how the profile of cyber criminals has
changed. “Hackers are no longer driven by
a Robin Hood type of social belief,” he said.
“Today they do it for the money alone.” This
means that smaller banks tend to become the
target of such threats, he argued, since they
are more vulnerable and have fewer resources
dedicated to protecting themselves.

Hackers are no longer driven
by a Robin Hood type of social
belief. Today they do it for the
money alone.”
— Parthasarathy Pillairkulam, Chief
Security Officer, First Abu Dhabi Bank

He added that cyber-attacks are becoming
more targeted and that increasingly
sophisticated tactics make it almost
impossible to track the money. “And a hacker
only needs to be successful once,” said
Pillairkulam. So how is the banking community
addressing this?

Pillairkulam noted that, within the banks,
cyber security has moved from being an IT
problem to a business problem, with senior
management acknowledging that it must be
treated as a priority. The job of the CISO, he
said, is to provide affordable solutions that
work within business limitations.
From a regulatory point of view, central banks
are increasingly pushing for cyber and risk
assessments, making it mandatory and asking
pertinent questions, said Pillairkulam. They
want banks to provide evidence that senior
management and the board understand cyber
risks and are addressing them.

He added that banking associations such
as the UAE Banks Federation have also
established security committees which allow
for sharing of information such as hackers’
modus operandi, attack vectors and proposed
resolutions.
However, no matter how well the industry
protects itself from cyber-risk, it must accept
that there will always be residual risk. “We
need to look at security like the human body’s
immune system,” concluded Pillairkulam. “It
can never be completely immune to external
attacks.”
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From email to
exploit
How easy and quick is it to infiltrate a
company computer, steal data, change
settings and ultimately send a false payment?
SWIFT’s Red Team, a group of ethical hackers,
proved that it is far easier than one might
expect as they gave a live demonstration
within the space of an hour.
The team demonstrated the most common
attack vectors that computer hackers use:
email-based attacks and spear phishing.
They also provided tips to help banks avoid
becoming a victim of cyberattacks.
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Building a
security culture
As a result of the emergence of new
technologies, banks are facing new threats to
their risk profile. Osama Al Rahma, Director
of Al Fardan Group and CEO of Al Fardan
Exchange, stressed that risk management
should not only focus on leveraging
technology, but on strengthening skills. “If we
look at cyber security,” he said, “people are
the most important players. A new era of risk
management requires a different way of things
and acting.”

A new era of risk management
requires a different way of
things and acting.”
— Osama Al Rahma, Director of Al Fardan
Group and CEO of Al Fardan Exchange
Rinaldo Ribeiro, Head of IT Risk and GRC at
the Commercial Bank of Dubai agreed that
employees play a key role in risk management.
“The ability to empower employees to make
the right, sound decisions is critical,” he said.
“Empowerment is the first line of defence. We
have to be faster and more agile as banks,
and we have to make sure that we create agile
teams without leaving the user behind.”
Continuous learning is an important part of
this, argued Bhavin Shah, Partner in Financial
Advisory at Deloitte. Regulators in particular
are struggling to find people with the right
expertise. People can be given training, but
more importantly, people need to accept that
learning will be a continuous process, he said.
Shah continued, stating that with all the new
technology entering the payments space,

the learning curve will be extremely steep.
“There is pressure on financial institutions to
launch new technologies for a better customer
experience, and to be the best and the first,”
he said. “However, there is often not enough
time to prepare from a control, compliance
and risk perspective. The way we look at risk
management has to change. We are lagging
behind, trying to implement frameworks that
used to work in the past, but are always
playing catch-up.”
Ray Kafity, Vice President of Attivo Networks,
noted that cyber security in particular is not
a static subject. Companies need to realise
that the threat actors are smart, financial
supported and financially driven. “They will find
any possible way to breach and compromise.
Decision makers have to be open-minded and
see how new technology can be used within
an organisation to mitigate risk and stop an
eventual compromise.”
To manage risk in real time, security
architecture needs to be able to capture the
attack or breach in real time, argued Kafity.
He stressed that a typical hacker spends 190
days inside an institution’s network, gathering
intellectual data from the firm. He gave an
insight into the use of so-called ‘deception
technology’.

Empowerment is the first line
of defence. We have to be
faster and more agile as banks,
and we have to make sure that
we create agile teams without
leaving the user behind.”.”
— Rinaldo Ribeiro, Head of IT Risk and
GRC, Commercial Bank of Dubai

“We are facing a cyber war and the art of
winning that war is deception,” he said. “If the
attacker manages to deceive the network, he
can compromise it. If the network managers
to deceive the attacker by making him
think that he is attacking a real server when
in reality he is attacking a fake server, the
balance of power is more equal.”
Ribeiro agreed that technology provides
solutions. However, the way a firm handles
alerts is equally important. Shah agreed,
noting that since one cyber-attack can destroy
a financial institution, cyber security must be
linked to crisis management.

11

For more information about SWIFT,
visit swift.com.

SWIFT © 2018

