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* End user subscriptions
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Defining the Watch Administrator

« The Watch Administrator has the authority to add and remove users on Watch.

« By default, the person who placed the e-order to obtain the Watch product/s will be considered as
the first administrator, additional administrators can be assigned if needed. It is highly
recommended to assign a back up administrator for your institution.

» Access to the Watch product/s for other employees in the organization is granted by the Watch
Administrator. Please refer to Page 6 for further instructions.

« The Watch Administrator can only grant access to employees with a swift.com account. Please
refer to Page 4 for further instructions on how to create a swift.com account.

« It is important to note that the Watch Administrators must grant access to the Watch product/s to
themselves to be able to use the tools.
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Creating an account and logging into SWIFT.com

* Go to https://www2.swift.com/
* Click on “mySWIFT”.
* Choose “Login to mySWIFT".

* For new swift.com users, you need to create an
account following the steps below:

« The swift.com Administrator needs to
confirm the registration so that the user
Is recognised as an employee of the
institution.

» How do | become a swift.com user video

» Reaqistration user guide
 Swift.com security quidelines
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About Us Your Needs

Are you a customer?

mySWIFT is your one-stop shop fo help you
manage your SWIFT products and services,
keep track of your orders and invoices, and
access online support.

Discover more

B33 | Languages | 432 v @ oOrdering & Support Q
Our Solutions Standards News & Events Join SWIFT Contact Us

Ordering & Support

> Ordering > Billing
> CSP » Contact Support
> Read more ..

Sign in with your swift.com credentials

Email address

Password

Your swift com password

Forgot password?

Access mySWIFT

@i Login to mySWIFT

Setup a Login-seal to protect yourself against phishing attacks

Don't have an account?

‘How do | become a swift.com user' video

Registration User Guide

swift.com security guidelines
For new users,
Create account please register via
“Create Account” link.


https://www2.swift.com/
https://www2.swift.com/
https://www.swift.com/node/14306
https://www.swift.com/node/12231
https://www.swift.com/node/12231
https://www.swift.com/ordering-support/security-guidelines

Creating an account and logging in to SWIFT.com

» For existing swift.com users, log in using your email address and password.

« The homepage of your subscribed Watch product/s will be displayed upon login, provided
that your Watch Administrator has granted you access.
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Email address Don't have an account?
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Discover more Create account
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Granting or revoking User Access to a Watch product contract

* The Watch Administrator logs into SWIFT.com.
» Click on the drop down of your account, and choose “Edit your profile”.

. z SWHQBEBB
Your hlgh"ghts SOCIETY FOR WORLDWIDE
Open cases e INTERBANK FINANCIAL

TELECOMMUNICATION SCRL
Open orders

b the SWIFT customer security controls. Less than 3 months left. (®:IN More.
HEN
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Granting or revoking User Access to a Watch product contract

* Go to the “Admin Functions” tab.
» Click on “Grant/revoke Access” option.

SWiIkT - SWHOQBEEB

e

MANAGE YOQUR PROFILE

You are currently logged in as -

Personal Info Admin Functions Search Users mySWIFT Online Help |

~ @sibos.com for (SWHQBEBB) SOCIETY FOR WORLDWIDE INTERBANK FINANCIAL TELECOMMUNICATION SCRL

. Manage Watch
and Bl users
uu Your Profile @ Help?
Grantrevoke
ACcess
Customer number BIC Ing Contract Details Support registration #
- SWHQBEBB User Report BANK FINANCIAL r— 0 Request another profile
Grantfrevoke Watch
User Admin
Applicati Request Acc Contact Role
o i . Change User
Restrictions
Manage BI
Support applications Information A

Access to support via Case Manager, phone or e-mail Download Center

Access to support description Download Center description

B a_x_mo R
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Granting or revoking User Access to a Watch product contract

* Choose the appropriate Contract Number.

r SWHQBEBB

MANAGE YOUR PROFILE

You are currently logged in as - -~ @sibos.com for (SWHQBEBEB) SOCIETY FOR WORLDWIDE INTERBANK FINANCIAL TELECOMMUNICATION SCRL

Profiles | Personal Info Admin Functions Search Users mySWIFT Online Help

x Manage Watch and BI users

@ Help?

ETE N (=L GRS Contract Details  User Report  Grant/revoke Watch User Admin  Change User Restrictions

Contract owner
77092565 .
Customer number

77092565

77094058 Bic SWHQBEBB

LA LG Institution SOCIETY FOR WORLDWIDE INTERBANK
77110937

77112419

77099569

farame
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Granting or revoking User Access to a Watch product contract

* From the drop down, select the applicable Watch product.

Conftract # Start date Scope Max # users
77092565 17042015 Trafiic Group 40
Select a product
Watch Securities Analytics .

=l Watch Securities Analytics

| Watch Banking Analytics Premium
Watch Billing Analytics
Watch Message Cost Analytics
Watch Traffic Analytics
Watch Banking Analylics

T eSO . QO Add

Selectall Email address Institution name Customer #
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Granting or revoking User Access to a Watch product contract

« Search the user/s you would like to grant or revoke access to.
« The list will show all the users in your institution with a SWIFT.com account.

« If the box is ticked, you are granting the user access, if the box is unticked, you are revoking the
user access.

e Click on “Next”.

Select user

Search criteria:

Email address . Containing . swiftlab1 O Add

Search results (1 user found)

F Email address ¥ Institution name ] BIC/PIC %

swiftlab1 swifilab1 sibos@sibos.com  SOCIETY FOR WORLDWIDE INTERBANK FINANCIAL SWHQBEBB
sibos TELECOMMUNICATION SCRL

farame
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Granting or revoking User Access to a Watch product contract

* Another page should open and this will provide a summary of the access that was
granted or revoked.
» Click on “Confirm”.

Click on "Confirm" to apply the changes.

Access will be granted to the following user(s):

Email address Institution name < BIC/PIC ¢ | Customer &
swiftiab1 swiftlab1.sibos@sibos.com  SOCIETY FOR WORLDWIDE INTERBANK FINANCIAL SWHQBEBB -
sibos TELECOMMUNICATION SCRL

..(.n....@

Access will be revoked for the following user(s):

Email address Institution name BIC/PIC $ Customer #

No records found

If you should require
Warning. You are exceeding the maximum number of users for this contract. Assignirig additional users may incur additional additional users, please

charges to your institution. Do you wish to continue? refer to (o]
further instructions.

faram -
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Granting or revoking User Access to a Watch product contract

* You should see a confirmation that the product access has been successfully revoked/granted.

* Once the Watch Administrators have assigned end users, the end users will have access to the
tool within 24 hours.

Select a product

|Watch Banking Analytics
| r?\ Product has been successfully
granted/revoked. The user will be
informed of this action.
Select user
Search criteria:
|Email address . |Containing Q Add
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Changing User Restrictions

* By default, product access is granted to the whole BIC tree of an institution.

« User restrictions can be managed by the Watch Administrator that is assigned by each bank.
Refer to Page 14 for further instructions.
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Changing User Restrictions

B

%%
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« The Watch Administrator logs into SWIFT.com.

* Click on the drop down menu of your account, and choose “Edit your profile”.

Your highlights

Open cases

Open orders

b the SWIFT customer security controls. Less than 3 months left.

Watch Products - Getting Started - April 2018
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SWHQBEBB

SOCIETY FOR WORLDWIDE
INTERBANK FINANCIAL
TELECOMMUNICATION SCRL
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Changing User Restrictions

* Go to the “Admin Functions” tab.
» Click on the “Change User Restrictions” option.

SWHQBEBB

MANAGE YOUR PROFILE

You are currently logged in as - ~(@sibos.com for (SWHQBEBB) SOCIETY FOR WORLDWIDE INTERBANK FINANCIAL TELECOMMUNICATION SCRL

Personal Info Admin Functions Search Users mySWIFT Onling Help

. Manage Watch
and Bl users
uu Your Profile @ Hep?
Grantfrevoke
Access
Customer number BIC Ing Contract Details Support registration #
- SWHQBEBB User Repori BANK FINANCIAL Pr—— 0 Request another profile
Tl Grantfrevoke Watch
User Admin
el Request Accesses Contact Role e Range ser
Restrictions
Manage BI
Support applications Information A
Access to support via Case Manager, phone or e-mail Download Center
Access to support description Download Center description
» More details @ Go o app » Gotioapp

Watch Products - Getting Started - April 2018
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Changing User Restrictions

* Choose the appropriate Contract Number.

x Manage Watch and BI users

Grant/revoke Access Contract Details User Report Grantrevoke Watch User Admin (I ETGEREERTEREL e T

o He

Contract owner
77092565 > |

Customer number
Bic SWHQBEEB
Institution SOCIETY FOR WORLDWIDE INTERBANK
Conftract # ‘ Start date ‘ Scope | Max # users
77092565 17/04/2015 Traffic Group 40

Salart a nroduct

1\
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Changing User Restrictions

* From the drop down, select the applicable Watch product.

Contract # Start date Scope Max # users.
77092565 1710472015 Traffic Group 40
Select a product
Watch Securities Analytics .

=l Watch Securities Analytics

| Watch Banking Analytics Premium
Watch Billing Analytics
Watch Message Cost Analytics
Watch Traffic Analytics
Watch Banking Analylics

e —— - © Add

Selectall |l Name 2 Email address - Institution name ¥ BIC/PIC == Customer # *

1\
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Changing User Restrictions

« Search the user/s you would like to modify the restrictions on.
* The list will show all the users in your institution with a SWIFT.com account.

Contract # Start date Max # users

77092565 1770472015 Traffic Group 40

Select a product

Watch Securities Analytics [

Select user

Search criteria:
Email address . Containing .@D € Add

IS
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Changing User Restrictions

» Tick the box beside the user/s that you would like to restrict or derestrict.
* Click on “Next”.

Search results (49 users found)

Granted Name < Restrictionss Email address Institution name BIC/PIC & | Customer &
Selectall |§

@ Evan Not ) SOCIETY FOR WORLDWIDE INTERBANK ~ SWHQBEBB 123456
Thompson restricted Evanthompson@swift.com gy aNcIAL TELECOMMUNICATION SCRL
O Ricardo Not ) ] SOCIETY FOR WORLDWIDE INTERBANK SWHQBEBB 123456
Cox restricted RicardoCox@swift.com FINANCIAL TELECOMMUNICATION SCRL
= Not ) SOCIETY FOR WORLDWIDE INTERBANK ~ SWHQBEBB
Mary Brooke Marybrook ft. 123456
restricted an/teaokodamit cod FINANCIAL TELECOMMUNICATION SCRL
O Mark Not ) ) SOCIETY FOR WORLDWIDE INTERBANK ~ SWHQBEBB 123456
Marksinglet . 2
Singleton  restricted arksingleton@swiftcom - ANCIAL TELECOMMUNICATION SCRL
O Marie Not okt Gomit com SOCIETY FOR WORLDWIDE INTERBANK ~ SWHQBEBB 123456
Keller restricted FINANCIAL TELECOMMUNICATION SCRL
O Nt SOCIETY FOR WORLDWIDE INTERBANK ~ SWHQBEBB
Alonzo Will i ift. 123456
restricted puaidn.con FINANCIAL TELECOMMUNICATION SCRL
O Noah Not ) SOCIETY FOR WORLDWIDE INTERBANK ~ SWHQBEBB 153456
Tucker restricted Noshtuckeoewti.com FINANCIAL TELECOMMUNICATION SCRL
O Not SOCIETY FOR WORLDWIDE INTERBANK ~ SWHQBEBB 123456
Kelly Lane j
Y restricted Kalylsna@ewili.com FINANCIAL TELECOMMUNICATION SCRL
O : Not ; ) SOCIETY FOR WORLDWIDE INTERBANK ~ SWHQBEBB 153456
Eric Warner restricted Ericwarner@swift.com FINANCIAL TELEC UNICATION SCRL
O Lorene Not . fonmcGenit SOCIETY FOR WORLDWIDE INTERBANK ~ SWHQBEBB 123456
Mckenzie restricted orenemckenzie@swift.com o, s NCIAL TELECOMMUNICATION SCRL

1« | <a T‘a?‘T ‘? > e 10
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Changing User Restrictions

» The restrictions window will open, by default all users are set to “Unrestricted”.

Restrictions

Institution

Institution

Restriction type:
) Restricted white list
O Restricted black list

Institution BICs N/A

Cancel Save
#

IS
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Changing User Restrictions

» The “Restricted white list” means that these are the BICs which the user(s) will have access to.

« Add the BICs accordingly by clicking the right button, and click on “Save”. You should see a
confirmation that the changes will be applied.

Restrictions

Institution

Institution

Restriction type:
) Unrestricted
(® Restricted white list
O Restricted black list

Institution BICs BICs of white list

| S\WHQOBEBB

faamey Cancel
Watch Products - Getting Started - April 2018 #
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*In this example however, there is only one BIC under the group, SWHQBEBB.
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Changing User Restrictions

» The “Restricted black list” means that these are the BICs which the user(s) will not have access to.

« Add the BICs accordingly by clicking the right button, and click on “Save”. Once this is saved, a
confirmation message will appear.

Restrictions

Institution

Institution

Restriction type:
) Unrestricted
O Restricted white list
(®) Restricted black list

Institution BICs BICs of black list

SWHQBEBB

TR
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End user subscriptions

By default, 10 users are allotted access to the Watch product.
Users (and at least one Administrator) are specified upon placing the order.
If your institution would require more end users, the additional charges are shown below.

Watch Product # of additional users per block Additional monthly charges

Watch Banking Analytics

10 users 250 EUR

Watch Banking Insights 3 users 75 EUR
Watch for Securities Analytics 10 users 250 EUR
Watch for Securities Insights 3 users 75 EUR

TR
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Find out more about Business Intelligence

Learn more on our e-training platform: | |
SWIET Smart 1 SWIFT Business Intelligence
Access to this module is only available for swift.com registered users. h ‘I Watch documentation

Dedicated e-trainings on Watch Products available
Send us your feedback

® Customer Support
[
NZ
in Transaction Banking M at watch@swift.com

Documentation available on the
Watch platform

SWIET Business Intelligence for

@% Watch Products - Getting Started - April 2018 24



mailto:watch@swift.com
https://www.twitter.com/search?q=SWIFTBI&s=typd&x=0&y=0
https://www2.swift.com/MicroStrategy/servlet/mstrWeb
https://www.linkedin.com/groups?gid=4594789&trk=myg_ugrp_ovr
https://www.linkedin.com/groups?gid=4594789&trk=myg_ugrp_ovr
https://www.linkedin.com/groups/4594789
https://www.linkedin.com/groups/4594789
https://www.swift.com/contact-us/support
https://swiftsmart.swift.com/Saba/Web_spf/EU1PRD0018/common/ledetail/cours000000000008840
https://www.linkedin.com/groups?gid=4594789&trk=myg_ugrp_ovr
https://www.swift.com/our-solutions/compliance-and-shared-services/business-intelligence
https://www.swift.com/our-solutions/compliance-and-shared-services/business-intelligence/document-centre
mailto:watch@swift.com
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