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A quick and easy route to transaction screening
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Sanctions impact

 Fines are getting bigger, but more significantly:
— Cost of remediation exceeds amount of fine
— Includes limitation to business (e.g. no USD clearing)
— Regulators pay more attention to the quality of the screening

« Banks are terminating correspondent relationships due to:
— Risk factor (weak financial crime controls )
— Low return on relationship due to Cost of compliance

 Impacts large and small financial institutions
— Especially smaller FIs due to the ever growing requirements
— Large FlIs face increased regulatory scrutiny




Why are Sanctions so complex?

thedet
40,000

names on lists

4 Billion

fuzzy combinations

1 Day

Average interval between sanctions list
updates for banks active globally

-50%

Decrease in number of correspondent
relationships from some US banks

+20%

Yearly increase in names and aliases
on US OFAC list

Operational Cost doubling every 4 year

2x Alert
Numbers

==SDN ==Transactions =(\lerts

2010 2011 2012 2013 2014 2015 2016 2017 2018

+100%

Increase in alerts every 4 years due
to increase in SDNs and transaction numbers

15.5 Billion S 15.6

fines levied on
financial
institutions

for violation of
sanctions
regulations

2009 2010 2011 2012 2013 2014 2015



SWIFT Sanction Screening v manual checks

U.S. DEPARTMENT OF THE TREASURY

OFFICE OF FOREIGN ASSETS CONTROL
SPECIALLY DESIGNATED NATIONALS AND BLOCKED PERSONS

February 6, 2012

2ND ACADEMY OF NATURAL SCIENCES
(a.k.a. ACADEMY OF NATURAL SCIENCES;
a.k.a. CHAYON KWAHAK-WON; a.k.a. CHE 2
CHAYON KWAHAK-WON; a.k.a. KUKPANG
KWAHAK-WON; a.k.a. NATIONAL DEFENSE
ACADEMY; a.k.a. SANSRI; a.k.a. SECOND
ACADEMY OF NATURAL SCIENCES; a.k.a.
SECOND ACADEMY OF NATURAL
SCIENCES RESEARCH INSTITUTE),
Pyongyang, Korea., North [NPWMD]
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SWIFT Sanction Screening v manual checks

Inconsistent listings (across lists)
— 1. There are 112 spelling variations in Muammar Kaddafi’'s name in print media
— 1i.  The OFAC list provides 8 of them.

— lii.  The UN sanction uses only 1 form of the name.

Qaddafi, Muammar
Al-Gathafi, Muammar
al-Qadhafi, Muammar

Al Qathafi, Mu'ammar

Al Qathafi, Muammar

El Gaddafi, Moamar

El Kadhafi, Moammar
El Kazzafi, Moamer
El Qathafi, Mu'Ammar
Gadafi, Muammar
Gaddafi, Moamar
Gadhafi, Mo'ammar
Gathafi, Muammar
Ghadafi, Muammar
Ghaddafi, Muammar
Ghaddafy, Muammar
Gheddafi, Muammar
Gheddafi, Muhammar
Kadaffi, Momar
Kad'afi, Mu amar al-

Kaddafi, Muamar
Kaddafi, Muammar
Kadhafi, Moammar

Kadhafi, Mouammar

Kazzafi, Moammar

Khadafy, Moammar

Khaddafi, Muammar
Moamar al-Gaddafi
Moamar el Gaddafi
Moamar El Kadhafi
Moamar Gaddafi
Moamer El Kazzafi
Mo'ammar el-Gadhafi
Moammar El Kadhafi
Mo'ammar Gadhafi
Moammar Kadhafi
Moammar Khadafy
Moammar Qudhafi
Mu amar al-Kad'afi
Mu'amar al-Kadafi

Muamar Al-Kaddafi
Muamar Kaddafi
Muamer Gadafi
Muammar Al-Gathafi

Muammar al-Khaddafi

Mu'ammar al-Qadafi

Mu'ammar al-Qaddafi
Muammar al-Qadhafi

Mu'ammar al-Qadhdhafi
Mu'ammar al-Qadhdhaft

Mu'ammar Al Qathafi
Muammar Al Qathafi
Muammar Gadafi
Muammar Gaddafi
Muammar Ghadafi
Muammar Ghaddafi
Muammar Ghaddafy
Muammar Gheddafi
Muammar Kaddafi
Muammar Khaddafi

Mu'ammar Qadafi
Muammar Qaddafi
Muammar Qadhafi
Mu'ammar Qadhdhafi

Muammar Quathafi

Qadafi, Mu'ammar

Qadhafi, Muammar
Qadhdhafi, Mu’ammar
Qathafi, Mu’Ammar el
Quathafi, Muammar
Qudhafi, Moammar
Moamar Al Kadafi
Maummar Gaddafi
Moamar Gadhafi
Moamer Gaddafi
Moamer Kadhafi
Moamma Gaddafi
Moammar Gaddafi
Moammar Gadhafi
Moammar Ghadafi

Moammar Khadaffy
Moammar Khaddafi
Moammar el Gadhafi

Moammer Gaddafi

Mouammer al Gaddafi

Muamar Gaddafi

Muammar Al Ghaddafi
Muammar Al Qaddafi
Muammar Al Qaddafi
Muammar El Qaddafi
Muammar Gadaffi
Muammar Gadafy
Muammar Gaddhafi
Muammar Gadhafi
Muammar Ghadaffi
Muammar Qadthafi
Muammar al Gaddafi
Muammar el Gaddafy
Muammar el Gaddafi
Muammar el Qaddafi

Muammer Gadaffi
Muammer Gaddafi
Mummar Gaddafi
Omar Al Qathafi

Omar Mouammer Al Gaddafi

Omar Muammar Al Ghaddafi

Omar Muammar Al Qaddafi
Omar Muammar Al Qathafi
Omar Muammar Gaddafi
Omar Muammar Ghaddafi
Omar al Ghaddafi



Importance of fuzzy matching

Companies/banks are penalized for violating sanctions,
even if the illegal transactions are only processed
because of flaws in screening software.

Example of a Bank sanctioned in June 2015:

“The bank’s sanction screening software failed to
recognize the name of the account name LC Aircompany
Kyrgyztransavia as belonging to Kyrgyz Trans Avia
account, OFAC said.*”

* Wall Street Journal, 18 June 2015




Sanctions Screening- swiFT’s hosted screening service

Challenges of small institutions

Regulatory scrutiny and enforcement
of sanctions policies is increasing

Increasing pressure from
correspondents to be compliant

Available screening solutions
complex and costly to maintain

Increasing challenges for low-
volume financial institutions

SWIFT provides

Screening engine & user interface

Sanctions List update service with
enhancements

No additional footprint

Centrally hosted and operated by
SWIFT

Real time
Simple to configure and use

A fully managed service to screen all transactions



Filtering engine

« Using Fircosoft:
— Used by 8 of the top 10 banks globally
— Long term relationship
— Includes Fuzzy logic and String matching
— SWIFT has selected the default service and is continuously adapting the
filter to clients, market and regulators requirements

« Hosted by SWIFT:
— SWIFT maintains the filtering engine for all clients
— No hardware investment from the client *
— No software investment from the client *

* Providing the best in class solution for a fraction of the investment.

* If the client needs to screen any format, a connector is required and implies a small licence fee



TCO

Conﬁguration

Installation

Transaction Fee

z Live in K
days




Public Sanctions lists available

36

Public
sanctions lists
updated
by SWIFT daily

Private lists &
Good-guys lists

managed
by the users

AND

Research-based
—~ ownership lists

Australia

Canada

European
Union

France

Hong Kong

Japan

Netherlands
New Zealand
China

Ukraine

Department of Foreign Affairs and Trade (DFAT)
DFAT Autonomous list

DFAT Country Embargoes

Office of the Superintendent of F.I. (OFSI)

OSFI - United Nations Act Sanctions
Department of Foreign Affairs and Trade (DFAIT)
DFAIT Countries Embargoes

European Official Journal

EU Countries Embargoes

EU Ukraine Restrictive Measures

Journal Officiel frangais

Hong Kong Monetary Authority (HKMA)

HKMA Countries Embargoes

Ministry of Finance

Special Measures

Frozen Assets List - Dutch Government

New Zealand Police

Ministry of Public Security of the PRC

State Financial Monitoring Service of Ukraine

National Security and Defense Council

Norway

Singapore

Switzerland

United
Kingdom

United Nations

United States
of America

Ministry of Foreign Affairs (MFA) list

MFA United Nations list

MFA Countries Embargoes

Monetary Authority of Singapore - Investor Alert List
Terrorism (Suppression of Financing) Act
Secrétariat d'Etat a I'Economie

SECO Countries Embargoes

Her Majesty's Treasury

HMT Countries Embargoes

HMT Ukraine Restrictive Measures

United Nations

UN Countries Embargoes

Financial Crimes Enforcement Network (FINCEN)
OFAC Specially Designated Nationals

OFAC Embargoed Countries

OFAC non-Specially Designated Nationals, including:
® OFAC Palestinian Legislative Council
e OFAC Part 561
® OFAC Foreign Sanctions Evaders
® OFAC Sectoral Sanctions Identifications
e OFAC Non-SDN Iranian Sanctions Act



Data Enhancements

S M50 S < D o

) St O
o s e @ T
R PR U - SR TR Y
P o N . - =T

e
. W Ok

i L - K‘th =

@ ~t
S BdEmede Ol R O @
e THm T o DD~ CETEO.e o

S . e TR o

D [, B RSB O e (5
= o

O O0=

OFAC004632 : BANK MARKAZI JOMHOURI ISLAMI |

o City Name (FOX DO IGUACO) corrected to: FOZ DO IGUACU
IRAN

DFATO000527 : ASSAD AHMAD BARAKAT

o No BIC Code : added BMJIIRTH

List from regulator needs to be enhanced and

repaired



Hit Reducing Rules

Rules are pre-defined by SWIFT based on common
practice and customer feedback

Each rule has a “condition” and an “effect”
Not meant to provide any advice or recommendation

Suppress or Non-blocking:

Suppress: when a “suppress” version of a rule is
selected hits matching the rule condition will be
completely suppressed*.

Non-blocking: when a “Non-blocking” version of a rule
IS selected hits matching the rule condition will be
flagged as “non-blocking”.

Reduces obvious
False Positives

Lowers the number of
hits you need to
review

Enables a more
efficient operational
process




Hit Reducing Rules — Initial rules

Two Vessels rules:

Many vessels names are also common names or first names (Matria,
Christina, Salim...) and generate a large number of false positives.

« Vessel — Payments: This rule affects hits against vessels in most
payments messages if the hit appears in any field except 70 or 72.

* Vessel — Trade: This rule affects hits against vessels in many trade
messages, if the hit appears in any field except 46A, 77J and 72.




Hit Reducing Rules — Initial rules

Two rules linked to OFAC lists:

« OFAC - Sent: This rule affects hits against OFAC lists if either
the sender or receiver is a not US BIC and there is a no
iIntermediary banks of a US BIC and the Currency Code is not
USD for Sent messages.

« OFAC - Received: This rule affects hits against OFAC lists if
either the sender or receiver is a not US BIC and there is a no
iIntermediary banks of a US BIC and the Currency Code is not
USD for Received messages.




Screening & Audit Report

Screening Report

4T3 Sanctions Screening
SWIFT

e Copy of each alerted
transaction

e Hit details
=2 Sarsenbg epot fr vy ° Final StatUS

Audit Report:

———

=% Sanctions Screening
W) our Live BIC here

&

cur Live BIC hera
Audt report for January 2014

Audit log of all transactions
screened

Audit log of all operators
activity and decisions

Comments

%\ Sanctions Screening
12T} Your Live BIC her
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= preioms e Measures exact and fuzzy matching capabilities

e Periodical quality assurance checks on effectiveness of the service
e Verifies that lists used mirror regulatory sources

e Provides details on filter configuration and related impact






Implementation options

: Implementation
Timeframe  [ieiikuan
Footprint
e Granularity
F|6XIbI|Ity on what is filtered

Installation &
integration

Copy option

Connector option

Transactions
Scope Screened

Your institution

St
S

Your correspondent

) W

€

Y=

Transparent routing of FIN transactions
to the service using FIN-Copy

FINCat 1, 2,4, 7

Your institution Your correspondent

T @
e

Query/response screening of all
transaction types

All transaction types

Same service, same end-user experience, different technical implmentation.




How does it work — Copy option




Service overview - as sender

Sending bank

-

&

\
Outgoing transaction
(1)
®
Transaction abort
bl | notification (true hit)
GUI
(Y
S
Service 75, %
e
user S 00!

Sanctions Portal

Transaction
is copied

(o))

N
x_ ./

Receiving bank

SWIFT Network
© e W
FINcopy Transaction is delivered

(no hit or false positive)

Decision to deliver (no hit / false positive)
or abort transaction (true hit)

Managed by SWIFT

Screening engine




Service overview - as receiver

Sending bank

Ll

Outgoing transaction
1\

U

FINcopy

Transaction

_ _ 2) (4
is copied
Managed by SWIFT Q0
77 X
R_

Screening engine

SWIFT Network

Receiving bank

Transaction is delivered
as-is (no hit qr false

-

positive)  \¥

(5)—

flagged (true hit)

Instruction to deliver
transaction

Sanctions Portal

Transaction is delivered

>

Gl

g
GUI

4

\

~

J

Service

user




Screening Configuration
2- Select which lists will apply

+~/\|  Sanction List Management

@ Current sanction list configuration

Name Active Mode

Australia - Department of Foreign Affairs and Trade

1- Select which traffic will be screened

Australia - DFAT Countries Embargoes

. . Australia - DFAT Iran Specified Entities List
Sanctions configuration parameters

Canada - FAIT Countries Embargoes 1) MNon-Blocking @' Blocking
Message cateqgo . Canada - Foreign Affairs and Infernational Trade 1) MNon-Blocking @' Blocking
’ g gory @ [ Payment messages (Categories 1 and 2)
Canada - Office of the Superintendent of Financial Institutions 1) MNon-Blocking @' Blocking
Trade messages (Categories 4 and 7
D g ( g ) Canada - OSFI - United Mations Act Sanctions 1%l MNon-Blocking @' Blocking

Transaction type @ & Mational and International transactions

¢ International transactions only 3- EXCIUde Some MT types If relevant

Traffic direction (Sent, Received or () | Message Type Management

both) [ Sent
I:l Received [EZ] All Message Types &)
T. Message Types v ¥ Tools v | [fif| Columns v @ [F View A 1 2o ER @ Pag:
<

Name 1 - Description Category = Active

101 Request For Transfer Fayments \/
102 Multiple Customer Credit Transfer Fayments

103 Single Customer Credit Transfer Fayments V’
104 Direct Debit and Reguest for Debit Transfer Payments V’
105 EDIFACT Envelope Fayments V’
107 General Direct Debit Fayments V’
110 Advice of Chegque Fayments V’
111 Request for Stop Payment of a Cheque Fayments V’
449 Ctatiin AF a Damonet far Chan Daumant Af o Mheoeon D rmnmnd #o -



User & workflow management

Users authenticated via Secure Tokens

Roles available:
— Administrator
— Compliance
— Level 1 user
— Level 2 user

Choice of workflow
— Standard
— 4 eyes




Usage

Your institution EE%EEL
¥ =
(]
&< notification @
L1 yds

Your correspondents

The Level 1 user logs-in to

the Sanctions portal to review 1SS aré

1lter and

the alerts

HHTULITICU WU LU IC Al in 1JUI

Investigation
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of the pending alerts to view == - Reports
A e e the details o

Live Messages P Cutgoing Messages

=
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< >
Transaction Receiver = State = Filtered Date 1 = Type = Armount = Currenc)
OUR REFZ AN FIUBEBOX FILTER 25/09/2012 07:03:54 103 312039 uso
S/mary HITS 2 (@EVFUEIEEIDK}{}( FILTER 25/09/2012 O07-03:52 110 12000 uso
HOFAC OMLY N FIUBEBOXCCE FILTER 25/09/2012 O7:03:52 200 112312 uso
SISECOFRMZIPOL N FIUBEBOXCC FILTER 25/09/2012 070352 202 ay84 12 uso
FIMAMNY HITS 1 AN FIUBEBOX FILTER 25/09/2012 O07:03:52 210 1200.52 uso
AISECOFR ZHELIBEB QX FILTER 25/09/2012 O07-03:52 205 12000 s
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N\ Hits generated by

- Escalate to the message &

| vl 2 4 sanctions list

Live Messages

History Messages Identi-ﬁer

% Pass

Last Comment: Suspect(z) detected by OF...

Type Umnit Copy Serv. IniOurt Hit 1D
103 SSCRBEB3 In
/A SECO000861 a5
Create info | SSCHEEES i MADDOT 26 59 as
Message content
o . | /A UNTDDDDOEE 59 a5
(- — Sanctions list T = o5
Fel C A\ NZPOLDD4G2 59 a5
record detall
.3op:1 f=a, 00 b BOEOOT296 50 as
: 33B:TSD v ——— —
S0z, 34x
::E::[IIT{SSD ' Origin Designation Priority Synonyms More information
59z ) 1l Mazari e TALIBAM a Mame
Fushal Mena Dist nS - s sglaa e gl 2ac o
: T1RA: OUR Name MAZHARIFABDUL QUDDUS L AKHTAR MOHAMMAD MAZ-HARI il
—1{5:{CHK:ETDOBZ4F4000} [THG: } Address KUSHAL KHAN MEMA, DISTRICT —
[MRF:1209250703391209252YFSBEBORNKHOOE3000TS T} } City/State KABUL Cltyl Stat=
Country AFGHAMISTARN it
Search codes -
Passport SEO012320 Country

Hational 1D
BIC codes -



Your institution

>
Release the

message

= Messages History Messages

W Pass B | ==
Last Comment: Looks really suspicious PENDING REVIEWY
Type Unit Copy Serv. In/Cut Hit 1D Tag Match
103 SSCRBEB3 In
lﬁ_\._ SECOQ0O08E61 59 a5
© Create info | SSCREEHS A HKMADDO 59 a5
Transaction ref OUR REFZ2
- = £y UNTOO00006T 59 as
[1:FO1lEZ¥FSEBEBORXKHNOOE3000TS7T} Related ref
[2:I103ZY¥FUBEBOMKHHKIT) {4+ Sender ZYFSBEBOXCK ..t'i‘l. OSFI000129 59 a5
= 20:0 2 i
: TR EEF Receiver ZYFLIBEBOXICK A NZPOLO0462 sg 95
- 23B:55TD Amount 212039 USD
:32R:1110100SD312039, 00 Created on 2012/00/25 0702 52 iy BOEOO7296 59 as
- 33B:1SD300, 00 Value date 2012/09/25 07:03:54
> S00: S 34X
CITIUS3O ; ;
. ) Origin Designation Type Priority Synonyms More information
o8 /hbdul Mazari L TALIBAN Individual 0 Hams
Fushal Mena Dist nb5 - s_gloa oy goill ao g
: 71R: OUR Hame MAZHARI ABDUL QUDDUS | AKHTAR MOHAMMAD MAZ-HARI i
—}I{5: {CHE:ETDOBZ24F4000} {THG: } Address KUSHAL KHAR MERMA, DISTRICT -
[MRF:1209250703539120925ZYFSEBEBOAKKHOOG30007S T} } CityiState KABUL Cityl State
Country AFGHAMNISTAM
Search codes -
Passport SEO012820 Country

Hational 1D
BIC codes -~



YOES Institution
s— <

ta
fa

Live Messages History Messages - Reports
L Pass > Fail E E‘j
Last Comment: Looks really suspicious PENDING REVIEWY
Type Unit Copy Serv. ImiCut Hit 1D Tag Match
103 SSCRBEB3 In
& SECO000361 59 a5
. . 0 a5
I \\/Nen the user confirms a true hit on an outgoing message: o5

gE= - The original message is aborted o

gl © AN abort notification (MTO019) is sent to the user

CITIOS30
259 : SAlbdul

Fushal Mena DISC 1 T V1 -
: Tl = OUR Hame MAZFHARI ABDUL QUDDUS - AKHTAR MOHAMMAD MAZ-HARI A
—}{5: {CHK:ETDOBZ24F4000} [THG: } Address KUSHAL KHARM MEMA, DISTRICT —

[{MEF:1Z209250703391200925ZYFSBEBORM NN O063000757] 1 City/State KABLIL A

Country AFGHAMNISTARM
Search codes
Passport SE012320 Country
Hational 1D
BIC codes il



Yog institution
=
Ko oo — i

L2 user dueue Your correspondents

When the user confirms a true hit on an incoming message:
* The original message is flagged...

« ...then delivered to the recipient that routes it to a special
gueue for appropriate processing




How does it work — Connector option




Enhanced Flexibility m

« Screening other formats than FIN, such as:
— Local non-SWIFT formats (e.g. domestic RTGS/ACH)
— Internal format (before transformation to FIN, for instance)
— 1S020022 MX messages
— FIN MT or ISO20022 MX that would further be bulked in a file transmitted
over FileAct or other file transfer, e.g. low value flows such as SEPA; sent
through SWIFT or non-SWIFT channels.
« More flexibility for screening FIN:
— More flexibility on which traffic is sent to the filter (e.g. exclude traffic from
Head Office) — or even FIN traffic not sent over SWIFT
— Screen all FIN categories

— Ability to screen the messages before they are sent to SWIFT (and an
acknowledgement is sent back to the Back Office)




High level flows — Connector vs Copy option

1 ) \
4{ Interface [ @
Back Office Y, —— Transaction to be screened
—— Good transaction
— Rejected transaction
With the Copy option Sanctions
With the Connector option Screening
f ™
/ Alliance Access* \
Connector - >
| for Sanctions|e
= T i3
«——1 Routing =@
DA \_ Y,
\_ Back Office J

*also available for Lite 2

SwiIri



How does it work

Sender Infrastructure

SAL
Routing < FIN / InterAct — D — @
or Receiver
? Other Financial
MNetwork
CFS

Secure APIs calls e o ‘|'

(e X o) (o X o)
Case management o~ - Maonaged by SWIFT
of alerts ™
L

Sanctions portal Screening engine



2015 2016 _

Q3 Q4 Q1 Q2 Q3 Q4

New release:
- Hit reducing rules
- Faster processing of

Main Service
Release

Reports enhancements
- Weekly

- Private hit
reducing
rules

- Additional statistics
Alerts report

- New “Auditor” profile

Hit Reducing Additional Hit Additional Hit
Rules Reducing Rules Reducing Rules

Additional Lists Ownership research Additional lists incl. additional
lists- Ownership research lists

Updates for

Connector Option for
Lite2 customers
(Connector on SIL)

Connector
option only

Customer
Screening

Customer Screening
First Release



Benefits
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Simple to use
Cost efficient
Compliance
Peace of mind
Minimal (if any)
Implementation




Mercl




