SWIFT

Swift.com Registration and Administration

User Guide

This user guide describes how to register on www.swift.com. It also explains how swift.com administrators
can manage the registration and access rights of users.

February 2010




Swift.com Registration and Administration

Legal Notices

Copyright
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Translations
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Trademarks and Patents
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or company names in this publication are tradenames, trademarks, or registered trademarks of
their respective owners.
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Preface

Preface

Purpose of this document

This document describes how to register on www.swift.com. It also explains how
swift.com administrators can manage the registration and access rights of users.

Intended audience
This document is intended for:

Any user that wishes to register on www.swift.com.

Swift.com administrators, who need to manage the registration and access rights of
users.

Related documentation
The following documents are referenced:

Secure Channel User Guide

Knowledge Base, tip 2106959, frequently asked questions on the registration process
on swift.com.
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Introduction

1 Introduction

Introduction to the guide

The Swift.com Registration and Administration User Guide describes how to register
on www.swift.com. It also explains how swift.com administrators can manage the
registration and access rights of users.

This guide describes the registration process for free online services only. Requests
for payable services must be made through the online ordering application
on swift.com.

Structure of the guide
This guide contains the following sections:

Section 2, "Overview" T provides an overview of the online services on swift.com.

Section 3, "User Registration and Profile Maintenance" 1 explains how to register on
swift.com and maintain your registration profile. This section also explains how to
find the swift.com administrators of your institution.

Section 4, "Administrator Role and Responsibilities" i provides guidelines on how to
approve registration requests and manage the profiles of the registered users. This
section also explains how to assign additional swift.com administrators, and how to
delegate swift.com administration. The last part of the section describes how to
create user reports and audit reports.

What 6s new in this release

1. The Newsletters produced by SWIFT have changed. The TAB for Newsletters
allows you to subscribe to the new Newsletters. (See sections 3.5.3 and 3.8.3)
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2 Overview

Introduction to SWIFT's online services
SWIFT offers a number of specialised online services for our customers on swift.com.

Registration on swift.com is open to all SWIFT customers as well as business partners
and application service providers. All you need is a PC with internet connection, an e-
mail address, and a valid BIC or PIC.

There is no limitation on the number of registered users per institution.

SWIFT offers two types of online services as follows:

Free online services | Available free of charge. As soon as you are registered on
swift.com, you can access these services. These services
are available under the Ordering and Support sections of
www.swift.com.

Payable services Payable services need to be ordered through the ordering
application on www.swift.com.

Description of the free online services
SWIFT offers the following online services, free of charge:

Support: Provided by default when you register on swift.com, Support gives you
access to the Knowledge Base, the case manager, the operational status, the
documentation, the download centre, dropbox, and leased line usage report. For a
detailed description of the Support service, see the Support service description.

Ordering: The ordering application allows you to order a wide selection of SWIFT
products and services.

Order status: The order status service allows you to monitor the status of your orders
online.

Configuration changes: In order to request configuration changes for the SWIFT
products and services that you have ordered, you will need to have this access
right.

Configuration browser: The configuration browser allows you to view the technical
details of the SWIFT products and services that your organisation is using.

Billing information: The online billing application describes the SWIFT billing and
invoicing rules. It provides access to billing documents for your company and to
your current account statement.

SWIFTNet Services Directory: This directory gives you access to the list of
institutions that have subscribed to a SWIFTNet service.

Edit billing and shipping addresses: You need this access right to maintain your
company profile.

Directories data update: The Directories data update service allows you to enter and
maintain reference data for the BICPIusIBAN Directory and the SEPA Routing
Directory. Non SWIFT customers (BIC1 customers) can also subscribe. However,
these customers will not have access to the other free online services.

Secure Channel: Secure Channel allows Security Officers to manage SWIFTNet
offline interventions and to view SWIFT interface passwords through the Internet.

Training Manager: Registered users with the Training Manager profile can have
access t oTraB Wl Hisbr§ application. This application allows the training
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Overview

coordinators to access the records of the staff who have attended SWIFT
classroom training.

User profiles on swift.com

When you register on swift.com, you specify your user name, which must be your e-
mail address, and the BIC for which you want to register. When your registration has
been accepted by the institution represented by the BIC, you are authorised to use the
applications of swift.com on behalf of this institution (BIC).

You can register for multiple institutions using the same e-mail address as login name.
For each institution (BIC) you will have a user profile that defines which applications
you can use on behalf of that institution.

If you have multiple profiles linked to your e-mail address, then you need to enter the
BIC for which you want to login on the login screen.

If you have only one profile linked to your e-mail address, then you do not need to
specify the BIC when you login.

If you have registered for multiple BICs using the same e-mail address, and you are
logged in for a specific BIC, then you must logout before you can work on swift.com
for a different BIC.

Your password is linked to your e-mail address. So for each BIC for which you have
registered, you can use the same password.
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3 User Registration and Profile Maintenance

Introduction
This section describes how to:

register on www.swift.com

log in

view your profile

edit your profile

move multiple profiles to one profile
reset your password

deregister from swift.com

search for registered users

find your swift.com administrators

3.1 How to Register on Swift.com for the First
Time
Description

Follow this procedure when you register for the first time. Section 3.6 explains how to
register more BICs using the same e-mail address.

Procedure
1. Go to swift.com home page.
2. Click Register now.
3. The swift.com user registration request form appears:

AR

‘/STVI;lA T Search swift.com
~T7 finan
\\ 7 ar

About SWIFT Solutions Ordering Support Training Events Contacts
Home Customer log in

SWIFT.COM User registration request

Fields are mandatory !

User Information

First Name (@) |

Last Name @ |

Telephone country code ®@ [—

Local telephone number ® I'—
Password @ I

Password strength @ Weal

Confirm Password ®@ [

Password expiration time @»  [Three months 7]
BIC/PIC Code @ [—
E-Mail @ [
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In the user information section, complete all the fields.

Remarks:

— All the fields are mandatory.

— The telephone country code is the dial code for your country. It must be numeric
and maximum 3 digits. It must not contain any special characters.

— SWIFT rule for strong password: The password must be at least 8 characters
long. It must contain at least one uppercase, one lowercase character, and one
non-alphanumeric character, suchas +- () ! =

Password

strength indi
SWIFT rule for

strong

cates

iStrongod if the

passwords.

— You can choose the password expiration time. The possible values are: 3
months, 6 months, 1 year, or 2 years. You can change the password expiration
time afterwards at any time. If your password has expired, you need to use the

pass wor chado définerakewpassworl. ¢seel o gi n

AForgot
section 3.9.2)

your

— The BIC/PIC represents the institution for which you want to register.

Ot her wi

— The e-mail provided in this registration form will be used to log on to the online
services. If your institution has restricted the domain names of the allowed
e-mail addresses, you need to ask one of your swift.com administrators
which domain names are allowed. In normal cases, your business e-mail

address will be allowed.

If you have entered a not allowed e-mail address, the following error will be

displayed:

AboutSWIFT | Solutions

Ordering Support

Home

SWIFT.COM User registration request

Invalid input:

Training

Contacts

Customer log in

e The domain name of your e-mail addres is not allowed for the BIC that you specified on the registration screen

Fields are mandatory !

User Information

First Name
Last Name
Telephone country code
Local telephone number
Password

Password strength
Confirm Password

Password expiration time
BIC/PIC Code

E-Mail

Enter an allowed e-ma i

@
®@
@
®@
@

@
®@

®@
@
®@

ftest

Jname
32

12345

Weal

Three months v
SWHQBEBB

|a.w@pandora.be

addr ess

and

cl

c k

0

n

fCont
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5. Click Continue. The following screen appears:

L'ZL3>
‘.SH_/II‘ T Search swift.com
About SWIFT Solutions Ordering m Training Events Contacts

Customer log in

SWIFT.COM User registration request
Userinformation

First Name

Last Name

Telephone Number

Password expiration time Three months
BIC/PIC Code

E-Mail

Institution Name

Free services Configuration changes

Secure Channel

Edit billing and shipping addresses
CONFIGBROWSER

SWIFTNet Services Directory

Billing Information

Ordering

SWIFTDirectories data update
Order Status

Defauit services SWIFTSupport

L I6L N8 161 18T JR0 TaT 1T 187 1

(> suom |

6. Select the services that you want to access. See section 2 for a description of
these services.

7. Click Submit.

8. You will receive an e-mail to the e-mail address that you have specified on the
registration screen. You must click on the link provided in the e-mail in order to
confirm your registration request. The following confirmation screen is displayed.
Click Submit in order to confirm your registration request.
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Search swif.com
About SWIFT Solutions Ordering m Training Events Contacts

Customer login

SWIFT.COM User registration request

Dear Madam, Dear Sir,

Thank you for your registration request on swift.com. Click on the " Submit " button if you want to
confirm your registration request for swift.com. Your adminsistrator will then receive an e-mail to ask

approv?l of this registration request. Click on "Cancel" button if you want to cancel this registration
request.

> somi

AN
SWIFT)

If you do not have access to the Internet on your PC, copy the URL that is included in

the e-mail. With this URL, you can access the confirmation screen on a PC
that is connected to the Internet.

9. The swift.com user administrator of your institution will now approve or reject your

registration request. While approving your request, the swift.com administrator has
the possibility to change the online services that you are allowed to access.

10.When the administrator has approved or rejected your request, you will be

informed by e-mail.

November 2009
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3.2 How to Log in on Swift.com

Description

This section describes how to log in for a specific BIC.
Procedure

1. From the swift.com home page, click Customer login.

The global provider of secure | é;éh_s'.:&i com..
financial messaging senvices e

B ]|

Training Events Contacts

Coomron

Log in to access Online

) Who we are customer services
» What we can
offer you
> Become » Register now
a customer > Leam aboutthe benefits of
registering

Customers Business areas Industry initiatives | <::ch
» Banks > Custody services ? Distributed architecture 31 Ak dBIC o
> Broker/dealers > Funds > Giovannini ance. éear :
?» Corporates ? Payments and cash ¥ MFID » New: Online Directories
» Custodians management % SEPA > More directories

L bm mmd i 3 Predrade itrade A OHAFTALAS Akans A

The login screen is now displayed:
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Home » Login page

SWIFT customer log in Sign.in seal

 Authenticaton |

o g MW

e-mail I

> Setupalogn-seal to pratect
yourself agamnst fishing altacks

Seal expires on: n/a

password |
> W

> Forgot your password? - —
Register

2 Multi-profile?

? Please register for online
services, if you don't have

ausername and a
" password.

|
%;

Please log-in and select
“Change my user profile” in
the right hand menu bar to
request access to additional

services.

If youwantto setupalogin-s eal , c¢ | i ¢k osealtdBaettyqursesf
against phishing attackso. For mor e

Enter your e-mail address
Enter your password
If you have registered for only one BIC, click Login

If you have registered for more than one BIC with this e-mail address (as
described in section 3.4), click Multiprofile. You then see a field where you can
enter the BIC for the account you want to log in to:

l ogin

det ai
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Home » Login page

SWIFT customer log in Sign.in seal

Authentication > Setpalogin-seal to protect
‘yourself aganst fishing attacks

e-mail [
Seal expires on: n/a

password |
> Why?
See swift. com security guidelines

2 Forgot your password? -
Register

> Multi-profile?
BIC ,— > Please register for online
services, if you don't have
ausername and a

password.

Additional services?

Please log-in and select
"Change my user profile” in
the right hand menu bar to
request access to additional
services.

7. Enter the BIC code for the account you want to access and click Login.
The same password is used to log in for any BIC registered with this e-malil
address. If you do not enter a BIC on the login screen, you will get an error
message as illustrated below. When this happens, re-enter your e-mail address
and password and click on Multi-profile to enter the BIC.

SWIFT customer log in

You are registered for multiple BICs. Please click

on "Multi-profile ?" to enter the BIC for which you
want to login

e-mail l

password |
> Forgot your password?

? Multi-profile?

8. When vou have clicked on ALogino and
Answer for protecting password reset, you will see the following screen:
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