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Preface
About this document

This guide describes how to use the Secure Channel application. It provides procedures for how
to register as a security officer, manage your secure code cards, manage SWIFTNet offline
interventions, manage security officers, and view SWIFT interface licence keys.

Customers can find the latest available version of this document at www.swift.com > Support >
Secure channel.

Audience

This document is for the following SWIFT audiences:

• SWIFTNet security officers, who use Secure Channel to manage secure code cards, register
and manage security officers, and manage SWIFTNet offline interventions

• Alliance security officers, who use Secure Channel to view SWIFT interface licence keys

Terminology

This document contains terms that are consistent with SWIFT terminology as defined in the
SWIFT Glossary.

Significant changes

The following tables list all significant changes to the content of the Secure Channel User Guide
since the February 2008 edition. These tables do not include editorial changes that SWIFT
makes to improve the usability and comprehension of the document.

New information Location

The new Manage security officers tab allows you
to do the following tasks:

 

• view all security officers within a PKI hierarchy 2.4, "How to Manage Security Officers" on
page 23

• register, terminate (deregister), and update a
SWIFTNet security officer

Related documentation

• Knowledge Base FAQ, tip 2119358, Secure Channel

• Swift.com Registration and Administration User Guide at www.swift.com > Support > Secure
channel, Useful links

The latest version of Knowledge Base documentation is available at www.swift.com > Support >
Knowledge base.

Preface
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1 Overview
Introduction to the application

Secure Channel is a SWIFT application for security officers. Secure Channel allows registered
security officers to manage secure code cards, and manage SWIFTNet offline interventions.
Secure Channel allows Alliance security officers to view SWIFT interface licence keys.

1.1 About Secure Channel
Secure Channel access

Secure Channel is accessible from www.swift.com > Support > Secure channel. You must be
registered for swift.com online services to access Secure Channel.

Secure Channel benefits

Secure Channel:

• replaces the SWIFTNet Offline Intervention Form (SOIF), and provides a more efficient and
automated means to process offline interventions. Requests are made online through the
Secure Channel, and you can download the re-issued activation secrets to your SWIFTNet
operational environment.

• gives SWIFTNet security officers an overview of all the security officers in their institution and
allows them to make appropriate registration changes online instead of through e-forms

• improves the way Alliance interface software licence keys are distributed. With Secure
Channel, licence keys are no longer distributed on paper. The Alliance security officers can
see the interface licence keys online.

1.2 Secure Channel Functionality
Description

Secure Channel provides SWIFTNet functionality and Alliance functionality.

SWIFTNet PKI functionality

SWIFTNet PKI security officers with a secure code card can use the SWIFTNet PKI functionality
to submit the following types of SWIFTNet Offline Intervention requests:

• revoke certificate

• recover certificate

• cancel recovery of certificate

• reissue of PKI activation secrets

• reissue SWIFTNet Link Import file

• reissue SWIFTNet Link Import file with SWIFTNet Link certificate recovery

• unlock SWIFTNet Link Import file

• revocation and deactivation of a distinguished name
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Requests for the generation of new secrets (PKI activation secrets, or SWIFTNet Link
installation secrets) are sent to the customer's operational environment through SWIFTNet. A
standard internet browser is required to collect these secrets.

Security officers can also submit a Non-Repudiation Verification Request . SWIFT sends the
response by courier or by fax.

Alliance functionality

Users defined as left security officer (LSO) or right security officer (RSO) in their profile can
access the Alliance passwords section. The section displays the master and initialisation licence
keys for the following SWIFT interfaces:

• CASmf

• Alliance Access

• Alliance Entry

• Alliance Gateway

• PC Connect

• MQSA

• Alliance RMA

• Alliance Starter Set

• Alliance Messenger stand-alone

Security officer registration functionality

SWIFTNet PKI security officers with a secure code card can use this functionality to do the
following tasks:

• register new security officers

• update their own contact details

• remove existing security officer

1.3 Secure Channel Profiles
Description

The Secure Channel interface that is displayed to you depends on your user profile, as set up in
the two "How to Register" sections in this guide:

• If you are registered as SWIFTNet security officer for both the Live and the ITB network, and
also have the role of Alliance security officer (LSO, or RSO, or both) selected in your user
profile, then you see the full functionality of the application as shown in the following figure.
The first two tabs are for SWIFTNet offline intervention requests, and the third tab is for
viewing SWIFT interface licence keys.

• If you are registered as SWIFTNet security officer for the Live network, then you see the
SWIFTNet Production tab.

• If you are registered as SWIFTNet security officer for the ITB network, then you see the
SWIFTNet ITB tab.
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• If you have the role of Alliance security officer (LSO, or RSO, or both) selected in your user
profile, then you see only the Alliance Passwords tab.
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2 For SWIFTNet Security Officers
Introduction

SWIFTNet security officers can use Secure Channel to:

• manage secure code cards

• submit SWIFTNet offline interventions

• maintain security officers

During the undertaking process when you join SWIFT, either you register two initial security
officers or you define PKI delegation and the security officers of another institution (the
administering institution) manage your PKI.

2.1 Required Browser Configuration
Prerequisites

In order for the online application to work correctly, especially when working with secure code
cards, the following setup of your internet browser is required:

• Java Runtime must be installed with version 1.4 or higher. For information about how to
download Java, see tip 2128633.

• The browser pop-up blocker must be disabled.

• The browser must accept cookies.

Tip Before accessing the Secure Channel application, it is good practice to delete your
temporary internet files and close all browser windows.

2.2 How to Manage Secure Code Cards
Description

The SWIFTNet (PKI) security officers must have the secure code card to submit SWIFTNet
Offline Interventions through the Secure Channel application.

Note Only SWIFTNet security officers need to receive this card.

Every SWIFTNet security officer receives a secure code card for each SWIFTNet environment
for which they are registered (for example, LIVE, ITB or both). The card contains highly
confidential information and is strictly for personal use only. You cannot use the secure code
card of another security officer.

For SWIFTNet Security Officers
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How to read the card

The secure code card columns are labelled "A" to "H", from left to right. The rows are labelled
"1" to "8", from top to bottom. A cell is uniquely referenced by its column and row labels. In the
following example of a secure code card, the cell "E3" contains the value"2FC":

Overview of Secure Channel procedures

Security officers can activate, lock, unlock, and revoke a card.

2.2.1 Activating a Card

To activate your card

Activate your secure code card as soon as you receive it:

1. In Secure Channel (www.swift.com > Support > Secure channel), click Manage Secure
Code Cards.

2. Click Activate Card under the heading New Secure Code Card pending activation
details.

The Secure Channel - Activate Card screen appears.
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3. In the Enter cell values row, type your password values in the three columns. To do this,
compare the values listed in the Requested cells field (C1, B3, C3) against your Serial
Number table, as illustrated in the following diagram. The values are not case sensitive.

4. Read the Operation confirmation text, then click the I agree with the request terms
described above box.

The following screen appears, confirming that you have activated your card successfully.

5. Click submit.

6. Click continue if you want to perform another Secure Channel operation.

2.2.2 Locking a Card

Introduction

If you suspect that your secure code card security is compromised, then you must lock the card.
A locked card is in a temporary state until you either unlock or revoke it.

You can lock your own card or the card of another security officer in your institution. You can
lock cards that show their Current state as Active or Pending activation.

For SWIFTNet Security Officers
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To lock a card

To lock a secure code card, do the steps that follow:

1. In Secure Channel, click Manage Secure Code Cards.

2. To lock your own card, click Lock Card.

3. To lock the card of other security officers:

a. Select the security officer from the User name drop-down list, under the section View
other Security Officers Secure Code Cards.

b. Click Select Security Officer.

c. The top half of the screen changes and shows the secure code card details of the
security officer to lock. Check the details to make sure that you lock the correct secure
code card.

d. Click Lock Card.

The Secure Channel - Lock Card page appears:

4. In the Enter cell values row, type your password values in the three columns. To do this,
compare the values listed in the Requested cells field (F5, A6, A5) against your Serial
Number table. The values are not case sensitive.
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5. Read the Operation confirmation text, then click the I agree with the request terms
described above box.

6. Click submit.

The following screen appears, confirming that you have locked the card successfully:

7. Click continue to do another Secure Channel operation.

2.2.3 Unlocking a Card

Introduction

To unlock a card, your Current state must show Active. You can unlock a secure code card that
shows its Current state as Locked or Locked at activation.

You cannot unlock your own card. You must ask a security officer in your institution to unlock
your card.

To unlock a secure card

To unlock a secure code card:

1. In Secure Channel, click Manage Secure Code Cards.

2. Select the security officer from the User name drop-down list, under the section View
other Security Officers Secure Code Cards.

3. Click Select Security Officer.

4. Click Unlock Card.

The Secure Channel - Unlock Card page appears

For SWIFTNet Security Officers
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:

5. this, compare the values listed in the Requested cells field (B5, F6, A3) against your Serial
Number table. The values are not case sensitive.

6. Read the Operation confirmation text, then click the I agree with the request terms
described above box.

7. Click submit

The following screen appears, confirming that you have unlocked the card successfully:

8. Click continue to do another Secure Channel operation.

2.2.4 Revoking a Card

Introduction

If you suspect that your secure code card security is compromised, then you must either lock
the card, or revoke it. The Revoke Card option lets you cancel your secure code card and
request a new one. You must activate the new card upon receipt.

You can revoke your own card, or the card of another security officer in the institution.
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To revoke a secure card

To revoke a secure code card:

1. In Secure Channel, click Manage Secure Code Cards.

2. Select the security officer from the User name drop-down list, under the section View
other Security Officers Secure Code Cards.

3. Click Select Security Officer.

4. The top half of the screen changes and shows the secure code card details of the security
officer to revoke. Check the details to make sure that you revoke the correct secure code
card. Also, make sure that the Current state shows either Active, Locked, or Pending
Activation.

5. Click Revoke Card.

The Secure Channel - Revoke Card page appears.

6. If you would like a new secure code card issued, then select Yes to A new Secure Code
Card must be generated by SWIFT and delivered to me.

7. In the Enter cell values row, type your password values in the three columns. To do this,
compare the values listed in the Requested cells field (A7, B4, A8) against your Serial
Number table. The values are not case sensitive.

For SWIFTNet Security Officers
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8. Read the Operation confirmation text, then click the I agree with the request terms
described above box.

9. Click submit

The following screen appears, confirming that you have revoked the card successfully:

10. Click continue to do another Secure Channel operation.

2.3 How to Submit SWIFTNet Offline Interventions
Description

The SWIFTNet (PKI) functionality of Secure Channel replaces the standard SWIFTNet Offline
Intervention Form that a SWIFTNet security officer must submit to request interventions.
Examples of interventions include a recovery or a revocation of a PKI certificate or a reissue of
SWIFTNet Link activation secrets.

With Secure Channel, requests are done online, and you can download the re-issued activation
secrets right into your SWIFTNet operational environment. Secure Channel does not replace
Local Registration Application functionality which remains.

What are SWIFTNet Offline Interventions?

SWIFTNet Offline Interventions allow security officers to manage certificates offline in case the
online Local Registration Application cannot be used. For example, in the case of lost licence
keys, or when activation secrets expire before they have been used.

Two types of SWIFTNet Offline Interventions

We can distinguish between the following two types of intervention requests:

• Security requests that do not require the delivery of new secrets. Requests that do not
require new secrets are the following:

– revoke PKI certificate

– revoke and deactivate PKI certificate
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– cancel recovery of certificate

– unlock SWIFTNet Link Import file

• Security requests which require the delivery of new secrets. There are two types of secrets
that can be delivered:

– New PKI activation secrets (= reference number and authorisation code). In this category,
we have the following requests:

• Recover PKI certificate

• Re-issue PKI activation secrets

– New SWIFTNet Link installation secrets (= leftmost and rightmost authentication string). In
this category, we have the following requests:

• Re-issue of SWIFTNet Link import file

• Re-issue of SWIFTNet Link import file w/ certificate recovery

2.3.1 Creating and Monitoring Security Requests (Without
Delivery of New Secrets)

2.3.1.1  Creating New Security Requests

Creating the request

In Secure Channel, select the tab for your environment:

1. • SWIFTNet Production if your request is linked with a Live or Pilot service on the
production network

• SWIFTNet ITB if your request is linked with the integration testbed network

Note You must be registered as a SWIFTNet security officer for the selected
network.

2. Click Create new security request.

Enter information

1. If you have a case open with the SWIFT Support Centre that is associated with your
request, then enter the 8-digit number in the Case Number field (optional).
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2. Select your Request type from the drop-down list. For example, Revoke PKI certificate.

3. Your provisioned SWIFTNet Link and SNJ IDs are provided in the list for selection. Select
the SNJ or SWIFTNet Link domain ID, or Distinguished Name that are specific to the
request. If you select Other DN, then type in a specific Distinguished Name yourself (for
example, the DN of a security officer). For example, to revoke the PKI certificate of a
security officer, enter the Distinguished Name of that security officer.

4. Enter your comments related to the request in the Additional comments box (optional).

5. Click next.

Verify and accept

1. Verify that you have the correct information under Request details.

2. Verify that the Serial number on screen matches the number printed on your personal
secure code card.

3. In the Enter cell values row, type your password values in the three columns. To do this,
compare the values listed in the Requested cells field (H8, E3, A6) against your Serial
Number table. The values are not case sensitive.
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4. Read the Request confirmation text, then click the I agree with the request terms
described above box.

5. Click submit. All security officers in your institution receive an e-mail message that notifies
them of your request.

View confirmation

1. Read the final confirmation message.

2. Click main to return to the Secure Channel home page.

2.3.1.2  Monitoring the Security Request Status

Description of Request States

You can monitor the status of your security request while the SWIFT Customer Security
Management department processes it. Possible Request States are as follows:

• Validation ongoing

The Request history field initially shows all requests in the "Validation by SWIFT ongoing"
state.

• Pending approval

If your institution has made a dual authorisation request, then the Request history field shows
the status "Request pending approval of second SO". In this case, another security officer
has to log on to Secure Channel, click the request, and sign the same request with their
secure code card.

• Completed

When SWIFT Customer Security Management has processed your request, the Request
history shows the state of your request as "Completed".

• Failed

In rare cases, if SWIFT cannot process your request, the Request history shows the state of
your request as "Failed". SWIFT Customer Security Management sends an e-mail with this
status update.

For SWIFTNet Security Officers
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To make another similar security request, click Clone request. This feature is useful when your
request has failed, and you need to re-enter a new request with the same parameters.

2.3.2 Creating and Monitoring Security Requests (With
Delivery of New Secrets)

Prerequisites for PC configuration

When requests involve new secrets, the Secure Channel application sends security officers an
e-mail at the end of the process to inform them that the request is in the state "pending
download". The e-mail contains a link to download the new secrets.

When requests involve new secrets, the Secure Channel application sends security officers an
e-mail at the end of the process to inform them that the request is in the state "pending
download". The e-mail contains a link to download the new secrets.

The security officer or an operator must open this link in a standard internet browser on a PC
that is connected to SWIFTNet.

Note Since the link provided is always the same URL (https://secure-
channel.swiftnet.sipn.swift.com for the Live/Pilot network or https://secure-channel-
itb.swiftnet.sipn.swift.com for the integration testbed network), the URL can be
stored in the browser favourites or on the desktop of the PC.

The security officer or an operator must open this link in a standard internet browser on a PC
that is connected to SWIFTNet.

The PC that you can use to open this link can be:

• an SNL-Host

• a PC that is used for a Browse service

• a dedicated PC on a dial-up connection

The PC must have the following configuration:

• The PC must be connected in a LAN segment that connects to a VPN-box. In addition, the IP
address of the PC has to be allowed on the VPN-box. This is done by provisioning the IP
address of the PC in the VPN-box. Alternatively, you can use a proxy server or work through
network address translation (natting) so that the IP address of the PC is translated into
another (provisioned) IP address.

• The firewall between the PC and SWIFTNet must be configured for a "Global Approach to
Browse Service Access" as described in section 7.1 of the Network Configuration Tables
Guide:

<...> All SWIFTNet Browse Web servers have, or will have, globally unique 
IP addresses in the subnet range 149.134.0.0 /17 This is a range of IP 
addresses in CIDR notation. Another notation for their range is 149.134.0.0 
mask 255.255.128.0. Their range covers the IP addresses from 149.134.0.0 up 
to 149.134.127.255 (inclusive). <...>

• If the security level of the internet browser is set to "high", then you need to:

– Add the download URL (https://secure-channel.swiftnet.sipn.swift.com) to the trusted sites

– Enable "META REFRESH" in your internet options

This configuration is not required if the security level of the internet browser is set to "low" or
"medium".
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2.3.2.1  Creating New Security Requests

Creating the request

In Secure Channel, select the tab for your environment:

1. • SWIFTNet Production if your request is linked with a Live or Pilot service on the
production network

• SWIFTNet ITB if your request is linked with the integration testbed network

Note You must be registered as a SWIFTNet security officer for the selected
network.

2. Click Create new security request.

Enter information

1. If you have a case open with the SWIFT Support Centre that is associated with your
request, then enter the 8-digit number in the Case Number field (optional).

2. Select your Request type from the drop-down list. For example, Recover PKI certificate.

3. Select the SNJ or SWIFTNet Link domain ID, or Distinguished Name that are specific to the
request. For example, to revoke the PKI certificate of a security officer, enter the
Distinguished Name of that security officer.

4. Enter your comments related to the request in the Additional comments box (optional).

5. Click next.
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Verify and accept

1. Verify that you have the correct information under Request details.

2. In the Request Download Password section, enter your own download password. The
password must contain at least eight characters, and is case sensitive. It must contain at
least one uppercase and one lowercase character, and one number. This download
password is used by the operator who has access to the SNL-host or to another PC in the
SWIFTNet environment, to view the new secrets when the request is ready for download.

3. In the Enter cell values row, type your password values in the three columns. To do this,
compare the values listed in the Requested cells field (E4, C4, G3) against your Serial
Number table. The values are not case sensitive.

4. Read the Request confirmation text, then click the I agree with the request terms
described above box.

5. Click submit. All security officers in your institution receive an e-mail message that notifies
them of your request.

View confirmation

1. Read the final confirmation message.

2. Click main to return to the Secure Channel home page.

2.3.2.2  Monitoring the Security Request Status

Description of Request States

You can monitor the status of your security request while the SWIFT Customer Security
Management department processes it. Possible Request States are as follows:

• Validation ongoing

The Request history field initially shows all requests in the "Validation by SWIFT ongoing"
state.
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• Pending approval

If your institution has made a dual authorisation request, then the Request history field shows
the status "Request pending approval of second SO". In this case, another security officer
has to log on to Secure Channel, click the request, and sign the same request with their
secure code card.

• Pending download

When SWIFT Customer Security Management has processed your request, the Request
history shows the state of your request as "Pending download", which means the new
secrets are ready for download.

• Failed

In rare cases, if SWIFT cannot process your request, then the Request history shows the
state of your request as "Failed". SWIFT Customer Security Management sends an e-mail
with this status update.

2.3.2.3  Downloading the New Secrets

Procedure

1. Verify that your request shows the state as "Pending download". This happens when:

• The request has moved to the section Requests pending download on the main screen
of your application, and the Request history shows the state of your request as "Pending
download".

• The requesting security officer received the following e-mail message. In case of dual
authorisation, the approving security officer also receives the message:

Dear <Name>,
The following request, created through the SWIFT Secure Channel, has 
been approved by SWIFT: <Request ID>
Requesting Security Officer: <Name>
Approving Security Officer: <Name>
Request type: <Name>
In order to collect the requested secrets, please connect to the 
following address using your MV-SIPN connection: <URL provided>
To view the request details and history, connect to the <URL provided> 
application.
Best regards,
SWIFT Customer Security Management

2. Prepare the Download Password that was entered when you submitted the request as
well as the Request Number. Communicate this password and the request number to the
operator who will collect the new secrets. If you have access to a PC connected to your
SWIFTNet environment, then you can collect the secrets yourself.

3. Click the link that is provided in the e-mail. A screen opens and requests that you enter the
Request Number and Download Password.
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4. Click submit.

5. The new secrets are displayed on the screen as shown in the following example. The
screen layout is different for PKI secrets and for secrets that are required for the SWIFTNet
Link installation.

Screen for PKI secrets

Screen for SWIFTNet Link installation secrets

Important SWIFT strongly advises you to save or print the secrets that display on the
screen. New secrets can be shown only once. If you close the window, then
there is no way to re-display the new secrets apart from re-entering a new
security request.
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2.4 How to Manage Security Officers
Introduction

This chapter explains the functionality of the Manage security officers tab, which allows you to
do the following tasks:

• view security officer profiles

• register a new security officer

• terminate (deregister) a security officer

• update your own address details

• view the audit report on registration activities

Tip The environment tab selected appears in a lighter colour. In the previous screen,
this means that SWIFTNet ITB is selected.

Important You define your two initial security officers when you join SWIFT. These security
officers receive both online (node and certificate in the Enterprise Directory) and
offline (use of Secure Channel) capabilities.

The register and terminate (deregister) a security officer functions allow you to add
or terminate any SWIFTNet security officers as long as at least two registered
security officers remain. You can terminate your initial security officers and add or
terminate additional security officers.

2.4.1 View Security Officer Profiles within a PKI Hierarchy

Description of the Manage security officers tab

The Manage security officers tab (www.swift.com > Support > Secure channel), displays the
following items:

• the SWIFTNet PKI hierarchy (or scope) for the institution BIC of the logged on user

• the security officer profiles for all the BICS in the SWIFTNet PKI hierarchy including the
following information:

– Email address

– Full Name

– BIC

– Registration status

– SCC status
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Tip PKI hierarchy includes the following:

• all of the security officers of your own institution

• all of the security officers of the institutions (if any) that have delegated their PKI
security to you, known as administered institutions

If you are the security officer of an administering institution, then you can see the
security officers of the administered institutions if any.

Tip If the Registration status shows anything other than Correct, then click the
status. A page appears that explains how to correct your registration.

SCC status definitions

Click the status link for Inactive or No SCC and then follow the recommendations listed on the
screen.

• Active

The owner has activated the secure code card and can use the card to sign security
requests.

• Inactive

SWIFT has generated a personal secure code card for the security officer and mailed the
card to the person. However the security officer has not yet activated the card with the
Manage Secure Code Cards function on Secure Channel.

• No SCC

SWIFT has not yet generated a personal secure code card for the security officer.
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Audit Report

Click Audit Report to see all past and ongoing SWIFTNet security officer registration activities.
These activities include those from the Undertaking/Joining process.

To view security officer profiles

1. Access Secure Channel at www.swift.com > Support > Secure channel).

2. Security officers for both Production and ITB environments first must select the SWIFTNet
Production or the SWIFTNet ITB environment.

The previous screen show that the secure code card for the Production environment is not
yet activated. The card must be activated first. For more information about how a security
officer activates a card, see "Activating a Card" on page 8.

3. Click Manage security officers. The ITB environment is selected when the secure code
card is activated correctly (SWIFT ITB. tab appears in a lighter colour). The warning
message is no longer displayed as shown in the following screen.

The Secure Channel - Security Officer Profiles screen appears.

4. To view the latest SCC status, click Get SCC status. The screen is refreshed.

5. To view the security officer identity, address, and registration details, click the appropriate
name under Full name.

The Secure Channel - Security Officer screen appears.

6. Click Back to list to return to the previous screen.
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2.4.2 Register a New Security Officer

Three steps to register a new security officer

1. enter information

2. verify and accept

3. view confirmation

Enter information

1. Access Secure Channel at www.swift.com > Support > Secure channel).

2. Security officers for both Production and ITB environments first must select the SWIFTNet
Production or the SWIFTNet ITB environment.

3. Click Manage security officers.

The Secure Channel - Security Officer Profiles screen appears.

4. Ensure that the new security officer that you want to register is not already registered under
Security officer profiles.

5. All security officers must have an account on swift.com under the appropriate BIC. If they
do not, then an account (or a multi-profile extension of an existing account to more BICs)
must be requested. For more information, see the Swift.com Registration and
Administration User Guide at www.swift.com > Support > Secure channel, Useful links.

To see whether a user is a registered on swift.com, do the following:

• Click your name and BIC in the upper right hand of the screen.

• Click Manage your profile.

• Click User profile (under Personal profile).

• Click Search users.

• Click Start search.

The search results appear on the screen.

6. Add a user by typing in the complete e-mail address in the Add new security officer box.

7. Click Add. In case of a multi-profile swift.com account, you are prompted to select the BIC
for which the new security officer must be defined.

8. Complete the mandatory fields (next to an orange triangle).
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9. In the SWIFTNet SO row, select the check box Check this flag to grant the SWIFTNet
SO role to listed person.

10. Click Save.

Verify and accept

1. The Create new security request screen appears with details of the request.

2. Under Request signature, complete the values.

3. In the Enter cell values row, type your password values in the three columns. For more
information, see "Verify and accept" on page 16.

Important Verify that the Serial number on screen matches the number printed on your
personal secure code card.

4. Select the check box I agree with the request terms described here above.

5. Click submit.
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View confirmation

1. The Create new security request screen appears to confirm the request.

2. Click homepage.

Pending and recently updated requests are listed on the Secure Channel screen.

3. Click a specific Request Number for further details.

4. Click Manage security officers to view the updated Security officer profiles.

Next steps by SWIFT

1. SWIFT sends an e-mail to both the requesting security officer and the new security officer
to confirm the request.

2. SWIFT completes the security officer registration by the next business day.

3. SWIFT sends the new security officer a personal secure code card by courier service within
a few days.

2.4.3 Terminate a Security Officer

Three steps to terminate (deregister) a security officer

1. enter information

2. verify and accept

3. view confirmation
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Enter information

1. Access Secure Channel at www.swift.com > Support > Secure channel).

2. Security officers for both Production and ITB environments first must select the SWIFTNet
Production or the SWIFTNet ITB environment.

3. Click Manage security officers.

The Secure Channel - Security Officer Profiles screen appears.

4. To terminate (deregister) a security officer, click the Full name of the person that you want
to terminate.

5. In the SWIFTNet SO row, clear the box Uncheck this flag to remove the SO role for this
person.

6. Click Save.

Verify and accept

1. The Create new security request screen appears with details of the request.

2. Under Request signature, complete the values.

3. In the Enter cell values row, type your password values in the three columns. For more
information, see "Verify and accept" on page 16.

Important Verify that the Serial number on screen matches the number printed on your
personal secure code card.

4. Select the check box I agree with the request terms described here above.

5. Click submit.

View confirmation

1. The Create new security request screen appears to confirm the request.

2. Click homepage.

Pending and recently updated requests are listed on the Secure Channel screen.

3. Click a specific Request Number for further details.

4. Click Manage security officers to view the updated Security officer profiles.

For SWIFTNet Security Officers

09 February 2010 29

http://www.swift.com/


SWIFT completes the security officer termination (deregistration) within minutes. Termination
includes the revocation of the secure code card.

2.4.4 Update your Own Address Details

Three steps to update your own security officer details

1. enter information

2. verify and accept

3. view confirmation

Important It is important to maintain your address details. If you need a new secure code card
(for example, after a revoke), then SWIFT mails your personal secure code card to
this address.

Enter information

1. Access Secure Channel at www.swift.com > Support > Secure channel.

2. Security officers for both Production and ITB environments first must select the SWIFTNet
Production or the SWIFTNet ITB environment.

3. Click Manage security officers.

The Secure Channel - Security Officer Profiles screen appears.

4. On the Swift.com account row, click your e-mail address.

The Secure Channel - Security Officer screen appears.

Important You can only update the security officer address details for yourself. You
cannot update this information for other security officers.

5. Update the appropriate fields.

6. Click Save.

Verify and accept

1. The Create new security request screen appears with details of the request.

2. Under Request signature, complete the values.

3. In the Enter cell values row, type your password values in the three columns. For more
information, see "Verify and accept" on page 16.

Important Verify that the Serial number on screen matches the number printed on your
personal secure code card.

4. Select the check box I agree with the request terms described here above.

5. Click submit.
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View confirmation

1. The Create new security request screen appears to confirm the request.

2. Click homepage.

Pending and recently updated requests are listed on the Secure Channel screen.

3. Click a specific Request Number for further details.

4. Click Manage security officers, then either click your e-mail address on the Swift.com
account row or click your full name under Security officer profiles to view the updated
address details.

SWIFT completes the update of the address details within minutes.
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3 For Alliance Security Officers
Introduction

Alliance security officers can use Secure Channel to view Alliance licence keys.

Alliance security officers must first be registered as Alliance LSO or RSO.

3.1 How to Register as an Alliance Security Officer
Description

This section describes how to register as an Alliance security officer to receive the access rights
to the Alliance functionality within the Secure Channel application.

The following are possible assignments of Alliance LSO/RSO roles:

• A first registered user is assigned the Alliance LSO role, and a second registered user is
assigned the Alliance RSO role. This is the typical configuration.

• Both the LSO and RSO roles are assigned to a single user. This user will be able to see the
complete master and initialisation licence keys (part 1 and 2).

• The roles LSO and RSO are assigned to more than two users. Multiple users have the LSO
or RSO roles.

The swift.com administrator manages all assignments of Alliance LSO/RSO roles. The
administrator can assign or revoke the LSO and RSO roles to and from any registered user
within the institution. SWIFT does not perform any intervention or validation.

Procedure

1. You must first be a registered user for the online services on swift.com. To register, open
www.swift.com, click Register now. A swift.com administrator in your institution must
approve your registration request before you can use the online services.

2. Contact your swift.com administrator to activate your Is Alliance LSO or Is Alliance RSO
role in your user profile.

If you do not know the names of the swift.com administrators for your institution, then go to
swift.com > Manage your profile > User profile > Search users. Create the condition "Is
Administrator" "=" "true", then click Start search. You can now see the swift.com
administrators for your institution or BIC.
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3.2 How to View Your Alliance Licence Keys
Description

The Alliance functionality on Secure Channel allows you to see the master and initialisation
licence keys. These licence keys are required for the installation of Alliance software. SWIFT no
longer sends licence keys on paper.

You can see the licence keys for all the contracts that are registered with SWIFT in a particular
organisation (BIC8).

Procedure

1. In Secure Channel (www.swift.com > Support > Secure channel), click the Alliance
passwords tab.

2. Select your Contract reference from the drop-down list, then click view.

After selecting "view", the following window pops up which shows the Alliance Licence Keys
(and other information such as Packages and Servers) for the contract that you have
selected.

Ensure that you have pop-ups enabled in your browser or the new window will not be
visible.
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The security officer in the previous example is assigned the role of Is Alliance LSO.
Therefore this security officer can see Part 1 of the licence keys. A security officer with the
role of Is Alliance RSO would see part 2 of the licence keys. A security officer with both
roles would be able to view both parts (1 and 2) of licence keys.

Important SWIFT strongly advises you to save or print (from the browser window) your
current set of licence keys, so that you are able to re-install the current release
in the future, if required.

Licence keys from previous releases

Secure Channel only shows the licence keys for the software release that corresponds with your
current contract. If you want a password for a previous release, then click Case Manager or
contact the SWIFT Customer Support Centre.
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Legal Notices

Copyright

SWIFT © 2010. All rights reserved.

You may copy this publication within your organisation. Any such copy must include these legal notices.

Confidentiality

This publication may contain SWIFT or third-party confidential information. Do not disclose this publication
outside your organisation without the prior written consent of SWIFT.

Disclaimer

SWIFT supplies this publication for information purposes only. The information in this publication may
change from time to time. You must always refer to the latest available version on www.swift.com.

Translations

The English version of SWIFT documentation is the only official version.

Trademarks

SWIFT is the trade name of S.W.I.F.T. SCRL. The following are registered trademarks of SWIFT: SWIFT,
the SWIFT logo, Sibos, SWIFTNet, SWIFTReady, and Accord. Other product, service, or company names in
this publication are trade names, trademarks, or registered trademarks of their respective owners.
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