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CCIl over SWIFTNet

Implementation Guide

This guide details implementation information for customers that want to install, configure, and, run SWIFT
or SWIFTNet so it communicates with CCI. This document details prerequisites for the network
components and the deployment of messaging options for CCl communications for a Single Gateway
solution. The document also provides migration information, details the implement process, and provides
security recommendations. This document is for CCI project managers and technical teams responsible for
the preparation and technical setup of messaging channels for an organisation.

November 2009



CCl over SWIFTNet

Preface

Purpose of this document

This document aims to guide Euroclear customers that want to use Euroclear
Single Platform services through SWIFTNet.

The document provides the following information:
high-level indications of the administrative and technical steps that enable
customers to use Euroclear services

an overview of the network components that must be in place to access Euroclear
Single Platform by means of the various messaging channels

the technical prerequisites for the deployment of the Common Communication
Interface (CCI) communications channel options

an overview of why Euroclear has developed the CCI
processes that technical staff must follow to prepare for and deploy the channel
options across an organisation

To obtain the latest available version of this document, customers can contact a
SWIFT account manager. The document is also available at www.swift.com/cci.

Audience
This document is for the following audience:

CCI project managers and customers that want to order and establish a
SWIFTNet infrastructure to access the Euroclear Single Platform services
technical teams that are responsible for the preparation and technical setup of the
appropriate messaging channels that an organisation requires

This document assumes that the reader has a technical understanding and
experience of working with the following technologies and components:

SWIFT components
Internet protocols including HTTP and HTTPS
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Related SWIFT documentation

Customers can find the following documents useful references in the SWIFT User
Handbook Online on www.swift.com/cci.

SWIFTNet messaging documents
SWIFTNet Service Description
Connectivity Packs
SWIFTNet Resilience Guide
SWIFTNet Naming and Addressing Summary
SWIFT Network Access Control Guidelines
SWIFTNet Certificate Administration Guide

SWIFTNet Product and software documents
Alliance Gateway Installation Guide
distributed by SWIFT with the Alliance Gateway software
Alliance Gateway Operations Guide
distributed by SWIFT with the Alliance Gateway software
Alliance Gateway 6.1.50, Alliance Gateway 6.1.51 and Alliance Gateway 6.1.60
functional updates Release Letter and WS Host Adapter Configuration Guide
distributed by SWIFT with the Alliance Gateway software

Related Euroclear documentation

The Euroclear website, at www.euroclear.com > Initiatives > Single Platform >
Publications, contains a number of documents detailing the CCI project.

Document conventions

This document uses the following typographical conventions:

Bold

Names of files, parameters, API calls, user logon, and logon groups
References to a directory or a menu
GUI elements and command names

Italics

Important information and document names

Courier

User input, directory paths, parameter values, place holders, and system
output examples
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1 Overview of CCI

Background

Prior to the Euroclear groupds offering of CCI
communications solutions that included file transfers, event-driven messaging, and

screen access. However, the provision of CCl aims to overcome the problems

associated with the many differences within the following areas:

technology platforms

networks and network technologies

supported data formats

deployment

support strategy

pricing structure

Scope
Euroclear has developed the Common Communication Interface (CClI) for use by
all institutions that must communicate with it. CCI has the following benefits:
Ultimately CCI will provide customers with a single access point to all of
Eurocleardés business services
CCl facilitates the transmission of instructions and the receipt of reports in industry-
standard formats, using a choice of networks

CCI caters for the technical harmonisation of electronic communication between
Euroclear and its customers at each of the following levels:

at the network layer

at the information delivery layer

at the data formats layer

Who is eligible to use CCI services through SWIFT?

Both financial and non-financial institutions, including all intermediaries and
issuers, can apply to use the CCI services through SWIFT or SWIFTNet.

Initially, however, Euroclear intends CCI for use only by Euroclear customers and
issuing agents. In the future, other types of institutions (for example, clearing
houses and data vendors) will also be able to migrate communications to Euroclear
through the CCI.

Effective date and connectivity testing

Customers must test the connection to the CCIl messaging channel options before
the go-live date. Customers can find more information about dates and test details
on www.euroclear.com.

Implementation

To reduce the impact of business, format and technical changes, Euroclear
implements the CCI in two stages, as follows:
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an initial rollout on the ESES Platform?
a rollout on the Single Platform?

The staged implementation of CCl is to ensure that the migration of customers
from existing systems to the consolidated system generates as little risk as
possible. Euroclear anticipates that the CCIl and proprietary systems (legacy) will
co-exist for a period of time.

1.1 Options for Messaging Channels

Depending on its Euroclear CClI business activities, each institution must assess

the available messaging channel options for using CCI.

Note Euroclear mandates the use of ScreenFlow using the ScreenFlow application.

However

decisions.

the use of

ot her

The following table shows the different messaging channels that are available.

channels depends

Message Channel Description Purpose
ScreenFlow The Euroclear ScreenFlow Customers use ScreenFlow for
application is an interactive user the following purposes:
interface that is based on e to send instructions
synchronous request and .
. . « to receive reports
response interactions, and - .
combines a file upload and e to perform administrative tasks
download mechanism. (for example, user _
For configuration purposes this configuration for the straight-
mandatogr chanr?elrz)ffers through processing message-
. rory by-message channel)
interactive access to the Euroclear ) )
CCl infrastructure, and enables All business functions are
Euroclear customers to manage accessible through this Screen
the relationship with Euroclear Channel.
(operators6 mana
AutoFlow This channel provides a Straight- Customers use AutoFlow
Messaging Through Processing (STP) Messaging for the following types
message-by-message channel. of message exchange:
¢SO 15022 or MT
¢SO 20022 or MX
AutoFlow This channel provides an STP file | Customers use AutoFlow File
FileTransfer transfer channel. Transfer for the following
purposes:
e to batch message files
¢ to exchange message files

! ESES is providing the Euronext-zone market CSDs (Euroclear Belgium, Euroclear France and Euroclear
Nederland) with an integrated settlement solution and harmonised custody service for stock exchange
and over-the-counter activities.

2 IT platform that all Euroclear Group (I)CSDs hosting the (I)CSDs systems share.

November 2009

on



CCl over SWIFTNet

2 CCl over SWIFTNet
2.1 The SWIFT Single Window solution

Concept

Figure 1 summarises the SWIFT Single Window solution, which enables existing
SWIFT customers to connect to the Euroclear Single Platform to leverage existing
SWIFT infrastructure.

Client SWIFT Euroclear
| Single Platform Services /\/\

AutoFlow Messaging

o 1SO15022 - FIN
Client 1SO20022 - SWIFTNet InterAct
ccl euroclear.autoflowmsg

Gateway AutoFlow File Transfer
File SWIFTNet FileAct (ISO)
&> — euroclear. autoflowfile
Interface =
ScreenFlow
euroclear.screenflow
FIN/MX
€—>| Alliance
Interface Gateway 1{&-—-& SWIFTNet
HSM | FIN - 1ISO15022 |
Legac SWIFTNet InterAct
Inte?’fage = l |
| SWIFTNet FileAct |
Single | SwiFTNet Brovse |
° Alliance <> Gateway ScreenFlow (ESES
WebStation eurooleér.coi )

‘ Legacy Services

Figure 1: The SWIFT Single Window solution

Customers gain from re-using existing and proven components (for example,
connections, interfaces, security, back-office applications, and procedures). This
facility substantially reduces development and operational costs, risk, and
implementation time. SWIFTNet and its Single Window concept enable customers
to re-use the same interface and communication channel that customers already
use for other business areas (that is, for SWIFTNet services).

SWIFTNet-based services and adapters

Alliance Gateway uses FIN, FileAct, Browse, and InterAct messaging services to
concentrate all business flows towards new SWIFTNet-based services.

Alliance Gateway offers a set of adapters that enable the exchange of SWIFTNet
messages with external applications. The Web Services Host Adapter (WSHA)
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enables a Web services application to exchange SOAP messages with another
application over SWIFTNet (used for ScreenFlow).

For CCl, customers must integrate all messaging applications with Alliance
Gateway to enable access to Euroclear services.

Security

The SWIFT Secure IP Network is the underlying technical communication network
that provides SWIFTNet connectivity for information exchange, and for the
operation of control measures. The SWIFT Secure IP Network uses multiple
SWIFT Network Partners to connect users to the SWIFT Secure IP Network
backbone access points. SWIFTNet services offer high service availability, with
worldwide support services.

Standards

Standards are another essential element of
simple, unambiguous communication across national and linguistic barriers. The

SWIFT Single Gateway solution enables re-use of the broad range of ISO-

compliant FIN and XML-based standards that facilitate the link between front and

back-office operations.

Configuration and Euroclear Group entities

CCI channels are available through SWIFTNet, using a standard SWIFTNet
configuration. This configuration3 includes SWIFTNet VPN boxes and lines,
SWIFTNet Link, and Alliance Gateway. Network security, including the provision of
encryption and digital signature facilities (PKI, HSM) is automatically part of the
configuration.

To communicate with the Single Platform Live business services, customers can
target the following new BIC and DN destinations that identify Euroclear Group
entities for CCl:

ECLIBEBB for Euroclear Bank

ECLNBEBB for Euroclear Belgium
ECLNFRPP for Euroclear France
ECLNGB2L for UK and Ireland
ECLNNL2A for Euroclear Nederland

The corresponding Test and training destinations will be used for the Test services.
For more information on the configuration of Euroclear CCl services, please, refer
to section 4.3.2.

SWIFTNet environments and customer testing

In the context of CCl testing, SWIFT customers will perform testing on the
Production environment by using the pilot (test-and-training) mode on a specific set
of SWIFTNet services administered by Euroclear. Pilot services on the Production
environment provide the same characteristics and level of services and Support as
available for live operations.

% The Client CCI Gateway concept represented in Figure 1 on Page 9 integrates all components of a
SWIFTNet single window configuration.
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For more information on the choice of the Requestor DN, Responder DN, Service
Name and Request Type, refer to the Appendix 2 7 SWIFTNet Addressing.

For more information on the SWIFTNet technical environments, please refer to the
SWIFTNet service description (available in the SWIFT User Handbook Online on
www.swift.com/cci).

Support

SWIFT provides the same level of Support for customer testing as for live
operations. This service, provided in a variety of languages is available 24 hours
per day, 7 days a week. It uses the "follow the sun" principle to provide 24*7
service in normal circumstances. Customers must register individually to use the
Support service. Registration is free of charge.

Customers can reports questions or problems using the Support online services
available on www.swift.com/support or they can contact SWIFT Customer Support
Centre (CSC) by telephone.

Support gives also access to a number of self-service channels available at
www.swift.com/support. As a practical alternative to support by telephone,
customers can access these services through the Internet, or through SWIFTNet,
at their convenience.

For more information on Support and its related services, Refer to section 7.1 -
Support

CCI Migration support

In addition to SWIFTSupport, SWIFT CCI customers will be granted dedicated
support from a SWIFT migration team to ensure a smooth migration from legacy
communication channels with Euroclear to the CCI communication channels in line
with the overall Euroclear deployment plan. Refer to section 7.2 for more details

In a nutshell, SWIFT will provide:

Guidance during the project execution, more specifically for the preparation and
testing phases (e.g. Assistance with the ordering process, software installation
support, connectivity & ISO test monitoring against certain deadlines);

Regul ar project status wupdates and tracking of
on agreed project milestones;

Upon request, on-site implementation service for ScreenFlow. (Refer to section 7.3
for more details on this topic.)

SWIFT has certified a number of SWIFTReady service providers in different
regions to integrate the required components into an existing SWIFT infrastructure.
Customers can find more information about SWIFTReady service providers at
http://www.swift.com/index.cfm?item_id=1009 .

Customers can find more information about how to order CCI on www.swift.com.

2.2 SWIFTNet Messaging Services

The SWIFT Single Gateway solution involves the deployment of ScreenFlow and
adopted AutoFlow services as shown in the following table.
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Descr

Message channel Deployment details
ScreenFlow The Web Services Host Adapter transparently maps SOAP traffic that
the ScreenFlow application generates into SWIFTNet traffic.
AutoFlow This channel uses the following SWIFTNet services:
Messaging « FIN for ISO 15022 (MT) messages
e InterAct Store-and-Forward for ISO 20022 (MX) messages
AutoFlow This channel uses FileAct Store-and-Forward.
FileTransfer FileAct supports the exchange of large volumes of batched data.

For a description of the SWIFTNet messaging services, see the SWIFTNet Service
Description guide and the FIN Service Description guide.

2.3 CCI SWIFTNet services

iption

A SWIFTNet service is a combination of one or more core SWIFTNet messaging
services (that is, InterAct, FileAct, Browse, and FIN) that the customer configures in
a specific manner and uses in the context of a SWIFTNet messaging solution (in
this case, Euroclear CCI).

Each SWIFTNet service has a service profile and a service name, and has an
associated closed user group. Examples of CClI SWIFTNet services are shown in

the following table.

CCIl communication
channel

CCI SWIFTNet service (live)

CCIl SWIFTNet service (test)

ScreenFlow

euroclear.screenflow

euroclear.screenflow!pu

AutoFlow Messaging

FIN* and euroclear.autoflowmsg

FIN and euroclear.autoflowmsg!pu

AutoFlow FileTransfer

euroclear.autoflowfile

euroclear.autoflowfile!pu

Migration process

To migrate to the SWIFT Single Gateway solution, the customer must confirm its
single SWIFTNet Service Subscription for CCIl. SWIFT then accepts the
subscription, after which Euroclear validates it. The outcome is a 3-way agreement
between the customer, SWIFT, and Euroclear, upon which basis SWIFT
automatically provisions

services.

the customer 6s

Existing SWIFT customers can confirm the subscription through the SWIFT
website at www.swift.com/cci. New customers must contact SWIFT.

Refer to the Appendix 1 i CCI Registration and Ordering for details and assistance
on the SWIFTNet Service Subscription for CCl and Web Services Host Adapter

(WSHA) ordering.

* Most existing SWIFT members are entitled to exchange FIN messages, and SWIFT will invite customers
that have yet to become SWIFT users to join SWIFT. Any organisation that wants to join SWIFT must first
register with SWIFT to become an authorised SWIFT user.

November 2009
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2.4 SWIFTNet Features

Message routing and the message reception registry

Based on central routing rules, SWIFT delivers each message either to a store-
and-forward queue or to a specified SWIFTNet Link instance. SWIFT stores the
central routing rules in the SWIFT message reception registry. The receiving
customer manages these rules.

SWIFT CCI services use the store-and-forward mode. In this mode, customers
must configure a message reception registry rule to identify the store-and-forward
queue into which Euroclear delivers messages or files sent in this mode. This
configuration is part of the subscription process.

By default, SWIFT provides two default generic queues:

<yourBIC>_msg, into which SWIFT delivers all store-and-forward messages
<yourBIC>_file, into which SWIFT delivers all store-and-forward files

Customers can optionally request SWIFT to create additional store-and-forward

queues. For example, customers that already use SWIFTNet store-and-forward

services can select to configure new queues for CClI that are necessary for

operational reasons (for example, the customer

Distinguished Names

Distinguished Names (DNs) are identifiers that customers use in the headers of
messages. The requestor and responder DN identify the sender and receiver of the
message.

SWIFTNet uses addressing DNs to verify that the correspondents have permission
to exchange messages within a Closed User Group (CUG).

For CCI, the default provisioned DN structure, on which Euroclear and SWIFT have
agreed, is as follows:

cn=yourccidn ,0=bankbebb,o=swift
(where <bankbebb> i s t he BI C8 of the customerds instit

The <cn=yourccidn> enables the customer to configure any DN extension (for
example geographical or branch), in synchronisaton wi t h Eur ocl ear és gui d
establishing operators in the Operator Access Management (OAM) module.

Note Operators (and their related profiles) of institutions using Euroclear CCl are
created using the Euroclear Operator Access Management (OAM) module, that
is accessed using the ScreenFlow application. OAM enables a level of access
whereby the application can grant an operator permission to perform an action
before an operator can successfully send an instruction to the CCI. For more
information, see www.euroclear.com.

SWIFTNet Public Key Infrastructure and the Hardware Security Module

SWIFT Public Key Infrastructure (PKI) is a mandatory component that, together
with the SWIFTNet Link, provides security and trust across all SWIFTNet services.

The mandatory Hardware Security Module (HSM) is a tamper-resistant hardware
device that SWIFT provides to SWIFTNet users. The HSM enables a customer to
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store its SWIFTNet Public Key Infrastructure private keys, and to protect the
generation of digital signatures. Customers can find more information about the
security aspects of the SWIFTNet messaging service from the SWIFTNet Service
Description guide.

For CCI, customers must store all certificates that authenticate Live traffic for
Euroclear Single Gateway and Single Platform according to the following security
levels:

for USB-based HSMs: the FIPS 140-2 (or 140-1) level-2

for HSM boxes: the FIPS 140-2 level 3

Note In the context of CClI, the FIPS 140-2 level 3 HSMs are mandatory for Euroclear
UK and Ireland and recommended for other Euroclear markets.

2.5

As of the deployment of CCl release 4.1 in Pilot environment (planned September
28”‘), customers will also be able to use Business certificates stored on disk to
authenticate their Pilot traffic. CCI Pilot Services will no longer mandate the usage
of Business certificates stored on HSM. Support of Lite certificates for all CCl
channels is currently under discussion between SWIFT and Euroclear.

Relationship Management Application (RMA)

Customers that exchange FIN (ISO 15022 or MT) messages must exchange
SWIFTNet Relationship Management Application authorisations with the new FIN
live and test destinations that identify the Euroclear Group entities on the Single
Platform:

November 2009
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Test and Training entities

ECLIBEBO for Euroclear Bank (iCSD)
ECLNBEBO for Euroclear Belgium (CSD)
ECLNNL20 for Euroclear Nederland (CSD)
ECLNFRPO for Euroclear France (CSD)
ECLNGB20 for Euroclear UK and Ireland (CSD)

Live entities

2.6

2.7
2.7.1

ECLIBEBB for Euroclear Bank (iCSD)
ECLNBEBB for Euroclear Belgium (CSD)
ECLNNL2A for Euroclear Nederland (CSD)
ECLNFRPP for Euroclear France (CSD)
ECLNGB2L for Euroclear UK and Ireland (CSD)

Euroclear mandates the usage of RMA for both Live and Test and Training traffic.
The destinations you intend to use to exchange traffic with Euroclear must be
referenced to Euroclear by completing the Euroclear Single Platform Connectivity
Testing forms.

SWIFTNet Connection

The SWIFT Secure IP Network is the underlying technical communication network
that provides SWIFTNet connectivity to exchange information and run control
measures. The SWIFT Secure IP Network uses multiple SWIFT Network Partners
to connect users to the SWIFT Secure IP Network backbone access points.

Connectivity packs are available for specific traffic requirements, throughput speed,
and resiliency. To select the appropriate connectivity pack, customers must
calculate the expected traffic measured in Transactions Per Second (TPS).
Depending on the evolution of traffic that relates to CCI, customers may require a
connectivity pack, system capacity, HSM capacity, or bandwidth upgrade.

For more information about connectivity packs and TPS requirements, see the
Connectivity Packs guide.

SWIFTNet Interfaces

SWIFTNet Interfaces for ScreenFlow

The ScreenFlow application connects to SWIFTNet by means of the Web Services
Host Adapter (WSHA) that is part of the Alliance Gateway application interface.
This connection enables the ScreenFlow application to manually exchange SOAP
(HTTPS) messages with the Single Platform over a SWIFTNet infrastructure.

Existing SWIFT customers can re-use Alliance Gateway with the new Web
Services Host Adapter licensed component®. The Web Services Host Adapter is an

® Alliance Gateway 6.1.50 functional update is mandatory for CCI Connectivity Testing phase. See 2.8 for

further details. Alliance Gateway 6.1.60 functional update will be mandatory for CCI Participant
Acceptance Testing phase.
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2.7.2

2.7.3

add-on (that is, it requires a dedicated licence) available on all Alliance Gateway
and Alliance Starter Set licenses since release 6.0. Customers can order the Web
Services Host Adapter as part of the SWIFTNet Service Subscription for CCI. For
more information, see Appendix 17 CCI Registration and Ordering.

To protect the link between the ScreenFlow application and Alliance Gateway,
customers can implement the Secure Socket Layer (SSL) and Local Authentication
(LAU) security options as part of the Web Services Host Adapter configuration. For
more information, see section 5.3.1 and 6.2.

SWIFTNet Interfaces for AutoFlow Messaging

AutoFlow Messaging is based on the FIN (MT) and InterAct (MX) messaging
services.

Customers can access AutoFlow Messaging through any of the following
interfaces:

Alliance Access

Alliance Entry

Alliance Messenger

any FIN and/or MX interface, that provides access to:

—  FIN (for ISO 15022 or MT)
— InterAct Store-and-Forward(for ISO 20022 or MX)

SWIFTNet Interfaces for AutoFlow File Transfer

File transfers and interface

AutoFlow File Transfer is based on the FileAct Store-and-Forward messaging
service. AutoFlow File Transfer supports the exchange of large volumes of data.

AutoFlow File Transfer enables customers to transfer files through any of the
following interfaces:

Alliance Gateway (for automated transfers) with any of the following:

- File Transfer Adapter (FTA) module

- File Transfer Integrated (FTI) module

- any (vendor or self-developed) application that supports the FileAct protocol

For more information about file transfer components, see the relevant Alliance
Gateway documentation.

Note Alliance Gateway acts as a concentrator for SWIFTNet message flows. This
interface extends the SWIFTNet connection to multiple applications and multiple
Alliance interfaces (for example, Alliance WebStation and Alliance Access).
Alliance Gateway concentrates the traffic from multiple applications and screen
application software onto a single window. Alliance Gateway is available on
Windows, AlX, and Solaris platforms.

Host adapters

Back-office applications can exchange messages with Alliance Gateway by means
of the following host adapters:

November 2009
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WebSphere MQ Host Adapter

The MQ Host Adapter enables applications to use the WebSphere MQ API and
gueuing mechanism to exchange messages with Alliance Gateway.

Remote API Host Adapter

The Remote API Host Adapter offers a set of API to local and remote applications.

Web Services Host Adapter

The Web Services Host Adapter enables the exchange of requests and responses
in SOAP format (in this case, generated by Euroclear ScreenFlow) with Alliance
Gateway over HTTPS.

Integration level

The customerés | evel of integration depends
more information about licence capabilities, customers can contact the SWIFT
account manager or the nearest SWIFT office.

Customers that have additional integration requirements for existing SWIFT
components have the following options:

The customer can purchase an appropriate application and integration solution
through a SWIFT Certified Service.

The customer can use the Alliance Gateway Developers Toolkit to develop a
proprietary application, or to adapt an existing application.

SWIFT Solution Partner

A SWIFT Solution Partner is a registered third party that has the expertise to
develop and integrate applications for SWIFTNet solutions.

Customers can find more information about how to use a SWIFT Solution Partner
to develop a SWIFTNet solution at www.swift.com/partners/solutionpartners.
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Allian

2.8

ce Gateway Developers Toolkit

The Alliance Gateway Developers Toolkit provides the Application Programming
Interface (API) for the development and integration of applications that use FileAct
or InterAct (or both). The toolkit provides these facilities in real time or in store-and-
forward mode.

The Alliance Gateway Developers Toolkit contains the following items:
a licence for all supported operating systems
a run-time version for all available platforms (that is, AlX, Solaris, and Windows)

developer documentation and sample source code

documentation that describes all aspects of Alliance Gateway, SWIFTNet, and the
Toolkit

training and Support

Compatibility with SWIFTNet Releases

fiBusiness as usual o is one of t hehiscor e

principle also applies to the impact of SWIFTNet releases: major SWIFTNet

releases need to be supported by customers

platform, in line with the SWIFTNet Release Policy. For more information, please,
refer to our Website (www.swift.com).
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CCl over SWIFTNet

Here is an extract of the scheduled mandatory patches, minor releases and their
impact on CCI via SWIFTNet:

Timeline

Releases and update

Purpose and impact

Available
January 2009

Alliance Gateway
6.1.50 functional
update

Functional update for customers using

"SWI FTds solution for
supports connectivity to the Euroclear
ScreenFlow application for Single Platform
CClI Impact:

Must be installed by all customers on Alliance
Gateway or Alliance Starter Set 6.0, 6.1 or 6.3.

For customer having already installed WSHA
in the scope of ESES, note that this patch is
Installable on Patch 6.0.7.

The latest version of the Web Services Host
Adapter (WSHA) available as Alliance
Gateway patch 6.1.50 is backwards
compatible and this new version is supporting
both the Euroclear CCl and Euroclear ESES
ScreenFlow applications.

Available
April 2009

Alliance Gateway
6.1.51 functional
update

This patch provides various fixes concerning
the Web Services (SOAP) Host Adapter
provided by the Alliance Gateway 6.1.50
functional update. Alliance Gateway 6.1.51
mandates the preliminary installation of the
Alliance Gateway 6.1.50 run-time version.

This patch is required to use the Details

Audit Log functionality of the Euroclear
ScreenFlow application.

Available
September
2009

Alliance Gateway
6.1.60 functional
update

This patch contains various functional
enhancements concerning the Web
Services (SOAP) Host Adapter provided by
the Alliance Gateway 6.1.50 or 6.1.51
functional update. Alliance Gateway 6.1.60
can be installed from scratch, or on top of
6.0.7/6.1.50/6.1.51.

This patch supports the upload/download
capability of the Euroclear ScreenFlow
application.

This patch is the minimum required WSHA
level for the start of the Single Platform
Participant Acceptance Testing.

For Alliance Starter Set, Alliance Gateway
6.1.60 mandates the preliminary installation
of the Alliance Gateway 6.1.50 or 6.1.51
run-time version.

Available
March 2009

Distributed
Architecture
(SWIFTNet Link,
Alliance WebStation )

Patch on SNL release 6.0 (6.0.40), 6.1 (6.1.40)
and 6.3.10 to support the Distributed
Architecture.

CClI Impact:
Must be installed by all customers that wish to
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2.9

remain on either SWIFTNet 6.0, 6.1 or 6.3.

Release 6.3
(SWIFTNet Link,
Alliance Gateway,
Alliance Starter Set,
Alliance WebStation )

Alignment with SWIFTNet 6.3

CCI Impact:

May be installed by all customers that wish to
benefit from the following SWIFTNet release
features:

e Increased HSM capacity up to 1000
certificates per HSM cluster

e Enhanced store and forward
performance and functionalities with
the support of non delivery warning and
queue status report

¢ New Browse user interface that enables
a lightweight implementation of Browse-
based services

Must be installed by all customers that wish to
install Alliance Access 6.3.

Available Release 6.3 Alliance

April 2009 Access

Q4 2009 Release 6.3 Alliance

Planned Access for CREST
users

CCI Impact:
May be installed by users wishing to benefit

from the following features:

e The embedded MQ Adapter inside
Alliance Access (instead of add-on)

e FileAct processing capabilities on
Alliance Access. This enables processing
of FileAct files outside the Alliance
Gateway which can be located in a DMZ.
Alliance Access 6.3 can be used as
FileAct interface in the context of CCI
AutoFlow File Transfer

e New open communication channels based
on SOAP and Web services. This allows
back office integration over an interactive
protocol using open standards.

More information

Customers can find details release under swift.com/Solutions/release timeline .

The SWIFTNet and Alliance Release Policy is available in the section ‘corporate

and legal' of the User Handbook.

For more information and an overview of the alternatives to implement the changes
for distributed architecture, see knowledgebase tip #2160676 on www.swift.com.

Indirect Connectivity

Users connecting to SWIFT can either operate connectivity and interface software
themselves, called Direct Connectivity; or connect to SWIFTNet via a registered
third party, which is called Indirect Connectivity.

Indirect Connectivity can be used to access all SWIFT messaging services and
SWIFT solutions, including CCI over SWIFTNet.
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29.1

2.9.2

SWIFT manages an Indirect Connectivity programme to register, set and control
the operational and performance requirements of providers to ensure high
standards of resiliency, security and performance for Users connecting indirectly.
Only organisations that meet certain eligibility criteria can register. Once registered,
SWIFT performs regular and comprehensive on-site audits to check compliance
against these standards and grant a label for those Indirect Connectivity providers
able to demonstrate highest levels of compliance

Types of Indirect Connectivity provider

There are two types of Indirect Connectivity provider for a SWIFT User to choose
from:

a Service Bureau which is a third-party organisation which hosts the technical
connectivity and manages daily operations to SWIFTNet such as logging in,
managing sessions and security, and can provide additional value-added services
for Users including support and

Member/Concentrators, which in addition to the technical connectivity, provide
business services like taking care of the SWIFT administration and invoicing on a
Users behalf. The Member/Concentrator programme is reserved only for SWIFT
Member institutions.

In addition, many SWIFT Regional Partners operate Service Bureau. Regional
Partners resell SWIFT products, services and solutions and can provide a
convenient one-stop-shop for many SWIFT Solutions, including CCI over
SWIFTNet.

Currently, there are over 130 Service Bureau and 28 Member/Concentrators in
operation. A list of all Indirect Connectivity providers by country can be found on
www.swift.com under Solutions>Connectivity.

Using an Indirect Connectivity provider to connect to
CCl over SWIFTNet

Indirect Connectivity is typically a solution for smaller volume SWIFT Users that
prefer to outsource operations and seek to reduce their total cost of SWIFT
ownership. Any SWIFT User can connect via an Indirect Connectivity provider, or
can use their services for back-up purposes only.

In order to provide access to CCl over SWIFTNet, Indirect Connectivity providers
must follow the same steps as all other SWIFT Users intending to connect to CCI.
In this respect, there is no difference in the configuration requirements for Indirect
Connectivity providers and a directly connected SWIFT User.

SWIFT intends to maintain a list of Indirect Connectivity providers that can provide
access to CCl over SWIFTNet and details on these providers will be published on
www.swift.com/cci.
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2.9.3  Typical Configuration for Indirect Connectivity

Providers
Euroclear
‘ Customer ’ .@ .@ Customer 0@ £ 0@
back office X@ / back office E ,(Q IE’
t

] ey |

. — o]
' File | . . ,
't FIN/MX 1 —N i File .
| Interface Transfer | 7 ||Euroclear | ! Iilt'::f“gi(e Transfer !
e I_n}e_n‘_a_c € ! St cu . Interface

‘ L Service bureau

AIIiance@teway
Eifechadl E"'I ' Eur]ocleiarES-in o Plalforriwl- LCIear Euroclear
UKI S nk FR

Figure 2: Two typical service bureau configurations
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The Euroclear ScreenFlow application can be installed either:

at the Service Bureau infrastructure in a multi-user environment like Windows
Terminal Service or Citrix. The customer can access the ScreenFlow application
remotely through a Windows Terminal Service or via a Citrix session.

at the customer infrastructure. The Screenflow application installed locally at
customer premises communicates with the Web Services Host Adapter of the
Alliance Gateway located in the Service Bureau infrastructure.

Message confidentially and integrity is ensured between the ScreenFlow
application and Euroclear thanks to SSL encryption and message authentication
using LAU. On top of the end-to-end security mechanism, standard SWIFTNet
security applies including the usage of PKI. Existing PKI certificates can be re-
used in the context of CCI.

Multiple customers can connect using a unigue Web Service Host Adapter on the
Alliance Gateway. Customer connections will be differentiated through the usage
of distinct message partners. There is no limitation in the number of message
partners using the Web Service Host Adapter.
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3 Migration of Existing Euroclear Services
to Single Platform Services

From a customer 6s p odNinddw toEtirockear legacy and BiegleSi ngl e
Platform services is the Alliance Gateway (or Alliance Starter Set). Legacy Closed

User Group (CUG) and legacy configuration (that is, Alliance Gateway

configuration or configuration of any other legacy application) remains untouched

by the implementation of the CCI channels.

SWIFT intends to keep existing Euroclear-based services operational as legacy
services. For all of these solutions, all current pricing, service management, and
procedures remain applicable, and will not change until the migration of each
service to the full-fledged CCI service is complete.

The following sections describe each of the Euroclear services that SWIFT
currently provides. The information includes a description of the existing setup, how
this setup might evolve, and how a SWIFT Single Gateway solution facilitates

mi gration from t hsturteasSinglenRatfodrscompliant setup.

3.1 Euroclear UK and Ireland: Proprietary File
Transfer, GUI and ISO 15022 Messaging

Client SWIFT Euroclear

l Single Platform Services l

AutoFlow Messaging
A 1SO15022 - FIN
. Client 1SO20022 - SWIFTNet InterAct
euroclear.autoflowmsg
CClI
Gateway AutoFlow File Transfer
File SWIFTNet FileAct (ISO)
“—> — euroclear autoflowfile
Interface =
ScreenFlow
) euroclear.screenflow
Alliance —
Gateway
CREST )
N SWIFTNet
P
- I Crest Traffic ]
- Single
Alliance | | Gateway
Access

‘ Legacy Services
Figure 3: The SWIFT Single Window Solution for UK and Ireland
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Pre-Single Platform solution for UK and Ireland services

The following table lists the current SWIFT infrastructure on which to run the
Euroclear UK and Ireland proprietary File Transfer and GUI services (that is, Crest

FT and Crest GUI).

Required component

Details

component

Alliance Access with CRNet The component through which the Euroclear UK and

Ireland proprietary system GUI connects, as well as
the FT service

SWIFTNet Link, HSM and
VPN boxes

Connections through Alliance The SWIFT Secure IP Network (SWIFTNet) through
Gateway (or Alliance Star Set), one or multiple SWIFT Network Partners

The Hardware Security Module calculates hardware-
based PKI signatures on all SWIFTNet traffic.

ISO 15022 compliant messages | Uses Alliance Access to exchange CREST traffic with

the legacy systems (through the CREST eNI service)

DEX file transfer service

Uses Alliance Access to exchange CREST traffic with
the legacy systems.

Single Window solution for UK and Ireland services

Because customers can use the same SWIFT infrastructure, the future
implementation of ScreenFlow or AutoFlow components (or both) does not impact
on the existing Euroclear UK and Ireland proprietary file transfer and GUI
infrastructure. The following table provides details of the ScreenFlow and AutoFlow

components.

Required component

Details

ScreenFlow

This ScreenFlow application connects to the Alliance Gateway
(or Alliance Star Set) through the Web Services Host Adapter
(WSHA).

Note: Euroclear supports the Crest GUI and the ScreenFlow
application on the same desktop.

AutoFlow

Eurocl earéds UK and Ireland cu
communication channel to exchange 1SO15022-compliant
messages.

To communicate with the Single Platform, customers target the
new BIC and DN destinations that identify the Euroclear Group
entities.
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Euroclear Bank: File Transfer and ISO 15022

Messaging
Client SWIFT Euroclear
Single Platform Services ‘
AutoFlow Messaging
o ISO15022 - FIN
Client 1S020022 - SWIFTNet InterAct
ccCl euroclear.autoflowmsg
Gateway AutoFlow File Transfer
File SWIFTNet FileAct (ISO)
Interf € — euroclear.autoflowfile
nterface —
ScreenFlow
SWIET euroclear.screenflow
FIN .
€ Alliance
Interface Gateway‘ = SWIETNet
e
HSM Euroclear
Euclid | SWIFTNet InterAct | Legacy Platform
ucli =
PC O | SWIFTNet FileAct | MGTCBEBE
Of._.
Euclid w Single | FIN - 1SO15022 |
el Gateway
Server

Legacy Services

Figure 4: The SWIFT Single Window Solution for Bank Euclid

Pre-Single Platform solution for Euclid PCs and servers

The following table lists the current SWIFT infrastructure on which the various
types of Euroclear Bank communications run.

Euroclear Bank activity

Basis for current SWIFT infrastructure

Euclid business

Euclid PC or server (or both) connected to the SWIFT EUCLID
Connector Client software

File transfers

Any File Transfer solution that supports FileAct, for example:
Alliance WebStation for interactive or manual file transfer

Alliance Gateway with either the File Transfer Automated
(FTA) or the File Transfer Integrated (FTI) module for an
automated File Transfer solution

ISO 15022 compliant
messages

Any FIN interface solution that supports FIN (for example,
Alliance Access or Entry)

Connections through
Alliance Gateway,
SWIFTNet Link , HSM
and VPN boxes

SWIFT Secure IP Network (SWIFTNet) through one or multiple
SWIFT Network Partners

The Hardware Security Module calculates hardware-based PKI
signatures on all SWIFTNet traffic.
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3.3

Single Window solution for Euclid PC/Server

Because customers can use the same SWIFT infrastructure, the future
implementation of ScreenFlow and, or AutoFlow components does not impact on
the existing Euclid PC/Server infrastructure. The following table provides details of
the ScreenFlow and AutoFlow components.

Component Infrastructure

ScreenFlow This application connects to the Alliance Gateway (or Alliance
Star Set) through the Web Services Host Adapter (WSHA).
Note: Euroclear supports the EUCLID PC/Server GUI and the
ScreenFlow application on the same desktop.

AutoFlow

Euroclear customers can use any CCl communication channel
to exchange traffic.

To communicate with the Single Platform, customers target the
new BIC and DN destinations that identify the Euroclear Group
entities.

ESES: eRGV, E2A and ISO 15022 Messaging

T

| Legacy Services

Client SWIFT Euroclear
| Single Platform Services |
PN
AutoFlow Messaging
o 15015022 - FIN
i 15020022 - SWIFTNet InterAct
clen onz2 ST e
Gateway AutoFlow File Transfer
File SWIFTNet FileAct (1ISO)
- euroclear.autofiowfile
Interface = =2
ScreenFlow
euroclear. screenflow
FINMX [ ] f.‘:"a:]f:’e
Interface Gateway — SWIFTNet
HSM [ Fn-iso1so2 |
- [ e |
SWIFTNet FileAct
Singje SWIFTMet Browse
Gateway ScreenFlow (ESES)

euroclear.ccl

—7

Figure 5: The SWIFT Single Window Solution i for ESES
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Pre-Single Platform solution for ESES

The following table lists the current SWIFT infrastructure on which the various
types of communications for ESES run.

ESES communication types Basis for current SWIFT infrastructure

eRGV Alliance WebStation accesses the ESES platform

E2A Two back-office integration channels, as follows:

Transaction Delivery Agent (TDA): an MQ-based
adaptor for Alliance Gateway

or
The File Transfer Adapter of Alliance Gateway

ISO 15022 compliant Any FIN interface solution that supports FIN (for
messages example, Alliance Access or Entry)

Connections through Alliance SWIFT Secure IP Network (SWIFTNet) through one or
Gateway, SWIFTNet Link, multiple SWIFT Network Partners

HSM and,

The Hardware Security Module calculates hardware-

VPN boxes based PKI signatures on all SWIFTNet traffic

Single Window solution for ESES

Because customers can use the same SWIFT infrastructure, future implementation
of ScreenFlow and, or AutoFlow components does not impact the existing ESES
infrastructure. The following table provides details of the ScreenFlow and AutoFlow
components.

Component Infrastructure

ScreenFlow This application connects to the Alliance Gateway (or Alliance
Star Set) through the Web Services Host Adapter (WSHA).

Note: Euroclear supports the eRGV GUI and the ScreenFlow
application on the same desktop.

AutoFlow Euroclear customers can use any CCl communication channel
to exchange traffic.

To communicate with the Single Platform, customers target the
new BIC and DN destinations that identify the Euroclear Group
entities.
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4 CCIl Implementation Process

The number of implementation steps that customers must follow depends on the

customerdé6s SW FT membership and on the current
has with SWIFT.

This chapter describes possible scenarios, based on what the customer has
already established in terms of SWIFTNet infrastructure.

4.1 Configuration Prerequisites

This section outlines the conditions and requirements for customers that want to
establish and implement SWIFTNet infrastructure components for CCl. For more
information about SWIFTNet interfaces, see section 2.7

ScreenFlow
The minimum configuration for ScreenFlow is as follows:

Managed Customer-Premises Equipment VPN boxes that a SWIFT Network
Partner has connected to the SWIFT Secure IP Network

Alliance Gateway 6.0.10 or 6.0.15 or 6.1 or 6.1.10 or 6.1.15 with Alliance Gateway
6.1.50 or 6.1.51 functional updates6 for WSHA for the CCI Connectivity Testing
phase.

Alliance Gateway 6.1.60 functional update (availability planned for October 2009)
will be the minimum required patch level for the start of the CCI Participant
Acceptance Testing phase.

The Euroclear ScreenFlow application (for the minimum requirements of the
Euroclear ScreenFlow application, please, refer to Euroclear documentation on
www.euroclear.com).

ScreenFlow and AutoFlow

The minimum configuration for ScreenFlow and AutoFlow (Messaging or File
Transfer, or both) is as follows:

Managed Customer-Premises Equipment VPN boxes that a SWIFT Network
Partner connects to the SWIFT Secure IP Network (SWIFTNet)

Alliance Gateway (Single Window, Automation, Alliance WebStation Concentration,
or Starter Set license) 6.0.10 or 6.0.15 or 6.1 or 6.1.10 or 6.1.15 or 6.3 with Alliance
Gateway 6.1.50 or 6.1.51 functional update installed (for Web Services Host
Adapter) for the CCI Connectivity Testing phase.

Alliance Gateway 6.1.60 functional update (availability planned for October 2009)
will be the minimum required patch level for the start of the CCI Participant
Acceptance Testing phase.

The Euroclear ScreenFlow application
A FIN/MX interface for AutoFlow Messaging

® Alliance Gateway 6.1.50 functional update is installable on Alliance Gateway with or without any previous
WSHA functional update. For customer having already installed WSHA in the scope of ESES, note that
this patch is Installable on Alliance Gateway 6.0.7 functional update.
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A File Transfer Interface for AutoFlow File Transfer

Resiliency

In the configuration plan, participants must define the appropriate resilience for
local and remote disaster systems, and the operational procedures in case of
failure.

4.2 Technical Checklist for SWIFTNet
Implementation

The following table lists the tasks necessary to implement SWIFTNet for the CCI.
To prepare successfully for and deploy the CCl communication channels the
customer must perform these tasks in the described order.

Non-SWIFT customers start at Step 1. Existing SWIFT customers must start at
Step 2.

Step | Action

Non-SWIFT customers

1 Apply to become a SWIFT user.
See www.swift.com/joinswift or contact SWIFT by e-mail at cci@swift.com. From the
SWIFT website, you can also locate and contact the SWIFT office closest to you.

Note: For new customers, SWIFT provides a pre-packaged connectivity and interface
offering for direct or indirect connectivity at a single, attractive price. Use the contact
information to discover more about these solutions.

Existing SWIFT customers

2 Assess the CCIl communication channels and identify the following technical requirements
for CCl implementation:

e Line, system, and HSM capacity

e access mode, by direct or indirect connectivity, for example through Service Bureau

e interfaces (for FIN, MX, or File Transfer capabilities)

Each institution must assess the channels in the preceding list that are necessary for its
Euroclear CCI business activities. Euroclear mandates the use of ScreenFlow channel
through the ScreenFlow application. Use of the other channels is dependent on the

institutionds business deci si ons wwwSwifh.dom)dot
order additional components, or to upgrade existing components.

For more information, see sections 1.2 and 5.1.
Notes:

The Alliance Gateway Web Services Host Adapter 6.1.50 or 6.1.51 functional update is
necessary for ScreenFlow. (You can order this when you subscribe to CCl via SWIFTNet.
For more information see Step 3) for the CCI Connectivity Testing phase. Alliance Gateway
6.1.60 functional update (availability planned for October 2009) will be the minimum
required patch level for the start of the CCI Participant Acceptance Testing phase.

Customers who already use WSHA 6.0.7 functional update for ESES need to upgrade to
version 6.1.50, 6.1.51 or 6.1.60 (note that version 6.0.7 should not be uninstalled)7.

" Please, note that additional information for customers upgrading from 6.0.7 to 6.1.50 on AIX platform
could be found on our online knowledge base via Tip#2193604.
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Ensure that the hardware and software meet the minimum requirements. For more
information see section 7.

The required bandwidth for the CCI platform depends on the expected and current SWIFT
volume, and takes into account resilience and business continuity requirements.

You measure anticipated traffic in Transactions Per Second (TPS). See the Connectivity

Packs guide at www.swift.com/cci for TPS calculations. If you need help with TPS
calculations, then contact SWIFT at www.swift.com/offices.
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Step | Action
3 Contact your local SWIFT office (or visit www.swift.com/cci) and confirm your SWIFTNet
Service Subscription for CCI.
The subscription guarantees automatic provisioning to all test and live CCl SWIFTNet
services. During subscription, you specify the provisioning criteria: one or more SWIFTNet
infrastructures that have SWIFTNet Link IDs, and one or more BIC destinations for
provisioning. You can also order the Web Services Host Adapter at this stage, through a
change of your interface.
Refer to the Appendix 17 CCI Registration and Ordering for information and assistance on
the SWIFTNet Service Subscription for CCl and Web Services Host Adapter (WSHA)
ordering.
4 Install the SWIFTNet connection (with the assistance of a SWIFT Network Partner).
Note: If you are an existing SWIFT user and you plan to re-use your existing SWIFTNet
connection, then go to Step 5.
5 Set up network security as follows:
Between the ScreenFlow application and Alliance Gateway:
If a concentrator firewall is placed between the applications and Alliance Gateway, then
you must configure the firewall settings. This is to allow traffic between the ScreenFlow
application and the machine that runs Alliance Gateway. During the installation of the
Alliance Gateway 6.1.50 functional update, you are prompted to specify a single port
number to be used by Web services applications connected to WSHA. By default, this TCP
port number is 48005 and must be left opened on your firewall. Here are the details of the
traffic to allow on your firewall:
Source Destination Protocol
Host Port Host Port SOAP
ScreenFlow | >1023/tcp Alliance 48005/tcp or
GUI Host Gateway Host | user defined
Note: This information is used during installation.
Between any other application and Alliance Gateway:
See the SWIFT Network Access Control Guidelines and the SWIFT Network Configuration
Tables Guide, at www.swift.com/cci.
Between Alliance Gateway and the VPN box:
The following IP's have been provisioned for the Pilot ScreenFlow
service (euroclear.screenflow!pu)
149.134.0.70 (TCP on port 443)
149.134.0.80 (TCP on port 443)
The following IP's have been provisioned for the Live ScreenFlow
service (euroclear.screenflow)
149.134.0.12 (TCP on port 443)
149.134.0.13 (TCP on port 443)
149.134.0.18 (TCP on port 443)
149.134.0.20 (TCP on port 443)
149.134.0.99 (TCP on port 443)
149.134.0.195 (TCP on port 443)
149.134.0.211 (TCP on port 443)
149.134.0.212 (TCP on port 443)
For more information on SWIFTNet access, see the SWIFT Network Access Control
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Guidelines and the SWIFT Network Configuration Tables Guide, at www.swift.com/cci.

The proper configuration of your network settings between Alliance gateway and the VPN
box(es) could be checked via the following commands executed in an initialised SWIFTNet
environment:

For the Pilot ScreenFlow service (euroclear.screenflow!pu)

checkip 149.134.0.70 443 TCP

checkip 149.134.0.80 443 TCP

For the Live ScreenFlow service (euroclear.screenflow)

checkip 149.134.0.12 443 TCP

checkip 149.134.0.1 3443 TCP

checkip 149.134.0.18 443 TCP

checkip 149.134.0.20 443 TCP

checkip 149.134.0.99 443 TCP

checkip 149.134.0.195 443 TCP

checkip 149.134.0.211 443 TCP

checkip 149.134.0.212 443 TCP
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Step

Action

Install the appropriate SWIFT products and software components.
Note:

If you re-use your Alliance Gateway, then you must re-license this software to include the
Web Services Host Adapter at this stage.
(This is not applicable for Alliance Starter Set.)

Follow the instructions in the Alliance Gateway 6.1.50 functional update Release Letter.
During the installation, you are prompted to enter the port dedicated to the Alliance
Gateway Web Services Host Adapter. SWIFT recommends that you keep the default value
48005.

You will require the following information, which is specified during the installation of the
Web Services Host Adaptor, for the installation and configuration of the ScreenFlow
application:

The Alliance Gateway Web Services Host Adapter port number (the default value is 48005)

A URL in the following form to communicate with Web Services Host Adaptor:
<protocol>://<sag_hostname>:<wsha_port>

The ScreenFlow application requires this URL, while the Web Services Host Adapter
endpoint incorporates an IP address or hostname and a port number. For more
information, see the SWIFT WSHA Configuration Guide.

The SSL certificate used to secure the connection between the ScreenFlow GUI and the
Web Services host adapter must be imported in the ScreenFlow GUI. This certificate is
automatically generated during the installation of the Alliance Gateway WSHA patch but
can as well be generated later on if needed. For more information about how to secure the
connection between the ScreenFlow application and the Web Services Host Adaptor, see
section 3.1 of the SWIFT WSHA Configuration Guide.

You can find the corresponding setting within the ScreenFlow application in the Detailed
Configuration and Installation Information that accompanies the application.

Further cautions:
You must prepare the system according to the system requirements in the release letters. .

You must ensure that all authorisation codes and licensing sheets are available before the
start of an installation or upgrade procedure.

The installation guides that accompany any SWIFT software provide instructions for
installation and configuration.

For onsite assistance with the installation of the SWIFT products, contact a SWIFT
Certified Service, from the list at www.swift.com/partners.
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Step | Action

7 Download and deploy the ScreenFlow application.
Note: You must appoint 2 root operators to perform the administrative functions associated
with the CCI (for example, the creation of screen and STP operators). You must also
ensure that you have received the 2 root operator IDs and passwords from Euroclear.
These root operators will be provisioned by Euroclear upon reception of signed Euroclear
CCI Single Platform Connectivity Testing forms.
For more information, see the Euroclear CCI Migration guide at www.euroclear.com.

8 Configure the ScreenFlow application and SWIFT components for CCI.
Configure the SWIFT components with the CCl-specific configuration settings, as
described in section 4.3 Configuring CClI Communication Channels.

9 Test the SWIFTNet infrastructure for CCI.

For more information, see the Euroclear CCI Migration guide at www.euroclear.com..

Note: SWIFT provides several test tools to validate end-to-end connectivity between the
client and SWIFT central systems. You can find more information about these tools at
www.swift.com/support.
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4.3 Configuring CClI Communication Channels
4.3.1  Configuring ScreenFlow

You must configure SWIFT components with specific values to communicate
correctly with the ScreenFlow application. The following table details this
configuration process.

Initial set-up

Step Action

1 Ask a SWIFTNet security officer to create the SWIFTNet Public Key Infrastructure
certificate or prepare an existing one that you require to sign the SWIFTNet traffic.

The security officer must create this certificate according to the instructions in the
Managing SWIFTNet Users chapter of the Alliance WebStation User Guide.

This certificate must have the following specification:

o Certificate Class: business

o Certificate Policy ID: Hardware Security Module (HSM),

¢ User Policy: application password

The certificate used to authenticate ScreenFlow traffic must be defined as relaxed at the
Alliance Gateway level. There is no specific RBAC role required for the ScreenFlow
certificate.

Since the deployment of CCl release 4.1 in Pilot environment (September 28“‘),
customers are also able to use Business Certificates not stored on HSM to authenticate
their Pilot traffic. CCI Pilot Services do no longer mandate the usage of Business
certificates stored on HSM. The support of Lite certificates for all CCI channels is
currently under discussion between SWIFT and Euroclear.

2 Define a Message Partner® (MP) on the Alliance Gateway for each ScreenFlow
application to be segregated. The configuration settings are described hereunder (as of
step 4)

Note: Before starting the configuration, you must first ensure that Alliance Gateway and
Alliance Gateway 6.1.50, 6.1.51 or 6.1.60 functional update are completely installed.

You configure WSHA plug-in using the SAG Admin GUI. To do this, you must configure
the message partner profiles for your applications.

You can set up more than one Message Partner per Alliance Gateway. For example, you
can set up a Message Partner for each instance of the ScreenFlow application within your
organisation, each with its own Local Authentication (LAU) keys and PKI certificate. This
is left to your own discretion since Euroclear does not define any policy on multiple
Message Partners.

3 Ensure that the Alliance Gateway configuration (Message Partner) aligns with the service
subscription detailed in step 2 of section 5.2.

8PIeasenotethatAIIianceGatewayMes sage Partner is defined as SWI FT Applic.
documentation and in the Euroclear ScreenFlow application.
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Configuration settings for Message Partner (Alliance Gateway) tabs

Step

Action

Main tab

4

Application Interface Module - Message Parther Details

Main | Local Authentication | Web Services Host Adapter| SWIFTNat Interface |

Marme |wsha—cci

Status |Enabled

Default Message Format far

Type |Client |
Unit INnne LI
Emission (from Message Partner) I LI

Supported Message Formats

HAuailahle

Basic Interact Format
Strict SML Format
SAG Primitive Format

Additional Processing
Awailahle

Femaote APl Host Adapter

Basic InterAct Message Format Converter
WehSphere MQ Host Adapter

Select the Main tab of the
Type:

Default Message
Format for Emission:

Supported Message
Formats:

Additional
processing

Selected

Relaxed SML Format

HEEE

Selected

Local Authentication
Weh Services Host Adapter
SWIFTNet Interface

HEIEE

MP and specify or select the following items

Client application.

As the ScreenFlow application is defined as a Client
application, please, note that you do not have to create a
SAG Endpoint.

Relaxed SWIFTNet Link format

Relaxed SWIFTNet Link format, plus the following items:

Euroclear recommends Local Authentication. (For more
information on LAU, see section 6.1).

- Web Services Host Adapter

- SWIFTNet Interface

This setting allows using the relaxed SNL protocol.

Important: Each of these DNs must correspond to a PKI
profile that allows to be used for the relaxed SNL protocol
(i.e. relaxed certificate).
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Local Authentication tab

5 Ask a security engineer to generate a local authentication key.

Note: For integrity reasons, this process falls outside the scope of both Euroclear and
SWIFT. For more information about the principles of local authentication and the format
of this key, see the Local Authentication and Security and the Local Authentication Tab
chapters of the Alliance Gateway Operations Guide.

6 Select the Local Authentication tab of the Message Partner, as shown in the example,
and enter values for the left and right parts of your local authentication key.

Application Interface Module - Message Partner Details

Main Local Authentication | Wieh Services HustAdapterl SWIFTNetImen'acel

Left Part Key IAhcd‘l 234Efgh5678

Right Part Key [KLMPxkhih111ropas

Note:

The values in the preceding image are examples only. These values are not indicative
of actual values. You must enter the same key into the keystore that you used for the
installation of the ScreenFlow application. For more information, see section 6.1.
SWIFT recommends the usage of LAU to secure the connection between the
ScreenFlow application and the Alliance Gateway.

Step Action

Web Services Host Adapter tab
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Select the Web Services Host Adapter tab of the MP and select the following items:

Requires SSL (optional) i checking this option defines the usage of SSL to secure the
connection between the WSHA and the ScreenFlow application. If SSL is selected at
the WSHA Message Partner level, it must be also configured at the ScreenFlow level.

Interoperability Settings: select the End-to-End SOAP checkbox.

Under End-to-End SOAP Configuration: the following checkboxes must be selected
With HTTPS and Include PKI Signature Result.

Please, note that With HTTPS option defines the transport mechanism between your
SAG and the central CClI systems. For CCl, With HTTPS is the only supported
transport mechanism. To allow this traffic to go through, please, make sure that your
firewall settings are as described under section 4.2 (step 5).

The Message Reference Location: When this field is used, it must contain the XPATH

of the location of the field that you want to use as correlation ID. An XPath is the
concatenation of all nodes from the root element (SOAP-ENV:Envelope) till the field to

be used as r ef er e fiheeosrelaton [Danaysbe esed absgarch / 6
criteria and in the Alliance Gateway event journal.

Putting a wrong value in the message reference location will have the consequence
that the correlation ID will be empty (until 6.1.609).

Please, find below an example where the value Msgld will be used as a reference.
The XPATH will then be: descendant::wsa:MessagelD[1]
Using the above example will allow to identify in the Alliance Gateway event journal

° Only applicable to Alliance Gateway functional updates prior to release 6.1.60.
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