	[image: image5.wmf]
	Service Profile Form

Ref: MS-SERVPROF

Page 9 of 2


	[image: image4.png]



	SWIFTNet Service Profile Form

Ref: MS-SERVPROF




            Page 1 of 15



A Service Administrator should use this form to define the service parameters for the provisioning of SWIFTNet messaging services (i.e. FileAct, InterAct, Browse) within a specific closed user group (CUG). This form should also be used to update or terminate an existing service profile. This form also permits the subscription by the Service Administrator to the defined SWIFTNet messaging services. 

If you are completing this SWIFTNet Service Profile form to define a new service profile, you must provide details of the Authorised Approvers, of the Service Administrator and have the form signed by each of them.  A separate copy of this form is required for each service environment on SWIFTNet (ITB, pilot and live). 

Help:
Additional help is available as endnotes for certain fields. If you see a superscript number, hold your cursor over the number and the help will appear on the screen.

Please specify if you are using this form to (only one option can be selected):

· Define a new service profile and the Service Administrator subscription

 FORMCHECKBOX 

· Define a new service profile 






 FORMCHECKBOX 

· Define Service Administrator subscription




 FORMCHECKBOX 

· Change an existing service profile






 FORMCHECKBOX 

· Change the Service Administrator subscription





 FORMCHECKBOX 

· Terminate an existing service profile





 FORMCHECKBOX 

Section 1 Service Administrator Information

	Q.1 
	Full legal name of the Service Administrator:

	
	    

	Q.2 
	BIC8: 

	
	     

	Q.3 
	Contact person:

	
	Family Name:
     
First Name:
     
Job Title:
     
Telephone:
     
e-mail: 

     

	
	Building Name:
     
Street Address:
     
Postal Code/Zip: 
     
City:

     
State/County: 
     
Country: 
     


Section 2 SWIFTNet Service Information
General information 

	Q.4 
	Preferred Implementation date (optional)
: 

	
	                            (DD-MMM-YYYY)

IMPORTANT: where the Service Administrator reasonably believes that a milestone agreed with SWIFT is not met by the planned date, the Service Administrator must promptly give SWIFT notice of why it considers that milestone has not been met otherwise that milestone shall be deemed to have been met as at the planned date.

	Q.5 
	Service participant information (optional):

	
	Expected number of participants:               
Contact person

Family Name:
     
First Name:
     
Job Title:
     
Telephone:
     
e-mail: 
     

	Q.6 
	Business name of the service
:

	
	     

	Q.7 
	Operational environment
:

	
	 FORMCHECKBOX 
    Live                                  FORMCHECKBOX 
    Test                              FORMCHECKBOX 
 ITB

	Q.8 
	Select the SWIFT messaging service(s) to which this service profile applies:

	
	InterAct:

 FORMCHECKBOX 

FileAct:

 FORMCHECKBOX 

Browse:

 FORMCHECKBOX 


	Q.9 
	Billing option used for the SWIFTNet Messaging service
.
Select one of the following:

	
	Standard:
 FORMCHECKBOX 

Centralised
:
 FORMCHECKBOX 

Reverse
:
 FORMCHECKBOX 


	Q.10 
	Specify the components of the Service Name for the requested SWIFTNet Service
:

	
	administrator
:
     
application[.sub-application]
:
     
SWIFT environment
:
  
test stage (optional)
:
     
release (optional)
:
     

	
	Complete Service Name
:

	
	     .     

 REF SWIFTEnvironment   

 REF TestStage      

 REF Release      


	Q.11 
	Specify the details of the Browse service
:

	
	URL Service Name:     .swiftnet.sipn.swift.com

	
	Up to four web servers can be associated to a single URL Service Name.
The rerouting in case of web server unavailability is based on a specific keyword (see below) and following priority
Give the web servers IP addresses. If you are using NAT, give the translated addresses. Otherwise, give the physical address
.

	
	Web Server
	Server IP Address 
	Next Hop IP Address1 
	NSRP IP Address2 

	
	Web Server 1
	     
	     
	     

	
	Web Server 2
	     
	     
	     

	
	Web Server 3
	     
	     
	     

	
	Web Server 4
	     
	     
	     

	
	1 If the web server host is not directly connected to the VPN box cluster (the web server host is not in the same network subnet as the VPN box cluster), provide the IP address of the next routing hop (router, firewall), as seen from the VPN box cluster, to get to the web server host.

2 Provide the local NSRP IP address of the VPN box cluster to which the web server(s) will be connected.

	
	Keyword (only when specifying more than 1 Web Server):

Provide a single keyword for SWIFT to check availability of the service. This keyword must be present (can be hidden in the code) on the Browse service home page.

Keyword to use to poll the service availability:     


Messaging Mode 

	Q.12 
	Will the requested SWIFTNet Service use the Store-and-forward or Real time mode? 

	
	Store-and-forward   FORMCHECKBOX 
                                     Real time   FORMCHECKBOX 


	Q.13 
	If the SWIFTNet Service will use Real time mode, is it mandatory for the participants of the service to set-up routing rule(s) to be able to receive messages or files from the SWIFTNet service in real time (If using real time mode, will the service administrator send unsolicited traffic to the participants)?

	
	Yes  FORMCHECKBOX 

No  FORMCHECKBOX 


	Q.14 
	If you specified Browse in Q.8, is it mandatory for the participants of the service to subscribe to the browse service?


	
	Yes  FORMCHECKBOX 

No  FORMCHECKBOX 



	Q.15 
	If the SWIFTNet Service will use Real time mode, please specify the default end-point that will be recommended in the Service Subscription e-form (optional)
.

	
	Default end-point  
     


Closed User Group (CUG)

	Q.16 
	Specify the Request Types
 that are allowed for each combination of Requestor
 Category and Responder
 Category.
(To add more rows, position the cursor in the last box and press the Tab key)

	Requestor Category
	Responder Category
	Request Type


	
	
	


SWIFT user category exclusion (optional)
	Q.17 
	If you want that some SWIFT user categories cannot subscribe to some of your CUG categories please specify below the SWIFT user categories that must be excluded from the CUG category.

This check will be implemented in the SWIFTNet service subscription form.
(To add more rows, position the cursor in the last box and press the Tab key.)

	SWIFT user category list
	CUG category


	
	


End-To-End Security 

	Q.18 
	Please specify the signature format the service will support:

	
	Crypto: 
 

 FORMCHECKBOX 

SignatureList: 
 
 FORMCHECKBOX 

Both:

 
 FORMCHECKBOX 



Additional Features for InterAct and FileAct
Role Based Access Control (RBAC)

	Q.19 
	Will the requested SWIFTNet Service use Role Based Access Control (RBAC)?

	
	Yes:  FORMCHECKBOX 
   No:  FORMCHECKBOX 


	
	If yes, specify the Role Names and Qualifier Names to be implemented in your service. 

For each role, please specify if this role must be given to all the Service Members.
(To add more RBAC Roles and Qualifiers, position the cursor in the last box and press the Tab key)

	
	Role Name
	Qualifier Name
	Default Role for Service Member (Yes/No)


	
	
	 

	
	
	


	
	Will RBAC append the roles to the message header?

	
	Yes:  FORMCHECKBOX 
   No:  FORMCHECKBOX 



Non-Repudiation
	Q.20 
	Will the SWIFTNet Service use Non-Repudiation (and if so, for what traffic)?

	
	Yes, for FileAct & InterAct: 
 FORMCHECKBOX 

Yes, for FileAct only: 

 FORMCHECKBOX 

Yes, for InterAct only:

 FORMCHECKBOX 

No:



 FORMCHECKBOX 


	
	Will Non-Repudiation be applied 

	
	For all traffic:


 FORMCHECKBOX 

For some request types:

 FORMCHECKBOX 


	
	If for all traffic, specify whether Non-Repudiation is mandatory or optional for the service:

	
	Mandatory:


 FORMCHECKBOX 

Optional: 


 FORMCHECKBOX 


	
	If for some request types, specify for which request types it is supported:
Note: full wildcard ( e.g. *) and trailing wildcard (e.g. pacs.*) are allowed
(To add more rows, position the cursor in the last box and press the Tab key)

	Request Type(s) for which the Non-Repudiation feature is Mandatory


	

	

	


	Request Type(s) for which the Non-Repudiation feature is Optional


	

	

	


	Request Type(s) for which the Non-Repudiation feature is Not supported


	

	

	


SWIFTNet Copy 
	Q.21 
	Will the requested SWIFTNet Service use SWIFTNet Copy?

	
	Yes, for FileAct & InterAct: 
 FORMCHECKBOX 

Yes, for FileAct only: 
 
 FORMCHECKBOX 

Yes, for InterAct only:

 FORMCHECKBOX 

No:



 FORMCHECKBOX 


	
	If SWIFTNet Copy is selected for FileAct, InterAct or both, please specify the copy mode:

	
	Y-COPY mode: 


 FORMCHECKBOX 

T-COPY mode: 


 FORMCHECKBOX 


	

	If yes, will the selected SWIFTNet Copy be used?

	
	Yes for all traffic:


 FORMCHECKBOX 

Yes for some request types:
 FORMCHECKBOX 


	
	If yes for all traffic, specify whether SWIFTNet Copy is mandatory or optional for the service:

	
	Mandatory:


 FORMCHECKBOX 

Optional:


 FORMCHECKBOX 


	
	If yes for some request types, specify for which request types it is supported:
Note: full wildcard ( e.g. *) and trailing wildcard (e.g. pacs.*) is allowed
(To add more rows, position the cursor in the last box and press the Tab key)

	
	Request Type(s) for which the copy feature is Mandatory


	

	

	


	
	Request Type(s) for which the copy feature is Optional


	

	

	


	
	Request Type(s) for which the copy feature is Not Supported


	

	

	


	
	If the service is using FileAct, please specify the copy mode

	
	Full:


 FORMCHECKBOX 

Header only: 

 FORMCHECKBOX 


	
	Copy parameters

	
	Purpose of usage of the SWIFTNet Copy feature (mandatory)
 

	
	     


	
	T-Copy parameters

	
	List of copy destinations
(To add more copy destinations, position the cursor in the last box and press the Tab key)

	DN
	Queue name



	
	

	
	

	
	


	Fallback mode

	Select one of the following possibilities:

	 FORMCHECKBOX 
  Fallback from T-Copy mode to bypass mode

 FORMCHECKBOX 
  Fallback from T-Copy mode to closed state

	
	Y-Copy parameters

	
	Copy destination

	DN
	Queue name



	
	


	Authorisation notification


	    FORMCHECKBOX 
  Not available                       FORMCHECKBOX 
    Optional              FORMCHECKBOX 
    Mandatory

	Fallback mode

	Select one of the following possibilities:

	 FORMCHECKBOX 
  Fallback from Y-Copy mode to T-Copy mode

 FORMCHECKBOX 
  Fallback from Y-Copy mode to bypass mode

 FORMCHECKBOX 
  Fallback from Y-Copy mode to closed state


Message Validation for InterAct

	Q.22 
	Will the requested SWIFTNet Service use central Message Validation? 

	
	Yes:   FORMCHECKBOX 
            No:   FORMCHECKBOX 



HeaderInfo for FileAct

	Q.23 
	Will the requested SWIFTNet Service support the HeaderInfo structure in the FileAct header?

	
	Yes for all traffic:


 FORMCHECKBOX 

Yes for some request types:
 FORMCHECKBOX 

No:



 FORMCHECKBOX 


	
	If yes for all traffic, specify whether the use of HeaderInfo is mandatory or optional for the service, and provide the name of the associated validation schema
:

	
	Mandatory:


 FORMCHECKBOX 

Optional: 


 FORMCHECKBOX 


	
	Schema:      

	If yes for some request types, specify for which request types it is supported and provide the name of the associated validation schema
:
Note: full ( e.g. *) and trailing wildcard (e.g. pacs.*) is allowed
(To add more rows, position the cursor in the last box and press the Tab key)

	Request Type(s) for which the HeaderInfo feature is Mandatory

	Request Type(s) 
	Schema


	
	

	
	

	
	


	Request Type(s) for which the HeaderInfo feature is Optional

	Request Type(s)
	Schema


	
	

	
	

	
	


	Request Type(s) for which the HeaderInfo feature is Not Supported


	

	

	


SCORE compliant MA-CUG (only for MA-CUG service)

	Q.24 
	Please specify if the MA-CUG will offer ‘SCORE Compliant’ services 

	
	Yes:  FORMCHECKBOX 
   No:  FORMCHECKBOX 



SWIFTNet Subscription of the Service Administrator
Closed User Group (CUG) 
	Q.25 
	Please specify the Distinguished Name (DN) of the Service Administrator and the corresponding CUG category. 

(To add more rows, position the cursor in the last box and press the Tab key)

	CUG Category

	DN


	
	

	
	

	
	


Traffic routing definition for Real Time service 

	Q.26 
	Please specify the Message Routing Rules. 
(To add more routing Rules, position the cursor in the last box and press the Tab key)

	Rule Order
	Request Type
	Requestor DN
	Responder DN
	Endpoints
	Main SNL ID
	Second  SNL ID (optional)
	Third SNL ID (optional)
	Fourth SNL ID (optional)


	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	


Traffic routing for Store and Forward service 

	Q.27 
	Please specify the Message Routing Rules. 
(To add more routing Rules, position the cursor in the last box and press the Tab key)

	Rule Order
	Request Type
	Requestor DN
	Responder DN 
	Full queue name


	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


	Q.28 
	To receive delivery notifications you do not need to specify routing rules. SWIFT recommends to use the same queue to receive messages/files and delivery notifications. In that case leave the field below blank. 
If your interface needs a separate queue for delivery notifications, then specify this queue here:

	Delivery Notification queue (if required)

	     


Browse information
	Q.29 
	For Browse, specify the SNL and SNJ IDs of all instances of SWIFTNet Link and SWIFTAlliance WebStation you intend to use for Browse to access the Service
:

	SWIFTNet Link (SNL)
(To add more SNLs, position the cursor in the last box and press the Tab key)


	

	

	


	SWIFTAlliance WebStation (SNJ)
(To add more SNJs, position the cursor in the last box and press the Tab key)


	

	

	


Role Based Access Control 
	Q.30 
	For Role Based Access control, please specify the role names, qualifier names and qualifier values (if applicable) that will be appended to your institution DN : [o=inst, o=swift]
(To add more rows, position the cursor in the last box and press the Tab key)

	Role Names
	Qualifier Names
	Qualifier Values


	
	
	

	
	
	

	
	
	


Authorised Approvers

If you are completing this Service Profile form to define a new service profile, you must designate Authorised Approvers (up to three individuals). The Authorised Approvers are those individuals who are each authorised to represent the Service Administrator towards SWIFT for all operational matters, including the definition of service parameters and the admission or withdrawal of service participants. Each Authorised Approver must sign this page to provide SWIFT with a specimen signature.

IMPORTANT: Each ‘Authorised Approver’ must register on swift.com with the email address, specified below. 
	
	Family Name:
                           
First Name:
                           
e-mail:
                           
swift.com registration BIC:               

	
	Specimen signature of the first Authorised Approver



Date(DD-MMM-YYYY):
     

	
	Family Name:
                           
First Name:
                           
e-mail:
                           
swift.com registration BIC:               

	
	Specimen signature of the second Authorised Approver



Date(DD-MMM-YYYY):
     

	
	Family Name:
                           
First Name:
                           
e-mail:
                           
swift.com registration BIC:               

	
	Specimen signature of the third Authorised Approver



Date(DD-MMM-YYYY):
     


Data Protection: by returning this form, you acknowledge and agree that SWIFT reserves the right to process personal data (e.g., contact details) for the purposes for which this form is designed and, more generally, in connection with the provision, use or marketing of the SWIFT services and products or SWIFT governance. As appropriate, SWIFT may share such personal data with other SWIFT offices, or SWIFT subcontractors, agents or Partners, possibly located outside the EU (for more information, consult www.swift.com). Each person concerned has the right to request SWIFT by email at privacy.officer@swift.com to (i) consult and, if necessary, correct its personal data, and (ii) stop using its personal data for direct marketing. If the personal data is not supplied by the person concerned, you are responsible for notifying that person of the terms of this statement and ensuring that such personal data is collected and supplied, for the purposes above, in accordance with all applicable laws and regulations and without infringing any third-party rights.

Service Administrator Approval

The Undersigned declare(s) to have full capacity and authority to sign this Service Profile form for and on behalf of the Service Administrator above.
	Family Name:
     
First Name:
     
e-mail:
     
Job Title:
     

	Signature:































Date(DD-MMM-YYYY):     


When you have completed this form, save it, print it, sign it, keep a copy and send it to your SWIFT Implementation Manager, Avenue Adèle 1, B-1310 La Hulpe – Belgium

To give SWIFT advance notice, also send a copy of the form by e-mail to your SWIFT Implementation Manager. Please note that SWIFT must receive the signed form before the service profile can be processed.

Revision Record 

Use this revision record to record when you first complete this form and any changes you make to the details in this form after you first send it to SWIFT.

	Revision
	Date
	Service Administrator
	SWIFT Implementation  Manager
	Description


	1.0
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Additional Notes   (You can omit these pages from the copy you sign and return to SWIFT.)[image: image1][image: image2][image: image3]
� If you want to ‘Change an existing service profile’, do not enter existing data that does not change. Instead, just fill out questions 1 to 10 and all the questions related to the change, and redefine all the details of the new configuration you want to implement.


For complicated updates, when possible please highlight additions in blue and deletions in red.


� If you only want to ‘Change the Service Administrator subscription’, then only the questions ‘1 to 10’, 25 to 30 are applicable. Please use the appropriate questions and redefine all the details of the new configuration you want to implement.  


� The Implementation date is the date when SWIFT creates the service. Implementations always occur during a weekend. You need to take into account (at least) three (3) weeks notice after the validation of the service profile has been confirmed by SWIFT.  When using SWIFTNet central validation, please consult your SWIFT Implementation Manager in order to determine the implementation date.�When Service profile form requests subscription of the Service Administrator, implementation for the Service Administrator is done only after service creation and legal follow-up is performed.


� Please specify the person who can be contacted for questions on service participation.


� Please specify the name of the service (textual description) that will be used (1) on the e-ordering pages on www.swift.com for the subscription of the participants to your service, and (2) as a reference for invoicing purposes. 


� Live is a production environment that allows the service community to access the live Services. Financial transactions must only be performed in the Live environment.�Test is a production environment that allows the service community to test the current or future version of a service prior to live release.�ITB is a SWIFTNet test environment that allows vendors to test the service under development. 


� For MA-CUG service, only Standard billing option is available.


� Centralised billing is the aggregation of SWIFT traffic fees to the Service Administrator. Traffic will be aggregated to the Service Administrator if the Service Administrator is either the sender or the receiver of the message. Other traffic flows are not included in centralised billing. If centralised billing is selected, it will apply to all traffic in the relevant messaging service or services.   


� When reverse billing is selected, Service Participants pay for the sent and received traffic relating to that service. The traffic is charged to the Service Participants' global tier and contributes towards their tier progression. Traffic will be aggregated to Service Participants if the Service Administrator is either the sender or the receiver of the message. Other traffic flows are not included in reverse billing. If reverse billing is selected, it will apply to all traffic in the relevant messaging service or services.


� For information on service naming, see the SWIFTNet Naming and Addressing Guide.


� This is the (abbreviated name of the) institution or market infrastructure that defines the service. The administrator is a mandatory component of the Service Name.


� This is the (abbreviated) application name. Application is a mandatory component. If you are defining a sub-application, precede it by a dot (.).  The administrator and application [.sub-application] fully define the Live Service Name.


� Enter ‘!p’ for a Pilot service or ‘!x’ for a service on ITB. Enter nothing to indicate a live service name.


� Optionally, several Pilot and ITB services can be defined (for example, one for internal testing and one for user acceptance testing).  Enter this suffix as a single character indicating the test service (for example, d for Development, i for Integration Test, u for User Acceptance). Enter nothing to indicate a live service name.


� Optionally, you can indicate a Pilot or ITB service version. To do so, enter one-character, which indicates the version (for example, 1 or 2).  Do not specify this field for a Live environment.


� Do not enter data in this box.  When you print (or save and reload) the form, this field will contain the complete Service Name (based on the information you provided in the previous fields). �An example is swift.generic.fa!p (Generic FileAct pilot service where SWIFT is the service administrator)


� Access to a Browse service is through the use of an URL that always ends with “swiftnet.sipn.swift.com” .  By convention, it includes the service name (whereby dots and exclamation marks are replaced by hyphens, and “test” or “pilot” are written in full). For example, the URL for the service abc.def will be � HYPERLINK "https://abc-def.swiftnet.sipn.swift.com" �https://abc-def.swiftnet.sipn.swift.com� for live, � HYPERLINK "https://abc-def-pilot.swiftnet.sipn.swift.com" �https://abc-def-pilot.swiftnet.sipn.swift.com� for pilot and � HYPERLINK "https://abc-def-test.swiftnet.sipn.swift.com" �https://abc-def-test.swiftnet.sipn.swift.com� on ITB.


� SWIFT has reserved a number of IP address ranges that customers cannot use for the local IP addresses of their SWIFTNet systems (VPN boxes, next hops, SWIFTNet Link hosts). You can use the following ranges: A) 172.20.0.0 through 172.30.255.255 and B) 192.168.0.0 through 192.168.255.255. SWIFT recommends to use the following address space: 192.168.0.0 through 192.168.255.255.


� To subscribe to the Browse part of a service, participants should specify the SNL/SNJ ids that they want to use for Browse.


� End point format: maximum length of the character string is 15 and only lower case. The first and last character cannot have value “_” but the character “_” must be present once and only once in the character string. For MA-CUG service, SWIFT recommends the following format ‘BIC6 of the Service Admininistrator‘_macug.  For example: ‘abcdef_macug’.


� A request type identifies the content of a message or file in a structured format. This field can contain a specific value, a wildcard (*), or a value with a wildcard (eg pacs.*).


� The SWIFT user that sends a request using InterAct or FileAct.


� The SWIFT user to which a request using InterAct or FileAct is addressed.


�  Describe here the business purpose of the copy, ie what processing will be performed based on the copied information.


� The name of the queue where T-copied file notifications will be delivered. The BIC8s defined in the Queue name must be identical to the level 2 BIC8s of the copy destination DN. The environment (Live, Pilot or ITB) of the queue must match the environment of the service. 


� The name of the queue where Y-copied file notifications will be delivered. The BIC8s defined in the Queue name must be identical to the level 2 BIC8s of the copy destination DN. The environment (Live, Pilot or ITB) of the queue must match the environment of the service. 


� The sender of the file can be informed when the system operator has given his authorisation. The service administrator can define if this authorisation notification option is not available, mandatory (always generated) or optional (generated upon sender’s request).


� This is the name of the XML schema that is used to validate the HeaderInfo field. For more information, see the Standard MX ‘General Information’ documentation. 


� This is the name of the XML schema that is used to validate the HeaderInfo field. For more information, see the Standard MX ‘General Information’ documentation. 


� The SWIFT “SCORE compliant” MA-CUG Label Programme is open to Service Administrators offering MA-CUG services for corporate access. �The MA-CUG Service Administrator registering for the “SCORE compliant MA-CUG” label undertakes to ensure that the usage rules and standards of SCORE are properly implemented in the MA-CUG for corporate access.�For more information about the usage rules and standards of SCORE, see the FIN and FileAct implementation guides of SCORE in www.swift.com.�More details about the programme can be found in the MA-CUG Service Description and the “SCORE compliant MA-CUG” Label - Registration Terms and Conditions.


� The CUG category must be one of the categories defined in the Q.16.


� You will find the ID in the SNL certificate for SWIFTNet Link or the SNJ certificate for SWIFTAlliance WebStation.  The format of the ID is SNL nnnnn or SNJ nnnnn. 
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