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Treasurers canôttake anymore!

Multiple devices, multiple passwords



How to store so many passwords?



They need: 1 World, 1 Token, 1 Password



Express Survey: What does 3SKey stand for ?

A) Single Simple Secure Key

B) SWIFT Secure Signature Key



SWIFT Secure Signature Key
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Need for digital identity



Personal Identity: Which drivers?

Work upon Customerôs instructionsApply POA policy

Provide control services Need to secure and trace flows

What recognition principles can be set up ?

BANKS CORPORATES

Actions are issued by 

individuals



Possible Options

Written agreements ?

Phone/Fax confirmations ?

ID/Passwords ?

A Specific technicaI system ?



What is needed?

ÁA reliable and technically mature international standard

ÁIdentifying individuals

ÁIndependant from file format

ÁUsable in various environments: FileAct, FTP, other protocols

(e.g. EBICS) 

ÁProviding for multi-acceptance by Banks

ÁAnd able to comply with each Bank Security Policy

SWIFT is ideally situated to propose a solution 

meeting both corporates and banks expectations

So 3SKey has been concieved



3SKey in practice



Our experience with 3SKey - Pilot phase 



3SKey pilot phase ïa 10 steps approach

1 - The corporate 3SKey journey starts 

with the e-Tokens delivery 



Airbus 3SKey pilot phase ïE-Token activation phase



Airbus 3SKey pilot phase ïE-Token activation phase

2 - Activation of the 1st administrator e-Token



Airbus 3SKey pilot phase ïE-Token activation phase



Airbus 3SKey pilot phase ïE-Token activation phase

3 - Activation of the 2nd mandatory administrator e-Token

4 - Creation of the Admin Group



Airbus 3SKey pilot phase ïE-Token activation phase

5 - Creation of a Users Group (authorised signatories)



Airbus 3SKey pilot phase ïE-Token activation phase

6 - Activation of Users e-Token on 3SKey 

portal & allocation to Users



Airbus 3SKey pilot phase ïE-Token test with CA-CIB



CA-CIB 3SKey pilot phase ï3SKey, 3 steps, 3 months 

ÁAs a commercial bank, to receive 

files signed by Airbus with the 

3SKey solution is vital to our core 

business

ÁSecurity and interoperability is a 

priority for Credit Agricole CIB

ÁHow did we conduct the pilot 

scheme?...



CA-CIB 3SKey pilot phase ï3SKey, 3 steps, 3 months 

Credit Agricole CIB works with SWIFT to adapt its control validation platforms

Á To download the SWIFT CRL and transmit the status of the

certificate to the back office.

Á To adapt its signatories platform to associate the power of

attorney and the Unique ID of the certificate.

Credit Agricole CIB works with Sage to validate their signature software

Å To validate the integrity of files with both the fixed and variable

formats used by Airbus.

Credit Agricole CIB works with Airbus to validate the STP solution

Å To validate the whole process : The connectivity to SWIFTNet,

the integrity of the files signed, the validity of the certificates and

the validity of the associated power of attorney.



Airbus 3SKey pilot phase ïe-Token test with CA-CIB



Airbus 3SKey pilot phase ïe-Token test with CA-CIB

7 - e-Token declaration to CA-CIB according 

to Power of Attorney



Airbus 3SKey pilot phase ïe-Token test with CA-CIB

8 - Setup of Treasury Management System 

according to Power of Attorney



Airbus 3SKey pilot phase ïe-Token test with CA-CIB

Payment files signed by authorised Users and 

sent to CA-CIB


